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TL;DR

The Radio Resource Control (RRC) protocol present in 
each generation of cellular/mobile networking lacks 
verification in it’s “Cell Selection” procedure. Baseband 
chipset manufacturers don’t add anything to their 
implementations either. This is not cool, it’s uncool. We 
should do things and stuff to make this cool.
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Introduction



Introduction – Who am I?

• CEO @ Defiant Networks, Inc

• ICS/OT Cybersecurity Operations Architect @ 
Undisclosed



Rogue Base Stations



Rogue Base Stations

• Rogue Base Stations (RBS) are devices that masquerade 
as either cell towers or femtocells.

• IMSI Catchers are Rogue Base Stations used for the 
purposed of detecting the International Mobile Subscriber 
Identity of a UE owner to find out who they are.

• These devices are also colloquially known as “Stingrays” 
after the brand “StingRay” which is popular among 
various law enforcement agencies.



Rogue Base Stations

• CAPEC-617: Cellular Rogue Base Station

• In this attack scenario, the attacker imitates a cellular base station with their own "rogue" base station 
equipment. Since cellular devices connect to whatever station has the strongest signal, the attacker can easily 
convince a targeted cellular device (e.g. the retransmission device) to talk to the rogue base station.

• NIST Testimonial “Bolstering Data Privacy and Mobile Security: An Assessment of IMSI Catcher Threats”:

• Rogue base stations act as a cell tower and broadcast a signal pretending to be a legitimate mobile network that 
may trick an individual’s device into connecting to it. The necessary hardware to build a rogue base station can be 
inexpensively obtained using commercial off-the-shelf parts. The software required to operate a rogue base 
station is open source and freely available. Rogue base stations exploit the fact that mobile devices will connect 
to whichever base station is broadcasting as a device’s preferred carrier network and is transmitting at the 
highest power level. Therefore, when a rogue base station is physically near a mobile device that is transmitting 
at higher power levels than the legitimate antenna, the device may attempt to connect to the malicious network.



Rogue Base Stations – Who uses them?
LAW ENFORCEMENT CRIMINALS



Rogue Base Stations – How can I get one?

• Commercial purchase is difficult, since vendors 
(mostly) only sell IMSI Catchers to law enforcement.

• You can build your own Rogue Base Station for 
approximately $2000. Cost is mainly determined by 
the quality of the RX/TX equipment you employ.



Rogue Base Stations – How this all works.

• Cell Network Architecture and Non-Access 
Stratum (NAS) Attach Procedure (NAP)

• NAP is what allows the User Equipment (UE) to 
“talk” on the Evolved Packet Network (EPN), 
otherwise known as the Core Network (CN).



Rogue Base Stations – What Do They Do?

• In their most basic form, a Rogue Base Station just tricks the UE into attempting a 
NAS Attach Connection (NAC) request by simulating both the (e/g)NodeB and the 
MME.

• In their most advanced functionality, an RBS can complete the NAP, therefore 
acting as a Man-in-the-Middle (MITM) since it can forward traffic in/out of the real 
mobile network. Some may even be able to completely masquerade as a real base 
station and accurately simulate all components of the RAN and EPC/CN to 
facilitate connectivity.



l Cell-Selection process in Radio Resource Control (RRC)



Radio Resource Control (RRC)

• The Radio Resource Control (RRC) protocol is responsible for two 
notable functions:

• Resource Allocation
• Determining how resource blocks and elements on the UE radio 

interface(s) will be allocated based on information from the cell.

• Cell Selection
• This consists of 2 parts:

• Public Land Mobile Network (PLMN) Selection: Determine whether or not a 
cell is compatible based on Mobile Country Code (MCC) and Mobile Network 
Code (MNC).

• Cell Selection (Aptly Named): Determines whether or not a cell is worth 
adding to a sort of “Can Possibly Connect With” stored in the UE.



l Cellular Technology in Critical Infrastructure



l Cellular Technology in Critical Infrastructure

• Transportation

l Manufacturing

l Power



l Connected-Vehicle Cellular Attack Vectors



First, some stats!!

• Projected # of Cvs operating in United States from 
2017 to 2030 (2021):
• 2017: 31.3 Million

• 2020: 67.3 Million

• 2025: 116.3 Million

• 2030: 146 Million



First, some stats!! - Cont’d

• Global IMSI Catcher Market Forecast:
• 2021: $121.24 Million

• 2030: $343.8 Million



Software/Firmware Over The Air (S/FOTA) Updates

• Modern Connected-Vehicles (CV) require periodic updates 
to On-Board Equipment (OBE) such as Engine Control 
Units (ECU) or In-Vehicle Infotainment (IVI) systems.

• Can be handled either by the ECU itself, or facilitated 
by/through a secure gateway.

• Some manufactures or suppliers handle this process 
either through WiFi or through Cellular Network 
Connection.



Software/Firmware Over The Air (S/FOTA) Updates - Cont’d

• Potential Attacks
• DNS Poisoning

• Feed false firmware or software

• Sinkhole
• Nullify update process altogether



Cellular Vehicle-to-Everything (C-V2X)

• CVs running LTE Mode 3 or NR Mode 1 (Network 
Assisted) C-V2X require communication from the 
available Cells to tell the CV which radio resources 
to allocate for which applicable C-V2X functions 
regionally.

• RSUs and other cellular-connected roadside 
equipment may interface with Cvs within vicinity.



Cellular Vehicle-to-Everything (C-V2X) - Cont’d

• Potential Attacks
• CVs

• Sinkhole
• Prevent any C-V2X radio resource allocation data from being received by CV

• Malicious Resource Dissemination
• Feed false resource allocation requirements to the UE

• RSUs
• Sinkhole

• Prevent the RSU from receiving information from ATMS and TMC required for safe 
traffic conditions and information relay

• Malicious Information Dissemination
• Feed false information to RSUs, subsequently affecting CVs which require information 

for safe roadway travel.



l Potential Mitigations



Potential Mitigations

• VPNs
• These are not a cureall, but they sure make RAN Subversion style attacks 

REALLY difficult to execute without insider knowledge.

• Cell-Lock
• Some cellular-enabled network gateway manufacturers utilize a mechanism 

to “Lock” onto a Physical Cell Identifier (PCI) to use for cellular 
communication. Amazing measure for securing stationary UE. Not ideal for 
mobile application though.

• Algorithmic Verification
• Utilizing information given by the cells within vicinity to determine the 

legitimacy of a cell’s candidacy to your UE. This would need to be deployed 
on the BaseBand chipset level though. 



l Summary & Closing



Summary

• Rogue base stations mimic functionality of RAN, and may do so for EPC 
also.

• The Cell Selection process in RRC has a major gap, which allows for RAN 
based cellular connectivity subversion to occur.

• Cellular-enabled devices are present throughout various sectors of critical 
infrastructure.

• The main attack vectors covered (and known of) at this time are Software 
and Firmware Over-the-Air Updates and C-V2X vehicular and roadside 
equipment applications.

• Potential mitigations that exist are VPN, Cell-Lock mechanism, and 
hopefully in the future we’ll see algorithmic verification on the baseband 
itself.



Summary - Statements

At this time there are no known laboratories which 
have been conducting research into these RAN based 
attack scenarios. If there are any, please let me know.



Resources

• SRSRAN

• https://www.srslte.com/

• https://github.com/srsran/srsran

• OsmocomBB

• https://osmocom.org/projects/baseband

• https://gitea.osmocom.org/phone-side/osmocom-bb

• DIY Rogue Base Stations and IMSI Catchers

• https://hacker-gadgets.com/blog/2020/01/06/imsi-catcher/

• https://www.brierandthorn.com/post/hacking-gsm-building-a-rogue-base-station-to-hack-cellular-
devices

• CSIV Technical Specification

• https://beta.ideablock.io/idea/6AZ

https://www.srslte.com/
https://github.com/srsran/srsran
https://osmocom.org/projects/baseband
https://gitea.osmocom.org/phone-side/osmocom-bb
https://hacker-gadgets.com/blog/2020/01/06/imsi-catcher/
https://www.brierandthorn.com/post/hacking-gsm-building-a-rogue-base-station-to-hack-cellular-devices
https://beta.ideablock.io/idea/6AZ


Contact Information

• Email – mike.curnow@defiant-networks.com

• Social Media -
• Twitter: @mikeycurnow

• LinkedIn: https://www.linkedin.com/in/takko-the-boss/

• YouTube: takko_the_boss
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