CLYMI TIVE

TRUSTED SMART MOBILITY

Advancing
Automotive Security

Continuous End-to-End Security Testing for
Connected Vehicles

Alon Ashkenazi

J




About myself

Current role in Cymotive - Hobbies
Solution Incubator Manager - Skater, Rollerblader, Snowboarder, Surfer,
Creating innovative ideas for securing the and everything extreme.
automotive industry - Music producer
Spearheading development of cutting-edge - Classical pianist
E2E security testing solution . Dancer
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Professional background:

BSc in Mathematics and Computer
Science

Combined 15 years of R&D, cyber
security, and architecture.
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Automotive Cyber Security — why is it harder?
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@ Secu rity Deep security know-how, from the attacker
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X Automotive

perspective.

Comprehensive know-how and expertise in the
automotive ecosystem: how the industry works
and thinks, how the vehicles work, from internal
to cloud to all inclusive end-to-end services.
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Security Engineering Typical Lifecycle
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® Risk Analysis Automotive Security
Research

Identification, @  qermeeeeeeeeee e ee e e e aeene
categorization, and &

assessment of security risks

@ Security
Architecture

Formulation of security

measures while taking
automotive constraints into
account
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Continuous technical Q\ (&

review of the supplier’s
implementation of agreed
security specifications
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Security Concept Review

Penetration
Testing
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|dentification of missing
requirements, faulty
implementation, and
incomplete testing

Security

Testing @
—_— Validation of the oo
= security requirements
x= defined in the security

/g g

specifications

EaTN
L




Regulation takes the front seat

Regulation & STDs

« UNR155

« GBT-38628-2020
« STD 1SO21434

« UNR 156

.

Quote from UN R155:
“Applications or data.
7.3.6. The vehicle manufacturer shall perform, prior to type approval, appropriate and sufficient testing to
verify the effectiveness of the security measures implemented.”

Management System

Full lifecycle
Cyber Security Management
System to govern all security .
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Processes

Processes to ensure
the risks are addressed
and mitigated at all
stages

Controls

Build and deploy
security mitigations
and solutions



Regulation Layers Requirements (acc. To UNR155)_

Processes

Narrow down potential attack
vectors using an end-to-end
approach and automated security

testing processes

Security Validation —eann %

...... Monitoring & Response

Controls

Development Production
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Example End-to-End Scenario

User

Services Fleet

I

I

Vehicle

loop J[Attack Loop]

Start Charging N

Get State ’

Start Charging on VIN 1234 N

Save State in db

Stop Charging N

Get State ’

Get state from db

Stop Charging on VIN 1234 N

Start Charging )

‘ Report Charging State
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Stop Charging

Front End
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‘ Report Charging State
Save State in db :
Get State
4
Get State >
Get state from db :
User Services Fleet Vehicle

Automotive
Cloud
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Potential Solutions
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What do you need?
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Know-How

*Know-how and experience in the field of automotive
and security.
Penetration testing that includes multiple vehicle
Srchitectures, cloud providers, and mobile/frontend
evices.

Process Automation

+ Automation of penetration testing to gain time
efficiency and lower the needed efforts.
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Multiple Updated Cyber Feeds
Keep up with attack trends and new exploit options with
multiple feeds from NVD, FuzzDB, etc.

Stay ahead of any attacker with dedicated attacks for
the automotive world

X,

End-to-End Approach

«Visibility of how one element effects the other (e.g.,
how cell phone can affect the vehicle).
*Eyes on the inside (Oracles).

Integrate into Existing Cl/CD

«Security testing need to be integrated with/into the
‘regular’ functional testing processes — ‘Penetration
testing is still testing, right?!

Monitoring & Control Processes

+ Know customer reporting tools, controlling tools. Relevant
interfaces need to be seamlessly supported (‘security flaw
is still a bug, right?!’)
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