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# WHOAMI
• 8 years in security research
• Favourite targets – embedded devices

• Network / payment / ICS / transportation

• Head of Security Assessment at 
PCAutomotive
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Danila ParnishchevPwn everything!
@zero_wf



# ATTENTION GRABBER
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# AGENDA
• Intro: test environment and research target
• Main part: our approach to black-box vehicle security 

analysis
• Examples: identified security issues
• Responsible disclosure
• Closing part
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SKIP INTRO
How to approach vehicle security area?
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# AUTOMOTIVE LAB
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Breaking Bad… …automotive ECUs
35 56



# CYBER GARAGE
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Fixing… …security flaws



# TARGET
• Škoda Superb III 2022

• MIB3 infotainment – IVI ECU
• Telematic control unit
• Digital instrument cluster

• MyŠkoda app and OEM backend

• Today our focus is on the IVI ECU, 
OBDII, and the backend
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OEM backend

MyŠkoda app



OUR APPROACH TO 
VEHICLE ANALYSIS
We are all set! Let’s go
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# VEHICLE INTEL
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# WIRING SCHEMES
• Can be found on the internet at 

car forums
• For new vehicles it may be 

problematic
• Can be accessed on OEM’s service 

portals for a small fee
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https://erwin.skoda-auto.cz/erwin/showHome.do

https://erwin.skoda-auto.cz/erwin/showHome.do


# DIAG TOOLS
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ODIS Engineering software VAS 6154 adapter

+



# FIRMWARE
• FW images are only available to official service centers.
• Therefore, we have 2 options:
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Find leaked FW images on the internet

Dump FW from memory chips in ECUs

or



# PREVIOUS RESEARCH
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• No research of the latest generation
• Useful research from previous generations:

• ODX & FRF Firmware image packer/unpacker
https://github.com/bri3d/VW_Flash

• DBC (CAN Bus Database) file repos
https://github.com/commaai/opendbc
https://github.com/iDoka/awesome-automotive-can-id

https://github.com/bri3d/VW_Flash
https://github.com/commaai/opendbc
https://github.com/iDoka/awesome-automotive-can-id


# ECU LIST
The easiest way is to obtain it with the diagnostic toolset
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# ECU NETWORK
• Obtain it using the diagnostic tool and / or wiring 

schemes and other car documentation
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# ECU NETWORK
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# TEST BENCH
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# ECU SOURCE
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• Official dealers and repairing shops
• Aftermarket components
• Auto junkyards 

ebay history of a smokerPerfect donor



# HW ENUM + MEM DUMPS
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1. R-Car M3 Main CPU (ARM64)
• CARCOM core
• main OS cores

2. eMMC with Linux FS

3. SPI with low-level firmware

4. WLAN + BT chip



# HW ENUM + MEM DUMPS
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5. Power controller chip PWC
ARM32



# MIB3
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Wi-Fi, BT



# SW RESEARCH
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• In-vehicle software
• Static analysis
• Dynamic analysis

• Emulation
• Fuzzing
• Debugging

• Backend and app
• Static app code analysis
• Running in Android emulator
• Request interception and analysis



FINDINGS
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21 vulnerabilities identified
• 9 will be discussed today
• 12 are under disclosure embargo now



FINDINGS
Low-level
Application-level
Backend
Diagnostic interface
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# 1 SWD* FOR PWC CHIP ON IVI PCB

27*SWD – Serial Wire Debug



# 1 SWD FOR PWC CHIP ON IVI PCB
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• PWC firmware must be erased to unlock SWD
• Find firmware on another source  →  flash it back to 

PWC after erase  →  get PWC with SWD debug.



# 2 DBG CONSOLE ON PWC
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• UART2
• 115200, 8N1
• Linux console



# 2 DBG CONSOLE ON PWC
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pwc: 16:02:11,204 init uart0 (cpu)...

pwc: 16:02:11,204 init uart1 (carcom)...

<...SNIP...>

[    0.021224] NOTICE:  BL2: v1.5(release):mqb_sop2-15.20.110

[    0.025218] NOTICE:  BL2: Secure boot

[    0.092902] NOTICE:  R7: loaded

[    0.098896] NOTICE:  BL31: loaded

<...SNIP...>

[    0.298374] NOTICE:  BL33: loaded

<...SNIP...>

Welcome to Linux!

skoda-infotainment-5572 login: root

1-time code: 
C0670D36FB788E5B673007DEA7A4DFB13CF9E28CBC2129CAE94DA92DB871C28A15529C6CDBF9E1384096E7E6328
088DD1F95AB7FBDB0EEFD37F1CB061DDB01BD

UART0 and UART1 are internal
UART2 is external

ARM Trusted Boot

No root shell for free!



# 2 DBG CONSOLE ON PWC
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# 2 DBG CONSOLE ON PWC
• Wait, what is this doing in 

PWC firmware?
• Is  there another UART?
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# 2 DBG CONSOLE ON PWC

We need to change this value
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# 2 DBG CONSOLE ON PWC

• The value can be changed in UART 1 
handler

• CARCOM can turn on debug console on 
PWC by sending:
• F1 1D 01 01 XX XX F2

|  |  |  |    |   |

|  |  |  |    |    - EOF

|  |  |  |     ----- CRC-16

|  |  |   ---------- Target value

|  |   ------------- Sub-command

|   ---------------- Command

------------------- SOF

Target value
34



# 2 DBG CONSOLE ON PWC
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# 2 DBG CONSOLE ON PWC

• After sending the 1D command in UART1, it’s possible 
to switch the UART2:
• “PWC:\n” – enter PWC console
• “Q\n” – back to Linux console
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UART1



# 2 DBG CONSOLE ON PWC

• The debug console has ‘u’ command (stands for “updater”)

• Cmd format:
u [CMD] […]

[CMD] - sub-command ID

• Sub-commands:
• 0x01 <ADDR> – erase flash sector
• 0x02 <ADDR> <DATA> - write data to flash memory
• 0x03 <ADDR> <SIZE> - read bytes from flash memory
• 0x30 <OP_CODE> - command for authentication

• We can read-out PWC firmware and modify it!

• If we know the password…

Password-based 
authentication 
required first
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# 3 HARD-CODED PWD ON PWC

Ok, we know the password…
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# LOW-LVL FINDINGS IMPACT
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• # 1 – CVE-2023-28893 / CVSS 3.5
• # 2 – CVE-2023-28894 / CVSS 3.5
• # 3 – CVE-2023-28895 / CVSS 3.5

• Overall impact:
• Reading PWC firmware from the debug console
• Writing arbitrary PWC firmware
• Expanding attack scope to CARCOM via UART1

• Physical access to the infotainment ECU is required



FINDINGS
Low-level
Application-level
Backend
Diagnostic interface
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# IN-VEHICLE WI-FI

MIB3 infotainment

In-vehicle AP
10.173.189.0/24

Apple CarPlay

TCP port 7000
HTTP/RTSP

When an Apple CarPlay device is connected, the IVI opens TCP port 7000

10.173.189.X

10.173.189.1
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# 4 DOS IN CARPLAY

CVE-2023-28898 / CVSS 5.3

MIB3 infotainment

In-vehicle AP
10.173.189.0/24

Apple CarPlay

TCP port 7000
HTTP/RTSP

logs request with id parameter specified crashes the IVI

Cause: null-ptr deref in CarPlay code

Impact: Denial-of-Service of the infotainment system 

ANY /logs?id=0 RTSP/1.0
Host: 10.173.189.1:7000

10.173.189.X

10.173.189.1

10.173.189.Y

42



FINDINGS
Low-level
Application-level
Backend
Diagnostic interface
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# BACKEND

skoda-connect.com
~ 20 API endpoints and portals

MyŠkoda app

API 
endpoint

API 
endpoint

API 
endpoint

…
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API 
endpoint

API 
endpoint

API 
endpoint

…

API 
endpoint

API 
endpoint

API 
endpoint

…

Registered user Guest vehicle user

Primary vehicle user



# 5 NICKNAME DISCLOSURE

Primary user

Guest user

Guest user

1. Would-be attackers register as guest 
users of any vehicle by VIN

2. They retrieve nickname of the owner

Backend
45



# 5 NICKNAME DISCLOSURE
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vin: <VEHICLE_VIN>
users:{
{
idPID: mySkoda,
role: PRIMARY_USER,
securityLevel: HG_3,
status: ENABLED,
nickname: “Private Nickname”,

}
{
idPID: mySkoda,
securityLevel: HG_0,
role: GUEST_USER,
status: ENABLED,
nickname: “anna b.”

}
}



# 6 TRIP DATA DISCLOSURE

• Similar issue, but registering as a guest is not required
• The primary user of the vehicle must exist to reproduce 

the vulnerability
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# 6 TRIP DATA DISCLOSURE
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tripData:{
{
tripType: shortTerm
average fuel consumption: 87,
averageSpeed: 10,
mileage: 16,
startMileage: 1506,
traveltime: 92,
timestamp: “2022-11-02 14:38:22”,
overallMileage: 1523

}
…



# BACKEND BUGS – IMPACT
• # 5 – CVE-2023-28900 / CVSS 5.3
• # 6 – CVE-2023-28901 / CVSS 5.3

• Overall impact – by VIN number it is possible to:
• Get car owner’s nickname
• Get recent trip history:

• Average and max speed
• Duration (time)
• Length (miles)
• Vehicle mileage

49



FINDINGS
Low-level
Application-level
Backend
Diagnostic interface
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# 7 & 8 WEAK UDS AUTH

Request 
SEED

SEED

Key based 
on SEED

Auth result

Diagnostic tool ECU

UDS simple authentication scheme – Security Access Service 0x27
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Security of this authentication depends on:
• How random is the SEED
• Key calculation procedure



# 7 & 8 WEAK UDS AUTH

• For MIB3 IVI, key is calculated as follows:
key = <secret> + <SEED>

• Where “+” means arithmetic addition

• Sniff successful authentication  →  subtract <seed> → 
get the <secret>

• Or analyse firmware  →  retrieve the secret value

CVE-2023-28896 & CVE-2023-28897 / CVSS 3.5 52



# UDS CONTROLS

• UDS test functions allow:
• Opening/closing doors and windows
• Activating lights, horn, wipers, washers, …
• Folding mirrors
• …

• This functionality is useful for car repair services
• Malicious access to OBDII port allows to control the car
• OBDII dongles…

53



# DIAG INTERFACE PROTECTIONS

• Tester authentication before performing safety-related 
tests

• Central gateway with firewalling rules
• Speed limit for diagnostic function availability
• Physical authentication – such as trunk opening
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UDS authentication Firewall Speed limit Physical auth



# 9 ENGINE DOS VIA OBDII

• We are trying to walk through diagnostic protection 
layers of different car manufacturers

• For Skoda Superb we found a command that bypasses 
speed limit and stops the engine at high speed

56

Speed limit



# 9 IMPACT

• Overall impact:
• Disable engine at high speed

• Restrictions:
• Physical authentication is required every 20 km – small 

attack window
• Other controls are protected by speed limitation – 10 km/h
• Access to the OBDII port is required
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REPORTING TO OEM
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# DISCLOSURE TIMELINE
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11.2022
Advisory sent 
to Škoda

04.2023
CVEs reserved

07.2023
Sync with VW 
before publication

09.2023
Disclosure

12.2022
Backend fixed



# OEM REPLY

61

• Škoda and VW consider security issues in their cars 
seriously

• Security of vehicle users is top priority for everyone



CLOSING PART
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# KUDOS
• PCAutomotive team for conducting this research

• Aleksei Stennikov 
• Artem Ivachev @ivachyou
• Anna Breeva
• Abdellah Benotsmane 
• Polina Smirnova @moe_hw
• Mikhail Evdokimov

• Škoda and VW teams for making cars better
• ASRG for registering CVEs as the automotive CNA
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# FUTURE RESEARCH
• Release the rest of the vulnerabilities after fix
• Publish our research of EV chargers
• Release cool TI findings
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# FINAL WORDS
Problem: Avoid high-cost patches and recall campaigns
Solution:  Prototype security evaluation

Problem: Awareness of modern threats
Solution:  Automotive TI

Problem: Vehicle infrastructure security
Solution:  Application security assessment and penetration testing

Problem: Vehicle security monitoring
Solution:  VSOC
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