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Helping product security teams on their journey

Working with the world’s leading Actively involved in product Helping develop the global
manufacturers and partners cybersecurity standards & alliances product security community
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Living and breathing Product Security Backed by market leaders

An R&D team experienced with the systems, Cybellum is fully backed
architectures, and regulations of the Industrial by LG Electronics

Manufacturing, Automotive and Medical
Device industries

@ LG
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What Are We Going

To Talk About




Product security has become the biggest challenge

for automotive OEMs and suppliers
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More and more devicesare ... Device software vulnerabilities are more
becoming software-defined frequent, and the supply chain is becoming
a huge risk

)

Time to market is suffering, security is
under enormous pressure to keep up
with development
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New Automotive cybersecurity
regulations are introduced

C/O cyBELLUM



Design Development Post production
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an ever changing struggle
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BEST BEFORE PRINTED
ON THE BACK OF THE
PARAT G SKEATGEE

STORAGE INSTRUCTIONS:
KEEP IN A COOL, DRY
AND DARK PLACE.
NetWt. 3.5 0z(100g)

elitey

Milk Chocolate
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Net Wt, 3.5 oz (100g)

MILK CHOCOLATE

www.strauss-group.com

Amount/serving %DV* Amount/serving %DV*
[oo o e s r R R X TR PRSI G - e=s]

Nutrition
Facts Total Fat 119 17% Total Carb. 199

Sat. Fat 7g 35% Dietary Fiber 0g
Trans Fat Og Sugars 199
3 Cholesterol 10 mg 3% Protein 3g
Calories 180 Sodium 30mg 1%

Fat Cal. 100
Vitamin A 0% « Vitamin C 0% « Calcium 0% * Iron 0%
*Percent Daily Values are based on a 2,000 calorie diet. Your daily values may be higher or lower depending on your calorie needs.

Serv. Size 1/3 bar (339g)
Serving Per Container about 3
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INGREDIENTS: SUGAR, NONFAT AND WHOLE DRY MILK, MILK POWDER, CHOCOLATE LIQUOR,
MILK FAT, SOY/RAPESEED LECITHIN, PGPR (EMULSIFIERS), VANILLIN (ARTIFICIAL FLAVOR).
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CONTAINS: MILK, SOY. MAY CONTAIN:| KOSHER DAIRY UNDER SUPERVISION
OF NAZARETH-ILLIT RABBINATE.

WHEAT, PEANUTS, SESAME, EGGS, TREE

SPECIALLY PRODUCED FOR “MEGADIM”  DAIRY
NUTS(PEGANS, WAINUT, RIETAGHIDS, (B veen £ S Lt llion
HAZELNUT, CASHEW, ALMONDS, | o NAZARETH-ILLIT 1767303 ISRAEL.
COCONUM). PRODUCT OF ISRAEL.

A Software Bill of Materials (SBOM)
iIs a complete, formally structured
ist of components, libraries, and
modules that are required to build
(i.,e. compile and link) a given piece
of software and the supply chain
relationships between them. These
components can be open source or
proprietary, free or paid, and widely
available or restricted access.

The National Telecommunications and Information
Administration (NTIA) SBOM FAQ
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Significance of
SBOMs in the

Software
Development
Process

Enhanced Security SBOMs increase supply chain security by
revealing software component origins and aiding in the
identification and mitigation of security risks.

Vulnerability Management They enable proactive vulnerabillity
management by listing known vulnerabilities, allowing swift action
to address them.

Compliance and Legal Adherence SBOMs ensure compliance
with licensing and legal requirements, minimizing legal
complications.

Effective Risk Mitigation By prioritizing vulnerabilities based on
severity, teams can better manage and mitigate risks.

Transparency and Efficiency SBOMs provide transparency,
Improving incident response, vendor management, and overall
development practices.
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SBOM
Management

Orchestrate the entire SBOM process, from
generation to ingestion, editing, approving
and exporting, for all business units and
product lines:

Create and ingest

Validate, approve and collaborate

Manage and orchestrate

Software bill of materials
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libcgroup
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Approve SBOM

2/26/2016 (6 years) 1.9.:
2/24/2016 (B years) 200 04
3/26/2015 (7 years) 1.3.7
10/26/2018 (3 years) 7.0
9/26/2015 (7 years) 2.6.1
B/2/2014 8 years) 0.41
61972017 (5 years) 1.8.6
5M2{2017 |5 years) 1.7
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Best Practices for
Creating and Maintaining

SBOMs

PEEEEE

Comprehensive Component List: Maintain an accurate
list of all software components used, including direct
and indirect dependencies.

Automate Updates: Implement automation to generate
and update the SBOM, reducing manual errors and
ensuring it's always current.

Security and Compliance: Include security information
and licensing details for each component to address
vulnerabilities and maintain compliance.

Regular Reviews: Periodically review and update the
SBOM to reflect changes in software components,
ensuring accuracy over time.

Collaborative Approach: Involve relevant teams and
departments to collaborate on SBOM creation and
maintenance, enhancing transparency and project
understanding.
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Main Formats of SBOMs

CycloneDX is an SBOM standard designed for
use in application security contexts and supply
chain component analysis. Strategic direction
and maintenance of the specification is
managed by the CycloneDX Core working
group, with origins in the OWASP community.

CycloneDX

SPDX is an open standard for
communicating SBOM information,
including components, licenses,
copyrights, and security references.

Has common format for companies and
communities to share important data to

streamline and improve the identification
and monitoring of software.

[ SPDX

SWID Tags (Software ldentification
Tagging): defined by the International
Organization for Standardization (ISO) and
the International Electrotechnical
Commission (IEC) standard ISO/IEC
19770-2, is a structured metadata format
for describing a software product.

SWID

TAGS
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Data Fields An SBOM should include important
data about software components, such as the
component name, supplier name, version, and
unique identifiers. It should also include information
about dependencies between components, allowing
for accurate identification and tracking of all
software components throughout the supply chain.

Minimum
required

Practices and Processes The SBOM
documentation should also outline standard

EIQmentS for practices and procedures for creating and updating

the SBOM, distributing and accessing it, as well as

SBOM handling errors.

Automation Support The Software Bill of Materials
should be both machine-readable and able to be
automatically generated for continuous tracking of
data. It is typically in standard formats like SPDX,
CycloneDX, and SWID tags which also make them
readable for humans.
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Intellectual Property
Supplier Resources

SBOM Standards

Changing Requirements
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Tools for
Creating &

Managing
SBOMs

Software Composition Analysis (SCA) Tools These tools are specifically
designed to analyze software components within your codebase and generate
SBOMSs. They often include features like license detection, vulnerability scanning,
and dependency tracking.

DevOps and CI/CD Integrations Some tools integrate directly into your
development pipeline and Continuous Integration/Continuous Deployment
(CI/CD) processes to automatically generate SBOMs as part of your software
development workflow.

Container Image Analysis Tools These tools focus on analyzing container
images to generate SBOMSs for applications deployed within containers. They
often include vulnerability scanning and license tracking for containerized
applications.

Asset and Vulnerability Management Platforms These platforms offer
broader cybersecurity and asset management capabilities but may include
features to generate and manage SBOMs as part of their offerings.
Development IDE and Source Code Scanning Tools Some integrated
development environments (IDEs) and source code scanning tools have the
ability to identify open source components and generate SBOMs directly from
your code as you work.

Custom and In-House Solutions Organizations might develop their own
scripts, tools, or processes to create and manage SBOMs tailored to their

specific needs.
C/O cyBELLUM



Vulnerability
Management

Automatically detect and prioritize
vulnerabilities in the context of your specific
products, radically speeding up mitigation:
Understand your actual risk

Get mitigation recommendations

Monitor risks continuously

Vulnerabilities
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Increased regulatory focus on medical device
cybersecurity

More regulations, more requirements, and more medical device manufacturers

iInvestigated for cybersecurity as part of the 483 inspection
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Cybersecurity in Medical Devices:
Quality System Considerations and
Content of Premarket Submissions

Draft Guidance for Industry and
Food and Drug Administration Staff

DRAFT GUIDANCE

Nt (o Toylrvmem mime
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When final, this guidance Will supersede Content of Premarket Sabmivions
for Masagement of Cybersecmrity in Medical Devices - Flaal Guldance
October 2, 2014
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U.S. FOOD & DRUG Contan Bor Dostonn Radmbogral Hoslih
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X Healthcare & Public Health
Sector Coordinating Councils

PUBLIC PRIVATE PARTNERSHIP

HEALTHINDUSTRY CYBERSECURITY

Model Contract-language for Medtech
Cybersecurity

March 2022
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Consolidated Appropriations Act, 2023
SUMMARY OF APPROPRIATIONS PROVISIONS BY SUBCOMMITTEE

| Consolidated Appropriations Act, 2023 totals $1.7 trillion in discretionary resources across the fiscal year
|} appropriations bills.

fal, the regular 12 appropriations bills include $800 billion in non-defense funding, a $68 billion—9.3
| ent—over last year. This is the highest level for non-defense funding ever and a larger increase in both
ir and percentage than fiscal year 2022, The bills also provide $858 billion in defense funding.

| ficulture-Rural Development-FDA

| Eview:

| fiscal year 2023 Agriculture, Rural Development, Food and Drug Administration, and Related Agencies
| ing bill provides discretionary funding of $25.5 billion — an increase of $737 million, 3 percent — above

| Il year 2022. In total, the bill includes $242 billion for discretionary programs funded annually and
datory programs such as the Supplemental Nutrition Assistance Program.

| legislation:

¢ Tackles hunger and nutrition insecurity by expanding access to fruits and vegetables to 6.2 million
women, infants, and children through WIC and ensuring that 43.5 million people in SNAP-cligible
families get the necessary benefits. The bill also invests in the health of America's kids through Child
Nutrition programs, like school meals - which are now the healthiest source of food consumed in the
United States.

Grows opportunity and lifts rural communities by increasing funding for rural broadband, connecting
more communities to the internet through a program that got more than 200,000 people connected to the
21"-century economy last year.

Rebuilds our public health and consumer safety infrastructure with increased funding to address
maternal and infant nutrition, including resources for the 'Closer to Zero' initiative to reduee exposure to
toxic elements in babies' and young children's food, emerging food-related chemical and toxicological
issues, drug safety oversight, as well as provi ditional for in-person inspections in large
foreign drug manufacturing countries, and drug and device supply chain monitoring and surveillance.
The bill also invests in our public health infrastructure by modernizing FDA's data infrastructure to

ensure better safety and security of the food and medical supply chain.

Provides essential investments to ensure equitable participation in USDA programs. The bill provides
increases for extension, research, and capacity grants at 1890 land grants, 1994 land grants, and
Hispanic serving institutions to help strengthen the pipeline for the future of agriculture. It also provides

December 2022

“‘We have held back on device authorizations if
the agency has determined that there has not been
adamant cybersecurity present and that it presents

a risk to patient safety... cybersecurity is not
optional”

Dr. Suzanne Schwartz, Director, Office of Strategic Partnerships &
Technology Innovation, Center for Devices & Radiological Health,
FDA, 2022
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The key pillars of the Omnibus bill on cybersecurity

requirements (section 524B of the FD&C Act)

Manufacturers should have

a plan to monitor, identify,
and address postmarket
cybersecurity vulnerabilities

in a timely manner,
postmarket cybersecurity
vulnerabilities and exploits,
including coordinated
vulnerability disclosure
and related procedures

“Design, develop, and
maintain processes that

give reasonable assurance
that the device and related
systems are cyber secure and
make available postmarket
updates and patches to the
device and related systems to
address - (A) on a reasonably
justified regular cycle, known
unacceptable vulnerabilities;
and (B) as soon as possible
out of cycle, critical
vulnerabilities that could
cause uncontrolled risks”

29

2

Provide an SBOM with
0SS, commercial, and
off-the-shelf components

Comply with future
requirements that

demonstrate cybersecurity

C/O cyBELLUM



Cybersecurity is becoming the biggest hurdie
for getting medical devices to market

Today’s medical device components are bursting with software, which means their security exposure
now never stops changing, requiring software risk analysis to be done early and often

Development Post market

v

New New New New New New New New New New New SW New
vulnerability wvuln.  supplier  vuin. vuln.  component  vuln. Zero Day vuln. vuln. vuln. update wvuln.
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vuln. update vuin. vuln. update vuln. update
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Valuable Insights from Medical Device Industry

* Prioritize Safety and Regulatory °* Continuous Monitoring and Updates

Compliance * Risk Management

* Collaboration Across Ecosystems * Change Management and

°* Supply Chain Transparency Documentation
°* Early Integration and Design * Cross-Functional Training
°* Vendor Collaboration and Verification * Traceability and Version Control

°* Regulatory Alignment

C/D cyYyBELLUM



/

Case study - LG VS

/]

LLLLLLLL



LG VS Vision and Strategy

> As an ‘Innovation Partner for Future Mobility’, LG Electronics Vehicle component Solutions(VS) Company is committed to
diversifying its portfolio to further strengthen its capabilities with acquisitions including automotive lighting systems
provider ZKW Group as well as the joint venture, LG Magna e-Powertrain.

INNOVATION PARTNER

for Future Mobility

The ZKW Group is the specialist for innovative premium
lighting systems and electronics. The group develops
and produces products based on their motto of

‘Bright Minds, Bright Lights.’

The LG Magna e-Powertrain, as joint venture established
by LG Electronics and Magna International, they provide
solutions for various EV parts such as drive motors, power
conversion devices, and integrated systems.

@ LG-N\ MAGNA

HW/SW Integrator 5G & V2X Intelligent Drivin
Domain Controller Leading 5G Telematics J In-house Algorithm
E&E Architecture Antenna Consolidated Al & Deep Learning

SW Readiness V2X Package Integrated IVI System




LG VS
Product

Security
Cgell]e

KEY GOALS

Continuous cybersecurity
compliance

Enhance product security
through multiple use-cases
Unified security approach

across the organization

KEY CHALLENGES

Scalability

Growing product complexity
Accuracy

Time consuming processes

Overall management

C/O cyBELLUM



Solution Product Security Platform

Seamless integration with LG VS tech ecosystem (Codebeamer, Jenkins, Jira)

System-of-systems models complex systems for better risk assessment during design and 0"'9\9“
development
Automated workflows as part of Cl/CD
SBOM generation .
Vulnerability assessments G\OQ«\G°

Automated exploit analysis and triaging oe"
Multi-version assessments validate the security status as development progresses
LG’s own security policies validated using the platform’s policy engine
Ongoing report generation to OEMs
Continuous monitoring of vulnerabilities post production and investigation reports shared with OEMs 06°o<‘°°
Monitoring progress reports automatically created and shared with OEMs ?oe\""

C/O cyBELLUM



The Product Security Platform

Your center for everything product security

! Product
® Security Management Center >
@
. J
I
|
I 4 N
g | Product
= | Cyber-Compliance >
N
c . o
O a | |
E) i 3 f N 4 3
0 I Product Product Product
e | Vulnerability > — Incident s Software N
= | Management Response Licensing
I \ S \, J \ S
| |
— 4 N
-
o Product
i SBOM Management 2>
I
. ¢ J
I |
I TARA PLM SBOM Tools Cl/CD Ticketing Systems Threat Sources Software Updates I
I |
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LG VS Achievements

The WP29 Venhicle-Type-Approval (VTA) process is now faster and
more streamlined

Product cybersecurity information is always available across all
projects e.g. SBOMs are automatically created and always
available, SBOM creation process is much faster (x7)

Over 50% of vulnerabilities are automatically triaged by the
platform, saving days of work and focusing analysts on real risks
Enhanced management and governance over all products, at all
life-cycle stages, across the entire organization

C/O cyBELLUM



Implementing a Product Security Platform into our
product security efforts has helped our teams produce a

comprehensive CSMS. This has also helped LG to
become the world’s first automotive component
supplier to receive certification from TUV Rheinland

Korea, for meeting global standards for cybersecurity.

@ LG

Sungho Hwang | Cybersecurity Analyst Team Leader
at LG Vehicle component Solution company

C/O cyBELLUM



Incident

Response
(PSIRT)

Get contextual alerts and facilitate thorough
Investigations, allowing you to keep
products secure long after launch:

Pinpoint affected products

Automate PSIRT grunt work

Facilitate entire investigations

Monitoring

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Yulnerability

Vulnerability

+  Vulnerability

CVE-2022-1942

CVE-2022-1927

CVE-2022-1887

CVE-2022-1898

CWVE-2022-1886

CVE-2022-18%7

CVE-2022-1887

CVE-2022-18898

72

7.4

7.8

8.2

B.9

8.4

7.8

8.2

Checking

In progress

Checking

Checking

In prograss

Checking

Checking

Checking

Packages

Fedora

Fedora

im

\im

Fedora

Vim Fedora

Wim

Wim
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