Mining for relevant
vulnerabilities in
connected devices
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CVE-2021-35394 g
MP Daemon diagnostic tool : - % CVE-2021-35393

command injection % ‘WiFi Simple Config’ stack buffer [

overflow via UPnP
9.8 CRITICAL

* CVE-2021-35395

management web interface i jche) | -~ 1K

multiple vulnerabilities ‘WiFi Simple Config’ heap buffer

overflow via SSDP

7.5 HIGH




Remote code execution flaws lurk in countless

routers, l0oT gear, cameras using Realtek Wi-Fi
module SDKs

Devices from 60+ manufacturers affected, says infosec outfit
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Advisory: Multiple issues in Realtek SDK

affect hundreds of thousands of devices https://www.theregister.com/2021/08/16/realtek_wifi_sdk_vulnerabilities/
down the supply chain
August 16, 2021
= The Hacker News
At least 65 vendors are affected by severe
vulnerabilities that enable unauthenticated Realtek Vulnerability Under Attack: Over 134 Million Attempts to Hack lo
attackers to fully compromise the target Devices
device.
Read More » https://thehackernews.com/2023/01/realtek-vulnerability-under-attack-134.html

https://onekey.com/blog/advisory-multiple-issues-realtek-sdk-iot-supply-chain
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ALL MODERN DIGITAL
INFRASTRUCTURE

Supply-chain
risks

A PROJECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003

https://xked.com/2347/
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Am | affected?

BACKCHANNEL BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY

BUSINESS APR 11, 2814 5:38 AM

How Heartbleed Broke the Internet — And Why It Can
Happen Again

It's no surprise that a small bug could cause such huge problems. What's amazing, however, is that the code that contained
this bug was overseen by only one full-time paid employee.

https://www.wired.com/2014/04/heartbleedslesson/
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Am | affected?

BACKCHANNEL BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY

LILY HAY NEWMAN SECURITY DEC 13, 2821 B8:34 PM

The Log4J Vulnerability Will Haunt the Internet for
Years

Hundreds of millions of devices are likely affected.

https://www.wired.com/story/log4j-log4shell/
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Am | affected?

AMNESIA:33

Vedere Labs discovered 33 vulnerabilities impacting millions of loT, OT and IT
devices that present an immediate risk for organizations worldwide.

READ REPORT

https://www.forescout.com/research-labs/amnesia33/
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UNECE WP.29
Regulation 155

7.4. Reporting provisions

7.4.1. The vehicle manufacturer shall report at least once a year [...] the
outcome of their monitoring activities, as defined in paragraph 7.2.2.2.(g)), this
shall include relevant information on new cyber-attacks. [...]

7.2.2.2. The vehicle manufacturer shall demonstrate that the processes used
within their Cyber Security Management System ensure security [...]. This shall
include:

(g) The processes used to monitor for, detect and respond to cyber-attacks,
cyber threats and vulnerabilities on vehicle types and the processes used to
assess whether the cyber security measures implemented are still effective in
the light of new cyber threats and vulnerabilities that have been identified.

https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security
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SBOM to
the rescue

Software Bill of Materials (SBOM)

“...uniquely and unambiguously identify components and their relationships to one another...” 1

Contains:

Supplier

Component name

Version of component

Other unique identifiers / dependencies

Summarized as Common Platform Enumerations (CPEs) 2

L https://www.ntia.gov/files/ntia/publications/framingsbom_20191112.pdf
2 https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/cpe

September 2023 ONEKEY | Mining for relevant vulnerabilities in connected devices | Secure our Streets 2023 10



SBOM Formats

1. Software Package Data Exchange (SPDX /
The Linux Foundation-https://gpdx.dev/ g ( ) . s p Dx

2. Software ldentification (SWID) Tagging

NIST - https://csrc.nist.gov/projects/Software-Identification-SWID

3. CycloneDX

OWASP - https://cyclonedx.org/

September 2023

(©) CycloneDX
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Sources for
SBOM

1. Supplier provided SBOM documentation

2. Package managers

3. Source code

4. Compiled binaries

September 2023
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Sources for
vulnerabilities

1. NVD / CVE databases
2. Security bulletins from supplier
3. Automated vulnerability scans

4. DAST / SAST tools
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* Vendoring software components

Challenges for
SBOM

e Statically linked libraries

 Runtime-fetched libraries

Transient software components

* Naming conventions

* Inaccurate versioning

September 2023
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Number of
GAVAS

25,000

15,000

10,000
7,946
6,480 6,447

5,736 5,297 5,297

5,000 4,652 4,155




Impact
assessment

* CVE-2021-31884 (published 2021-09-11)

Severity CVSS Version 3.x

CVSS 3.x Severity and Metrics:

NIST: NVD Base Score; _9.-3 CRITICAL Vector: C JAV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
L

Weakness Enumeration

Out-of-bounds

Imp 1ll Termination

Known Affected Software Configurations switchto cre 2.2

Configuration 1 ( hide)

https://nvd.nist.gov/vuln/detail/CVE-2021-31884
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Impact
assessment

* CVE-2021-31884 (published 2021-09-11)

Current Desc rlptlon
Avulnerability has been identified in APOGEE MBC (PPC) (BACnet) (All versions), APOGEE MBC (PPC) (P2 Ethernet) (All versions), APOGEE MEC
5.4, APOGEE

(All versions =V ) ,Cap |t.:1 | VST

00-U (All versionS==v2Sand)6,20 0161 Dosigo PYCOQd-FB AT VErsions >

versions >=V2.3 and <
0.016), Desigo PXCe4-U (All versions >=V2.3 and < V6.3 L:l.l:_'-lr:;:-J_, [}Erz.i_g:::- PXM20-E (All versions ==
\ (All versions =V2017.02.4), Nucleus Source Code (All versions), TALON TC Compact (BACnet) (All versions =
V3.5.4), TALON TC Modular (BACnet) (All versions < V3.5@). The DHCP client apllication assumes that the data supplied with the “Host

DHCP option is NULL terminated. In cases when global hostname variable is not defined, this may lead to Out-of-bound reads, writes,
Denial-of-service conditions. (FSMD-2021-0014)

https://nvd.nist.gov/vuln/detail/CVE-2021-31884
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Putting it together...

1. ldentifying 3™ party software
components — SBOM

2. Collecting vulnerabilities \’ g Collectmg
a. CVE d.atabase (.NVD/I\/.Iltre./etc.) .U’nera‘blhtle‘S/
b. Security bulletins/advisories | ,
c. Penetration testing results
d. Automated security scanners

3. Triage & risk assessment (VEX, CSAF)
4. Mitigation, applying fixes & updates

5. Continuously monitoring for
new vulnerabilities & new information

September 2023 ONEKEY | Mining for relevant vulnerabilities in connected devices | Secure our Streets 2023 e T : 18



Conclusion

1. Build SBOM (including all dependencies)

2. Determine configuration
3. Disregard irrelevant vulnerabilities (but document reasons for it)

=»  Conduct impact assessments to reduce number of vulnerabilities
to fix from several thousands to a few dozen.
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THANK YOU.

ONEKEY
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