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What do those 
vendors have in 

common?
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CVE-2021-35393
‘WiFi Simple Config’ stack buffer 

overflow via UPnP

9.8 CRITICAL

CVE-2021-35392
‘WiFi Simple Config’ heap buffer 

overflow via SSDP

7.5 HIGH

CVE-2021-35394
MP Daemon diagnostic tool 

command injection

9.8 CRITICAL

CVE-2021-35395
management web interface 

multiple vulnerabilities

9.8 CRITICAL
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https://www.theregister.com/2021/08/16/realtek_wifi_sdk_vulnerabilities/

https://onekey.com/blog/advisory-multiple-issues-realtek-sdk-iot-supply-chain

https://thehackernews.com/2023/01/realtek-vulnerability-under-attack-134.html
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Supply-chain
risks

https://xkcd.com/2347/
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Am I affected?

https://www.wired.com/2014/04/heartbleedslesson/
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Am I affected?

https://www.wired.com/story/log4j-log4shell/
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Am I affected?

https://www.forescout.com/research-labs/amnesia33/
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UNECE WP.29
Regulation 155

7.4. Reporting provisions

7.4.1. The vehicle manufacturer shall report at least once a year […] the 
outcome of their monitoring activities, as defined in paragraph 7.2.2.2.(g)), this 
shall include relevant information on new cyber-attacks. […] 

7.2.2.2. The vehicle manufacturer shall demonstrate that the processes used 
within their Cyber Security Management System ensure security […]. This shall 
include:

(g) The processes used to monitor for, detect and respond to cyber-attacks, 
cyber threats and vulnerabilities on vehicle types and the processes used to 
assess whether the cyber security measures implemented are still effective in 
the light of new cyber threats and vulnerabilities that have been identified.

https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security
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SBOM to 
the rescue

Software Bill of Materials (SBOM)

“… uniquely and unambiguously identify components and their relationships to one another…” 1

Contains:

- Supplier

- Component name

- Version of component

- Other unique identifiers / dependencies

Summarized as Common Platform Enumerations (CPEs) 2

1 https://www.ntia.gov/files/ntia/publications/framingsbom_20191112.pdf
2 https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/cpe
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SBOM Formats

1. Software Package Data Exchange (SPDX)
The Linux Foundation - https://spdx.dev/

2. Software Identification (SWID) Tagging
NIST - https://csrc.nist.gov/projects/Software-Identification-SWID

3. CycloneDX
OWASP - https://cyclonedx.org/
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Sources for
SBOM

1. Supplier provided SBOM documentation

2. Package managers

3. Source code

4. Compiled binaries
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Sources for 
vulnerabilities

1. NVD / CVE databases

2. Security bulletins from supplier

3. Automated vulnerability scans

4. DAST / SAST tools
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Challenges for
SBOM

• Vendoring software components

• Statically linked libraries

• Runtime-fetched libraries

• Transient software components

• Naming conventions

• Inaccurate versioning
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Number of 
CVEs

https://www.cvedetails.com/



September 2023 16ONEKEY | Mining for relevant vulnerabilities in connected devices | Secure our Streets 2023

Impact 
assessment

• CVE-2021-31884 (published 2021-09-11)

https://nvd.nist.gov/vuln/detail/CVE-2021-31884
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Impact 
assessment

• CVE-2021-31884 (published 2021-09-11)

https://nvd.nist.gov/vuln/detail/CVE-2021-31884



September 2023 ONEKEY | Mining for relevant vulnerabilities in connected devices | Secure our Streets 2023 18

Putting it together…

1. Identifying 3rd party software 
components – SBOM

2. Collecting vulnerabilities
a. CVE database (NVD/Mitre/etc.)
b. Security bulletins/advisories
c. Penetration testing results
d. Automated security scanners

3. Triage & risk assessment (VEX, CSAF)

4. Mitigation, applying fixes & updates

5. Continuously monitoring for 
new vulnerabilities & new information

Collecting
Vulnerabilities

Triage

Mitigation
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Conclusion

1. Build SBOM (including all dependencies)

2. Determine configuration

3. Disregard irrelevant vulnerabilities (but document reasons for it)

➔ Conduct impact assessments to reduce number of vulnerabilities 
to fix from several thousands to a few dozen.
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Q & A



THANK YOU.
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