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Whoami - Dr Ken Tindell E

(CAN BUS GURU)

eran (started in 1995 with
CAN bus was a shiny new

 Helped Motorola design the first real-time
CAN controller, sold my startup to Bosch

«CTO of Canis Labs
« CAN bus security technology company

e Hardware IP 9esi ner (CAN-HG for speeding CAN
up to 10Mbit Seog

» Embedded real-time software designer (CryptoCAN
for encrypting any CAN frame)

* CiA CANsec working group for CAN XL
securlty
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Whoami - Ian Tabor E

(mintynet)

Disclaimer: This work was completed within my own time and has
nothing to do with my curre nt or previous employer(s)
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« July 2017 DS5

disclosure of
telnet in DS5 IVI
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Charlie Miller @0xcharlie

<
@ o

history

« July 2017 DS5

disclosure of e =0y v
telnet in DSS IVI w picTS:

isclosi
ose:
o} 3 o i A
Ly Charlie Miller @0xcha 1
& oo
(@] = o it &
tan Tabor @mintynet - Jul 29, 201
Check for my findings
<} =} Q 2 i &

L,y Charlie Miller

nice find, i like the telnet )
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« August 2018 T o WA

» Spoke at DEFCON CHV re
DSS findings

Web browsing from a Car, what
is the worse that can happen?
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* September 2018 - Bugbash

1 of 12 global researchers at
the event in Louisville

Radar Hack with (@specters & @rqu
Payout S$##,###
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history =)
* September 2018 - Bugbash ﬁ:

#BCBug

v

up speed at the Car Hacking
ille. Our favorite phrase right now:

1 of 12 global researchers at Watch it

#0uthackThemAll #ItTakesACrowd

the event in Louisville
Radar Hack with (@specters & @rqu
Payout S$##,###
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history EEH

«Built PDO ‘Car in a
box’

January 2019 - Started
CHV-UK
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* October 2019 - Bugbash

1 of 20 global researchers
at OEM global HQ in Detroit

Radar Hack v2
‘CAN Injection’ out of Scope
Wasn’t allowed to test
control of moving vehicle

* October 2019 - Auto-ISAC
Summit

Spoke for HackerOne at
Toyota US HQ
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* 2020 -
Value_pasta_auto
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lead up to theft

* April 2022
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lead up to theft

« July 2022
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lan Tabor
@mintynet

No fcuking point having a nice car these days, came out early to find the
front bumper and arch trim pulled off and even worse the headlight wiring
plug had been yanked out, if definitely wasn't an accident, kerb side and
massive screwdriver mark. Breaks in the clips etc. C&#ts

6:03 PM - Apr 24, 2022
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lan Tabor

@mintynet
Why do | bother having a nice car? | know it's a first world problem but can
who ever it is just leave my fcuking car alone. No lights on the way to work
this morning and even more gashes in the paint work and the moulding has
no clips any more. Not happy.
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lan Tabor @mintynet - Jul 21,2022
1know what they were doing, the car is gone! My @ ToyotaUK app shows

it's in motion. | only filled the tank last night. FCUK!

® O h 1: C U I'( ! - TW e e t @ tan Tabor @mintynet - Jul 19, 2022

Why do | bother having a nice car? | know it's a first world problem
but can who ever it is just leave my feuking car alone. No lights on
the way to work this morning and even more gashes in the paint
work and the moulding has no clips any more. Not happy.
twitter.com/mintynet/statu...
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2021RAV4 Black () 2021RAV4 Black ()
Your Toyota notifications

*MyT App
*Was it a targeted
HACK

*Neighbor’s Land o s -
Cruiser 8 . .

Last mile guidance

Warning detected: Hybrid System

Car settings

Car data sett

)

Vehicle in movement
Where to?

@ Connected Services Cen

D)

o Last mile guidance

Vehicla in movement (=]

| Q 2]

B
Do

m
D
D
n
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dark web shop

* Spoke to a friend who
works in Vehicle forensic

investigation
*Sold as ‘Emergency Start’
device

*Not giving actual detail
or website

The shop I purchased from
no longer sells either
device (Nokia 3310 or
JBL)
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CARUIST:
TovoTA:

~GR SUPRA 2017-2022

-PRIUS 2017-2022

~PRIUS HIBRID 2017-2022

~TOYOTA CH-R 2017-2022

“RAVA 2017-2022

~RAVA HIBRID 2017-2022

“HIGHLANDER 2017-2022

“LAND CRUISER 2017-2022 (INCLUDING NEW RESTYLING 2022)



actual theft devi

* External and
Internal pics

* PIC18F25K80

* Modified CAN

Transceiver
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firmwa
engine

PIC18F25K80

address
300000
300001
300002

300003

300008

300009

300008

300008

30000

2023

Name:
conFrGIL
conFIGIH
conFrGaL

conFIGH
conFIGIH
conFrGaL

conFrGsL

coNFIGSH

conFresL

conFGeH

conFrGnL

Option

re reverse
ering

Category
VREG Sleep Ensble bit
F-INTOSC Low-power: Enable bis

C Power Selection and mode Configuration bits
Extended Instruction Set

Fail-Safe Clock Monttor
Internal External Oscillator Swltch Over Mode
Up Timer

Data €€ Read Protect

onfig. Write Prote }
Table Write Protect oot
ta £€ Write Protect
Table Read Protect £
Table Read Protect 02000-03FFF

Table Read Protect 06000-07FFF
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Setting
Ultra low-pover regulator 15 Disabled (Controlled by REGSLP bit)
LE-NTOSC in Low-power. mode during Sleep

Digital (SCLKT) mode

Disabled

1S oscillator (High power, 16 Miz - 25 Miz)
Enabled
Disabled
Disabled

Enabled

Enabled while active, disabled in SLEEP, SBOREN dissbled
2.0v

BORW set to mediun pover level
WOT controlled by SWOTEN bit setting
1256

EC TX and RX pins are located on RB2 and RB3, respectively
7 Bit address masking mode
MCLR Enabled, RED Disabled

Disabled
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This is FAKE DATA
to not help people
make theft
devices..
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ecuTx
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The lines of the logic analyzer trace are:

* INJECT-TX: the TX pin into the CAN transceiver from the CAN Injector’s CAN controller

* INJECT-CS: the override enable (enabled when high)

o ECU-TX: the TX pin into the ECU’'s CAN transceiver from the ECU's CAN controller

* CAN H and CAN L: the CAN high/low signals on the twisted-pair CAN bus (these are analog signals)
 ECU-RX: the RX pin from the ECU's CAN transceiver into the ECU's CAN controller
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20:3me
w09ms

bench testing 9] | STeers

This is FAKE DATA
to not help people
make theft
devices..

2023

CcANL

ECURX
.o

INJECTTX

INJECTCS

o0 ECUTX

The lines of the logic analyzer trace are:

« INJECT-TX: the TX pin into the CAN transceiver from the CAN Injector's CAN controller

* INJECT-CS: the override enable (enabled when high)

o ECU-TX: the TX pin into the ECU’s CAN transceiver from the ECU’s CAN controller

* CAN H and CAN L: the CAN high/low signals on the twisted-pair CAN bus (these are analog signals)
* ECU-RX: the RX pin from the ECU's CAN transceiver into the ECU's CAN controller
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EcuzTX

1~ Ol Data:Ox4D  Data:0x49  Date:Ox4E  Dota:0xS4  Data:Ox59  Data:Ox4E  Data:Ox45  Data0xS4  CRCvolue:0x0685 AC
This is FAKE DATA The lines of the logic analyzer trace are:
to not help people o INJECT-TX: the TX pin into the CAN transceiver from the CAN Injector’s CAN controller
make theft « INJECT-CS: the override enable (enabled when high)
devices.. o ECU-TX: the TX pin into the ECU's CAN transceiver from the ECU's CAN controller
« CAN H and CAN L: the CAN high/low signals on the twisted-pair CAN bus (these are analog signals)
2023
« ECU-RX: the RX pin from the ECU's CAN transceiver into the ECU's CAN controller
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*The circuit isn’t a proper CAN
transceiver

« Strangely, criminals don’t care
about being IS0 11898 compliant..

It can push any traffic and
it can’t be STOPPED
» Hardware security approaches like
NXP’s Stinger transceiver and CAN-

HG can’t stop these spoof CAN
frames

2023



Toyota RAV4 network
topology

Headlight Body |
(Lef) control

Doo Parki .
o} Gateway :“::9 Telematics

Headlight
(Right)

Aircon Smart key

[

Radar

I

Parking Forward Engine
assist camera control

Motor

Hyodi =7 Bttary inverter

There are three CAN buses shown:

« A control CAN bus (which has ECUs for headlights, door control, telematics, aircon, etc.)
* A powertrain CAN bus (which has ECUs for engine control, the hybrid battery and motor control, etc.)

* An autonomy CAN bus (which has ECUs for radar, forward looking camera, and self-parking)
2023

blog post o

« Write-up well-received (used for CVE reference)

« Generated lots of comments, and so..

s Car Security Mansplanations
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#3 «Just add a firewall ]| Sihers,
to isolate the headlights”

A firewall costs $$$ (PCB, power, case,
connectors, two CAN buses, connectors)

«Even if it cost just $10 (it won’t), multiply
that by 50,000,000 cars = HALF A BILLION
DOLLARS. Genius solution. You’re as smart as
Elon Musk.

2023

SECURE

#2 “Just use TLS and i | ook
Wireguard to encrypt U= | v,
all the messages”

* CAN messages are 8 bytes long.

* CAN messages contain small sensor and
actuator data (“turn the main beam on”)

* Car electronics is a distributed hard
real-time embedded safety critical
mechatronics system controlling wheels.
It’s about short worst-case latencies,
not bandwidth. A car is NOT a data center
on wheels.

2023



#1 “Just use a relay to el o
turn the headlights on..” =] RS
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«It’s not called a headlight CLUSTER for
nothing..

*Main beam, low beam, side lights,
indicator lights, daytime running
lights, different lighting modes, washer
pump motor, wiper motors, LED projector
lights (plus multiple ECU controls of
all this stuff)

*But a superlative suggestion. One that
we’ll bear in mind.. ! |
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wawawa

Thieves using new tech to steal cars
from driveways in seconds
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https://www.youtube.com/watch?v=dmtSjju98Q4
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AUTOMOTIVE
CYBER TREND
REPORT

CAN Injection: A Rising Threat to Auto Security




CVE-2023-29389

* Issued by ASRG

* Logged to give warning to other OEMs

of the ‘CAN Injection g
* Currently only listed against the 2021

RAV4 (my car)

2023

actual numbers

RAV4 2017
Prius 2017
CH-R 2017
Landcruiser 2017
Highlander 2017
Lexus total sales 2017

Potential vulnerable

ALl cars last 6 years Toyota group

Figures obtained from google / Wikipedia

2023

2023
2023
2023
2023
2023
2022

5,010,000
412,538
4,017,510
107,873
2,000,377
4,204,722

15,753,020

56,514,067

g
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e Tested on a Lexus NX 300h

* Tested the messages used by the JBL
speaker devices using a replica device.

*Vehicle had to be taken to Toyota dealer
to have active headlights reset after
the test, other than that all functions
on the vehicles worked fine.

* Really need full access to Toyota
diagnostic tools to reset the DTCs
that are created using the device.

2023

- I
disclosure process =
« Tweet re a contact

* Helpful dealer

*Direct email contact with Toyota Japan

* HackerOne Vulnerability Disclosure Process
Restriction due to vehicle modifications
Implied NDA

* ASRG

2023
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e Quick and dirty short-term *r T . T
fix: make gateway paranoid I g
about CAN bus errors at - ?% =] [
start-up 8 e e A

« But theft device vendors could
work around this after a while

« Permanent fix: Cryptographic
messaging
» Use solution Llike CryptoCAN or
SecOC to secure immobilizer
messages against spoofing (no
need to encrypt everything)
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trolling?
THeOWARZONE » e ORIVE afves =

NEWS -  CARREVIEWS FEATURES ~  THEGARAGE ~  THE WARZONE

https://www.thedrive.com/news/2024-toyota-tacoma-gets-jbl-sound-system-with-nifty-removable-speaker



fallout

() David Rogers X
\; )Eurogevsu‘( Follow

| am reliably informed that @DirectLine are now not
insuring any Land Rovers due to theft problems. What will
it take for the car industry to take security seriously? |
mean this is a solveable problem!

cardealermagazine.co.uk

Range Rover owners in London are finding it impossible to get insuranc..
Range Rover owners who live in London are sible to insure
their vehicles. Autocar says there are fewer fir

1:32 PM - Jul 27, 2023 (6]
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thanks

* ASRG John Heldreth

https://twitter.com/drogersuk/status/1684542177026641920
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* Bugcrowd ALl the #CarHackers at Bugbash 2018 / 2019

 Noel Lowden
« Zoltan Wollner

ken@canislabs.com
canislabs.com

www.mintynet.com
github.com/mintynet
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ian@mintynet.com - @mintynet
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