Falling Backwards Into
Automotive Security

SPEAKER: KAMEL GHALI
SECURE OUR STREETS — 2023




Agenda

Introduction and Agenda
In the Beginning
First Contact
Car Hacking Village and ASRG
Changing Perspective
New Skills and Interests
Did this guy really
So Much to Learn... submit a “talk” to just

talk about his job
history?




Swhoami < Kamel Ghali

Security Delivery Manager at Accenture, Japan
Trilingual Car Hacker
ASRG Japan Lead

Car Hacking Village Staff
BSides Tokyo Organizer
Auto ISAC Trainer




In the Beginning

Born and Raised in the Mitten

University of Michigan
Computer Engineering
Pre-Med

Minor in Japanese
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First Contact

Pizza and Fate
The WHAT Bus??

“Field Application Engineer”
Intern
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First Car Hacking Village and ASRG

f.*";&"% Car Hacking Village
& ©@CarHackvVillage

Congrats to the CANucks! For taking first place in the Car Hacking Village
CTF! Thanks you guys for playing.

Demo Guy

Networking Can Work!
Car Hacking Village Founder

ASRG
My Future Boss

ASRG Detroit
CHV CTF Competition




Changing Perspectives

Industry Side

WHITEMOTION

- Automobile Cyber Security -

Car Hacking = “Automotive Cybersecurity”

Industry Standards
Legislation

Traditional Cybersecurity?

ISO/SAE 21434

Road vehicles — Cybersecurity Engineering
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New Skills and Interests

Working in Japan ‘

Project Demands
Bluetooth Security
USB Security
Etc.

More “Traditional Security”

Application Security

Certified Information

CTF {Participating and Hosting) Systems Security Professional
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So Much To Learn... So Little Time
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Jack of all Trades
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Putting the US in IndUStry

Still Going Strong on the Communities
Car Hacking Village
ASRG-JPN
BSides Tokyo
Auto ISAC

Endless Opportunities
Waiting on you!
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Thank You!
VY

FOR ANY QUESTIONS, YOU CAN REACH ME AT:
MKAMEL.GHALI@ASRG.IO
LINKEDIN: KAMEL GHALI



mailto:Mkamel.Ghali@asrg.io
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