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3 |

WORLDWIDE ON SITE

Germany: Rietheim-
Weilheim, Boettingen, 
Trossingen, Harrislee, 
Ichtershausen
France: Lieusaint
Great Britain: Warwick
Italy: Turin
Romania: Sibiu
Northern Macedonia: 
Veles
Tunisia: Tunis
USA: Rochester Hills, 
Cazenovia
Mexico: Irapuato
India: Pune, Mumbai
China: Shanghai, Weihai
Japan: Tokyo
South Korea: Seoul

• 10k employees
• 20 Locations
• 13 Countries
• 4 Continents



4 |

Background information:

• The risk evaluation consists of the following components: Impact Rating (IR) & Attack Feasibility Rating (AFR)
• Attack Feasibility Rating in automotive is present in the following use cases

• During concept phase in Threat Analysis and Risk Assessment (TARA)
• During development phase in Vulnerability Analysis and Risk Assessment (VARA)
• In post-development within Continual Cybersecurity Activities

• Monitoring, Evaluation, Vulnerability Management (analysis, documentation, disclosure, …)

• ISO/SAE 21434:2021 refers to the different approaches for calculating AFR
• Attack Potential Based
• CVSS Based
• Attack Vector Based
And provides different tables how to map them to attack feasibility

CHALLENGE: ATTACK FEASIBILITY RATING IN AUTOMOTIVE
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Status quo:
• In Concept Phase, while creating TARA, mostly the detailed “Attack Potential” methodology is used
• In Post-Development phase of Continual Cybersecurity Activities, the incoming/outgoing information is mostly CVSS based 

• As the most vulnerability databases are based on CVSS

Challenge:
• Challenging for CS teams to map the CVSS based- to the Attack Potential ratings and vice versa
• Application of CVSS- and Attack Potential based approach lead to different AFR results for same vulnerability

(see example in the presentation)
• It is unknown, if the results of current running working groups of ISO/SAE 21434 will solve this status

CHALLENGE: ATTACK FEASIBILITY RATING IN AUTOMOTIVE
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What we propose:
• In order to maintain a holistic product cybersecurity risk and vulnerability management that covers the whole product lifecycle,

transformation between CVSS- and Attack Potential values shall be possible
• We will present an approach to enable conversion between Attack Potential- and CVSS Base Score Metric values originating from 

ISO 21434:2021 Annex G
• We will present examples and discuss the advantages and disadvantages using two different approaches 

Rational why we see demand for this topic is interesting for the audience:
• Both approaches are currently required in cybersecurity attack feasibility modelling
• Attack Potential will remain part of Cybersecurity Engineering in automotive (like during TARA)
• CVSS will not be replaced at public vulnerability databases like NVD.
• Automotive OEMs need to report vulnerabilities to national authorities and/or public data bases during disclosure process in CVSS 

format
• Both CVSS and Attack potential have their benefits and areas of application and therefore demanded during cybersecurity attack 

feasibility modelling

OUR SOLUTION PROPOSAL

Therefore, coexistence is going to continue however a 
comparison & conversion is needed!
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UNDERSTANDING
CVSS AND AP BASED 

ATTACK FEASIBILITY RATINGS
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ISO/SAE 21434:2021 ATTACK POTENTIAL  

Elapsed Time Specialist
Expertise

Knowledge of 
item/component

Window of 
opportunity

Equipment

<= 1 day 0 Layman 0 Public 
Information

0 Unlimited 0 Standard 0

<= 1 week 1 Proficient 3 Restricted 
information

3 Easy 1 Specialized 4

<= 1 month 4 Expert 6 Confidential
Information

7 Moderate 4 Bespoke 7

<= 6 month 17 Multiple Expert 8 Strictly 
Confidential 
Information

1
1

Difficult 10 Multiple 
bespoke

9

> 6 month 19

• Pros: High degree of detail, better precision, automotive specific aspects
• Cons: Not considered for the available vulnerability databases

High 0-13
Medium 14-19
Low 20-24
Very Low >25
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CVSS VERSION 3.1: EXPLOITABILITY METRICS

|

E = Attack Feasibility (0,12 – 3,89)

Attack Vector (V)
(0,20 - 0,85)

Attack Complexity (C)
(0,44 - 0,77)

Privilege Required (P)
(0,27- 0,85)

User Interaction (U)
(0,62 - 0,85)

Network Low None None

Adjacent Network High Low Required

Local - High -

Physical - - -

E= 8,22 x V x C x P x U

Pros: Evolved over the time through different versions, widely used in IT
Cons: Highly focused on rating of IT/IoT systems, e.g.: dismisses physical aspects

High 2,96-3,89
Medium 2,00-2,95
Low 1,06-1,99
Very Low 0,12-1,05
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CONVERSION
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CONVERSION - FROM ATTACK POTENTIAL TO CVSS
From Attack Potential To CVSS v3.1

Window of opportunity Attack Vector

Specialist expertise +
Knowledge of item +
Equipment

Attack Complexity

Elapsed Time Dismissed

--- Privileges Required
(Self calculated)

--- User Interaction 
(Self calculated)

Which parameters cover same/similar aspects?
Which parameters are dismissed?
Which parameters are missing?

• Window of opportunity à Attack Vector

From Attack Potential To CVSS v3.1

Window of opportunity Attack Vector

Unlimited Network

Easy Adjacent

Moderate Local

Difficult Physical
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CONVERSION - FROM ATTACK POTENTIAL TO CVSS

• Specialist Expertise à Part of Attack Complexity
• Knowledge of item à Part of Attack Complexity
• Equipment à Part of Attack Complexity

From Attack Potential To CVSS 3.1

Expertise Knowledge of Item Equipment Att. Complexity
Layman Public Info. Standard Low

Proficient Restricted Info. Specialized Low

Expert Confidential Info. Bespoke High
Multiple Expert Strictly Confi. Info. Multiple bespoke High

• If all the values are from green area à Attack Complexity is “low”

• If any values from red area selected à Attack Complexity is “high”
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PRACTICAL WIRELESS UWB ATTACK EXAMPLE

Attack Potential Rating

Elapsed time <1 month (4)

Special expertise Expert (6)

Knowledge of the item Confidential info (7)

Window of opportunity Easy (1)

Equipment Specialized (4)

Rating Low (22)

Assumption: UWB wireless systems with dedicated protection mechanisms against standard relay attacks
Threat: The main functionality of the device is manipulated by spoofing and tampering messages via relaying

CVSS 3.1

Attack Vector Adjacent

Attack Complexity High

Privileges Required None

User Interaction None / Required*

Base  Score
Exploitability

Low (1,67) / Low* (1,22)

• As Specialized Expertise is set to “Expert” or as Knowledge of the Item is set to “Confidential”, Attack Complexity is set to “High”
• As Window of Opportunity is set to “Easy”, it is mapped to “Adjacent” in CVSS
• User interaction may or may not be needed based on the implemented controls. Nevertheless, this does not change the results.
• Elapsed time is dismissed, Privileges required is set to None.



14 |

Which parameters cover same/similar aspects?
Which parameters are dismissed?
Which parameters are missing?

CONVERSION - FROM CVSS TO ATTACK POTENTIAL
From CVSS v3.1 To Attack Potential

Attack Vector Window of opportunity

Attack Complexity
Specialist expertise +
Knowledge of item +
Equipment

-- Elapsed Time
(Self calculated)

Privileges Required Dismissed*

User Interaction Dismissed*

• Window of opportunity à Attack Vector

From CVSS v3.1 To Attack Potential

Attack Vector Window of opportunity

Network Unlimited

Adjacent Easy

Local Moderate

Physical Difficult
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CONVERSION - FROM CVSS TO ATTACK POTENTIAL
• Attack Complexity à Consolidation of 

(Specialist Expertise + Knowledge of item + Equipment)

To CVSS 3.1 From Attack Potential

Att. Complexity Expertise (0-8) Know. of Item (0-11) Equipment (0-9)

Low 0 to 14

High 15 to 28

• Attack Potential Rating values must be between 0 and 28 for three categories
• Split the values into two even halves (14) and assign them based on attack complexity

• If low: distribute 0-14 points
• If high: distribute 15-28 points
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• Elapsed time – self calculated

• Privileges Required:
• In terms of access rights N/A in automotive
• Mostly “root” except complex components or specific service 0x29 implementation

• User Interaction
• N/A in automotive except HMI

CONVERSION - FROM CVSS TO ATTACK POTENTIAL
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Attack Feasibility Rating

Elapsed time < Week (1)

Specialized expertise (x)

Knowledge of the item (y)

Window of opportunity Unlimited  (0)

Equipment (z)

Rating (1 to 15)
High or Medium

Assumption: TLS connection used by the Telematics ECU within the vehicle was analysed in TARA based on Attack Feasibility Rating 
however the vulnerability information arrived based on CVSS.

PRACTICAL TLS VULNERABILITY EXAMPLE

CVSS 3.1

Attack Vector Network

Attack Complexity Low

Privileges Required Low

User Interaction None

Base  Score:
Exploitability

2,56 Medium

Attack Complexity is Low: 0 to 14 points will be kept for the consolidation of Specialized Expertise, Knowledge of the Item and Window 
of Opportunity. Individual ratings for each of these subcategories will not be performed as attack feasibility rating is sum of all ratings.
Attack feasibility rating is 1 + 0 + x + y + z à As “x+y+z” is between 0 and 14 à Attack feasibility would be between 1 and 15.

Attack Vector is Network, so mapped to the Unlimited in Window of Opportunity. Elapsed time is calculated manually as < week.
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SUMMARY
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AREAS OF APPLICATION: CVSS/AP

Development Post Development

Kind of Device TARA VARA Vulnerability and
Incident Management

TARA maintenance
(residual risk for assets 

over time)

Connected / C2X AP CVSS CVSS AP

Unconnected AP CVSS CVSS AP

Legal authorities
CVSS

Public Vulnerability data base
CVSS

Public Vulnerability data base
CVSS

OEM
AP/ CVSS

Tier1/ Supply chain
AP/ CVSS

Key facts:
• No differentiation whether device contains radio equipment (NFC, 

BLE, UWB, …), is highly connected (C2X) or just inside vehicle network
• Need for maintenance of the risk status of assets over time. Means 

even in Post Development likely that AP is still needed
• CVSS first used in development while looking for potential 

vulnerabilities (like NVD) for devices.  
à Lots of use cases for need for conversion!
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Fact:
• CVSS rating is very limited in terms of attributes compared to AP à information loss from Attack 

Potential to CVSS rating will always cause problems

Weakness of our approach:
• While on the one had our approach follows a defined structure and rules, certain conversion results are 

based on human expertise and judgement. However – this is also valid for current ratings of AP and 
CVSS itself. So human factor had already been a part of cybersecurity risk ratings, especially for AP à
see the need for the current working group of ISO 21434. And will always be.

STRENGTH AND WEAKNESSES
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Strength

Based on the proposed conversion options
• Easy, appropriate and comprehensive mapping methodology between CVSS- and AP based Attack 

Feasibility Ratings
• Satisfies the need in automotive to start with Attack Potential (TARA) and take ratings from/to 

international public vulnerability databases (like NVD) into account, which are CVSS based
• Allows maintenance of TARA over time
• Compatible methodology to support all automotive lifecycle phases of components/devices
• Comparable and consistent AFR results even with the different methodologies
• Same approach for all devices / ECUs regardless about kind of connectivity

> Proposal as a baseline to be shared with ISO/SAE 21434 committees

STRENGTH AND WEAKNESSES
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