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Software vulnerabilities in cars lead to remote attacks and recalls Gl)
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Hackers Remotely Ki" a Jeep on the nghway_ Web Hackers vs. The Auto Industry: Critical vulnerabilities

were found in 19 automotive companies, affecting

With Me in It hundreds of millions of vehicles*.

| was driving 70 mph on the edge of downtown St. Louis when the exploit began to take hold.

Tesla Car Hacked Remotely From Drone via Zero-Click
Exploit



https://samcurry.net/web-hackers-vs-the-auto-industry/
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://www.securityweek.com/tesla-car-hacked-remotely-drone-zero-click-exploit
https://www.securityweek.com/tesla-car-hacked-remotely-drone-zero-click-exploit
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Automotive enterprises building SDVs face security testing challenges Gl)
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Software - the key Scalable DevSecOps is

differentiator in software @ quite challenging in
defined vehicles (SDVs) automotive

Automotive organizations need to Complexity, legacy systems,
adopt & build on modern SW heterogeneous software supply
engineering paradigms (DevSecOps) chains, safety-criticality




Challenges to integrate security testing into the SW development process Gl)
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Automotive software developers need effective techniques and easy-to-use tools to improve software security
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Carmakers face conflicting Proactive vulnerability discovery in Security activities reduced to Robust software in the hands of
objectives in a cost-sensitive during DevOps takes a backseat checking the boxes Software Developers
market
e  Embrace DevOps e  Pen testing findings have e  Fulfill normative e Islands of expert tools that
° Long-term maintenance long feedback cycles requirements with as little address partial aspect of
e  Fulfill safety e  Adherence to coding effort as possible — secure software
e  Variant handling guidelines and (reactive) Checkbox security development

vulnerability management

Software security faces the tragedy of the commons
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Fuzzing helps to improve software security but ... Gl)
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Fuzzing - the most effective technique for finding software vulnerabilities
Google

OSS-Fuzz

As of August 2023, OSS-Fuzz has helped identify and fix over 10,000 vulnerabilities and 36,000 bugs

How Heartbleed could've been found

across 1,000 projects.

| Android Goes All-in on Fuzzing

August 29

Fuzzing: The Next Big Thing in Cybersecurity

Microsoft Research Blog

Random advertisement Targeted advertisement A brief introduction to fuzzing and why
it's an important tool for developers

v

High barrier for adoption —

Architecture dependent code  Statefulness

Need for high expertise


https://blog.hboeck.de/archives/868-How-Heartbleed-couldve-been-found.html
https://security.googleblog.com/2023/08/android-goes-all-in-on-fuzzing.html
https://brightsec.com/blog/fuzzing/
https://www.microsoft.com/en-us/research/blog/a-brief-introduction-to-fuzzing-and-why-its-an-important-tool-for-developers/
https://google.github.io/oss-fuzz/
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Introduction to Fuzzing
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What is Fuzzing? G l)
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Random Inputs

1988
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Self-learning Al using Feedback-based Fuzzing Gl)
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Leverage Instrumentation for a Feedback Loop allowing Al to generate better inputs
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Effective Testing that is easy to integrate into the development process
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Al-based Dynamic Whitebox Testing

Be always one step ahead in effectiveness and efficiency

Blackbox Dynamic Testing

Generated inputs
+ manual expert
tuning

Smartly generated
inputs + developer
input

System under test System under test

Black-box testing is a software testing
methodology in which the functionality of

In white-box testing, self-learning
Al-based test case generator and

o Crash (@ Vulnerability ¥ Bug

an application is tested without thorough
knowledge of its internal design. Thus, it
misses many bugs and the findings are
hard to analyze and debug.

=
o Crash (@ Vulnerabilty

3 Bug

detection algorithms leverage the internal
design of the application maximize code
coverage and find deep bugs.
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Fuzz Testing vs Regular Testing Gl)
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Inputs are automatically generated to explore the program state and maximize code coverage

ApiToTest(Inputl); while (true) {
ApiToTest(Input2); ApiToTest(NewInputFromFuzzer());

ApiToTest(Input3);
ApiToTest(Input4);

10_
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Find Both Functional Bugs and Security Vulnerabilities Gl)
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Special bug detectors for wide spectrum security vulnerabilities

Security Issues

Functional Bugs

Memory-corruption bugs (ASan) e Uncaught exceptions
o Buffer-overflow (stack, heap, global) e Assertions
o Double-free e Inconsistent implementations (differential fuzzing)
o Use-after-free e Property-based testing
o .. e Round-trip testing
Undefined behaviour (UBSan) °

Uninitialized Memory (MSan)
Data Races (TSan)

Memory leaks

Infinite loops

Out of Memory Bugs
Crashes

Slow Inputs

11_



Developing Fuzz Tests




Our Product: Security testing platform bringing developers and security together

@
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Only secure code is accepted to be released; Developers focus on remediation and security managers on reporting and prioritization

Detect inside your CI/CD
Test on every single code change without false positives

on 27 Jan 2022

,
O e
0 Found 6 findings in the first minutes. View findings

For more information, check Code Intelligence Fuzzing Academy

Remediate: fix what matters
Help devs to understand issues with debugger integration

OPEOIV®

Secure your
entire development
lifecycle

o~
Assess, Prioritize, @ @ /@

Report and escalate findings in your issue tracker or fix
those right away

FEATURED PROJECTS | WEBGOAT

Findings

O® @ Ao oy SOticion [ pssomensioasz  acnow - o

DEBUG  DESCRIPTION  L0G  OWASP 2
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All You Need to Do is Write Tests Using the FUZZ_TEST Macro Gl)
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Code Intelligence Tests

Similar workflow to regular unit tests

Regular JUnit Tests

TEST(Testl, Calculate_HMAC) { FUZZ_TEST(const uint8_tx data, size_t size) {
// Call your API/method using concrete 1inputs and // Use the fuzzer-generated “data’ to call your
// check the results // API/methods. CI Fuzz will execute this test
} // iteratively and generates new inputs in each

// iteration.

// Self-learning AI uses feedback from executing

// your code to generate test cases that maximize
// test coverage and trigger deep behaviors without

// any previous knowledge about your application.

14_
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Challenges for Fuzzing in Automotive Gl)
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Special challenges need to be addressed so that modern security testing can be applied

e Hardware dependencies

e Complex tool- and build-chains
e Complex frameworks

e Large code bases

e Statefulness

15 m—
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Our Approach to Module Fuzzing Gl)
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Semi-automatic generation of fuzz tests that call the public API in a random, and mocks for external functions

Public API
API Function

Supply generated function
arguments

Module/Unit

Cl Fuzz

(Hardware-)Dependent API ¢

Runtime

Supply generated
hardware / network replies

16_
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System-level Fuzzing for AUTOSAR applications G l)
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For Autosar applications mocks for MCAL can be reused

Application Layer

AUTOSAR Runtime Environment (RTE)

Reusable q | : :
3 Wi - xxx Interface
MOCkS ‘ I Trev. ext. Drv



https://automotiveembeddedsite.wordpress.com/why-autosar-what-it-is/

Combining LLMs with Genetic Algorithms

@

Leverage code analysis and generation algorithms to find entry points and generate the corresponding fuzz tests

identify and configure entry points

\ 4

LLMs for
pattern
matching

v

=

T 0 Crash @ Vulnerability ﬁ Bug

code intelligence

18_
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Takeaways G l)
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Modern security testing

e can and should be integrated quickly at any stage of development
e trades Dev/Eng time (expensive) for CPU time (cheap)
e s applicable to complex automotive software

e is most effective when done continuously (integrated into Cl/CD)

Don't release bugs that fuzzing could have found!

19_
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