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Experiences:

 Cybersecurity, Functional Safety, Automotive SPICE®, Privacy, 
Project Management

 Implementation of Security MS

 Process Improvement, Risk Management

 Functional Safety Manager, Cybersecurity Manager

Qualifications:

 Intacs certified Provisional Assessor Automotive SPICE®

 Trainer for TÜV NORD-QUALIFIED SECURITY ENGINEER 
(AUTOMOTIVE)

 ICO AMS 19011:2018 PROFESSIONAL

 ICO ISMS FOUNDATION according to TISAX

 ICO ISMS Auditor according to ISO/IEC 27001:2013

 UL-CSSP Certified Cybersecurity Professional Automotive

 Privacy Commissioner (FFD cert.)

 Information Security Commissioner (bitcom cert.)

 Professional SCRUM Master (scrum.org)
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Professional career:

 PhD Computer Science/ Mathematics University of Stuttgart 

 1993 – 2007 Alcatel•Lucent, several positions

 2007 – 2017 ICS AG, Head of Business Unit R&D

 2017 – 2023 Kugler Maag Cie GmbH, Principal Consultant

 2023 – today Vector Consulting Services, Manager Consulting

Committees:

 VDA Cybersecurity 
DIN NA052-00-32-11AK (ISO TC22/SC32/WG11)

 Member advisory board intacs

 Leader Working Group Cybersecurity SPICE intacs®

 Leader ZVEI Automotive Cybersecurity

 GI working group Privacy by Design
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TARA can be invoked from different development levels

Introduction - Motivation

Item Definition (9.3)

Cybersecurity Concept 
(9.5)

Cybersecurity Goals 
(9.4)

Perform Risk Analysis
[RQ-09-03]

Derive Cybersecurity Goal 
[RQ-09-05]

Select Risk Treatment 
Option [RQ-09-04]

Cybersecurity Requirements [RQ-09-09] → System or SW or HW

and their allocation to Components [RQ-09-10]

Asset 
Identification 
(incl. Damage 

Scenarios)

Impact Rating

Threat 
Scenario 

Identification

Attack Path 
Analysis

Attack 
Feasibility 

Rating

Risk Value 
Determination

Risk Treatment 
Decision

Cybersecurity 
Goals & Claims

Threat Analysis and Risk Assessment (clause 15)
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Typical levels to derive Cybersecurity requirements

Introduction - Motivation

Cybersecurity 
Goals

TARA Analysis 
Sheet

Analysis Requirements Example

System Level 
Threat Model(s)

Software Level 
Threat Model(s)

Hardware Level 
Threat Model(s)

Cybersecurity 
System Reqs.

Cybersecurity 
SW Reqs.

Cybersecurity 
HW Reqs.

Asset: Lock command received by steering ECU

Cybersecurity Goal: Steering lock shall not react/work 
triggered by a malicious lock command.

Sys. Req. Ex.1: Lock command shall be authenticated.

Sys. Req. Ex.2: Non-repudiation of lock command shall 
be ensured by logging of received lock commands

SW. Req. Ex.: Use the CSMMacVerify*() functions of the 
CSM (CSM Cryptographic Service Manager) Library to 
verify the authenticity of received lock commands.

HW. Req. Ex.: A hardware security module (HSM) with a 
secure flash memory shall be used to store the private key 

material for message authentication
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STRIDE for threat modeling

Introduction - Motivation

STRIDE
Threats

Explanation
Security Attribute | Attack 
pattern

Example

Spoofing attackers pretend to be someone or 
something else

Authentication | Freshness:
Imitation of something or 
someone different 

An ECU which is not authorized to is playing 
the role of a different ECU by sending CAN-
messages with a sender-ID of another ECU

Tampering attackers change data in transit or in 
a data store, attackers may change 
functions as well – implemented in 
software, firmware or hardware

Integrity:: Manipulation of data 
or code (disk, network, memory, 
…)

Because CAN-messages are not encrypted 
they can be intercepted and changed

Repudiation attackers perform actions that cannot 
be traced back to them

Non-repudiation | Freshness: 
Claim something not to have done 
(not responsible)

An ECU could claim to have send a message 
even this is not true (e.g., by changing log 
files)

Information 
Disclosure

attackers get access to data in transit 
or in a data store

Confidentiality | Privacy: 
Disclosure of information towards 
unauthorized people (data leak, 
privacy breach)

An ECU could subscribe to the subject ". *"  
(regular expression for everything) to adjust 
all messages which are determined for all 
ECUs

Denial of 
Service

attackers interrupt a system’s
legitimate operation

Availability::Denial or 
degradation of a service towards 
valid users (absorbing resources 
needed)

An ECU could prevent that other ECUs 
accesses the CAN-bus spoofing being the bus 
and sending abortion messages to other 
ECUs

Elevation of 
Privilege

attackers perform actions they are 
not authorized to perform

Authorization: Earn ability 
without authorization (allowing to 
do something they are not 
authorized to do)

ECU‘s could create messages which would be 
parsed incorrectly in order to process remote 
code (input injection)

7/26



© 2023. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2023-08-14

1. Introduction - Motivation 

2. System Level 

3. Software Level 

4. Summary 

Agenda

8/26



© 2023. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2023-08-14

 Typically… 

 performed function-oriented (assets enumerated are functions)

 focused to identify high-level threats (avoid to get lost in detail)

 investigate on entire data flow, not on each individual CAN signal or message

 usage of pre-filtered mechanisms

 Pay attention to the assumptions

 Claims have to be specified and validated accordingly

 Consideration of UNECE Annex 5 as mandatory requirement for UNECE homologation

 Threat identification and cybersecurity controls

 Modeling/assessment is useful for design (but cannot guarantee secure implementation)

TARA on system level -1

System Level
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 Selection of cybersecurity controls and derivation of cybersecurity requirements using 
architectural vulnerability analysis:

 Identification of attack vectors related to interfaces in the system architecture.

 Identification of assets (e.g., data, functions) that can be maliciously modified by 
corresponding attacks

 TARA does not mandate iteration in evaluating the effectiveness of planned cybersecurity 
controls. 

 Difficult to assess the acceptability of residual risk.

 The assessment of risk value does not consider 
existing measures to potentially reduce risk

 e.g., safety measures that can make attacks 
more difficult.

TARA on system level -2

System Level
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 The following cybersecurity principles can 
be used for system architecture level 
analysis:

 An attack can occur through any 
interface.

 Assets identified in a TARA are 
highlighted in the architecture.

 An attack is modeled as a chain of 
events (attack scenario/attack path).

 Along the attack path, (different/ 
multiple) countermeasures are designed.

 System and software architects know the 
pool of possible cybersecurity controls/ 
functions and mechanisms.

Cybersecurity principles

System Level
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Item Picture and Attack Vector: ESCL Electronic Steering Column Lock Item

System Level

Assets:

A01 Input commands

A02 Output messages

A03 Mobile phone and apps

A04 OBD On Board Diagosis
connection/internal busses

A05 App and interface to 
vehicle

A06 Sensors

A07 ECSL function

A08 Data

[..]
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Potential TARA Result

System Level

safety financial operability privacy safety financial
oper-

ability
privacy

authentication severe severe severe negligible

Spoofed lock command, lead to 

moving the bolt at a locking 

position at unintended time

Medium 4 4 4 1

integrity severe severe severe negligible

Tampered function (e.g., via SW 

or configuration data), lead to 

moving the bolt at a locking 

position at unintended time

Very low 2 2 2 1

non-repudiation severe severe severe negligible

Replayed lock command, lead to 

moving the bolt at a locking 

position at unintended time

High 5 5 5 1

confidentiality

availability negligible moderate negligible negligible

Denial of function, lead to not 

moving the bolt at a locking 

position

High 1 3 1 1

authorization

asset
cybersecurity 

property

impact rating (S, F, O, P)

in case of lock 

command, the 

electric motor 

moves a bolt to 

a locking 

position of the 

steering column 

(if validation 

conditions are 

valid)

threat scenario

Attack 

feasibility 

value

Risk value
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Architecture Step 1: From cybersecurity properties to attack and CS controls

System Level

Attack Attack Type
Cybersecurity 

Property
Cybersecurity Control

Spoofed lock command leads to 
moving the bolt at a locking position at 
unintended time

Spoofing Authentication
Message / command 
Authentication (MAC) and 
time stamp

Tampered function (e.g., via SW or 
configuration data), leads to moving 
the bolt at a locking position at 
unintended time

Tampering Integrity
Secure access protocol for 
UDS Locking of JTAG port

Replayed lock command leads to 
moving the bolt at a locking position at 
unintended time

Repudiation
Non-

Repudiation

Message / command 
Authentication (MAC) and 
time stamp

Listening the WLAN communication 
and replayed incorrect lock command, 
leads to the ECU no accepting 
commands in general and to a denial of 
service

Denial of 
Service

Availability
Filtering and accepting only 
the authenticated command
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Architecture Step 2: From CS controls to requirements for development

System Level

Cybersecurity Goal Cybersecurity Control Cybersecurity Requirements

CSG1: Steering lock/unlock shall not 

react/work triggered by a malicious 

unlock command

Message / command 

Authentication (MAC) and time 

stamp

• RQ: The unlock command shall be authenticated 
using a Message Authentication Code (MAC)

• RQ: The unlock command shall include a 
freshness counter to avoid replay attacks

Message / command 

Authentication (MAC) and time 

stamp

• RQ: The lock command shall be authenticated 
using a Message Authentication Code (MAC)

• RQ: The lock command shall include a freshness 
counter to avoid replay attacks

CSG2: Steering lock/unlock shall not 

react/work triggered by a maliciously 

tampered data or SW

Secure Flash with signed Code

Only authorized secure 

protocol OBD access for flash

• RQ: The FDS (Flash Data Security) Module from 
the Autosare partner needs to be integrated

• RQ: Secure Flash shall only accept correctly 
signed Code. 
Only authorized secure protocol OBD access for 
flash shall be used

Secure Boot with Boot Key and 

check of signature of Boot SW

• Secure Boot with Boot Key and check of signature 
of Boot SW shall be implemented

15/26



© 2023. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2023-08-14

1. Introduction - Motivation 

2. System Level 

3. Software Level 

4. Summary 

Agenda

16/26



© 2023. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2023-08-14

 Typically… 

 performed component-oriented (e.g., based on a Data-Flow-Diagram) for most 
important components

 Perform threat analysis and risk assessment as a team effort. 

 system architects, software and hardware experts, auditors, experienced 
attackers, cybersecurity, and security experts.

TARA on software level

Software Level
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Additional views and methods to derive cybersecurity controls and cybersecurity 
requirements based on an architectural vulnerability analysis required.

 Examination and evaluation of which performance features the underlying HSM offers.

 Ensure that the manual security integration steps of the deployed cybersecurity stack have 
been followed.

 Analysis of the state machine of the SW:

 Each state is considered as a specific session

 Each session must run in secure mode

 At least one threat model per SW session/state plus an integrated model that monitors 
transitions between the states

 Selection of different cybersecurity controls along the threat models per session/state

 One SW threat model can lead to several cybersecurity controls. 

 Derivation of cybersecurity software requirements from cybersecurity controls

 Cybersecurity software requirements are forwarded to software development. 

Cybersecurity Design and Requirements at Software Level

Software Level
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Example Services of the CSM (public specification CSM Autosar)

Software Level
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Session concept before the cybersecurity analysis

Software Level

Simplified functional flow of the lock/unlock session
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Same session after adding the analysis of threats

Software Level

Simplified functional flow of the lock/unlock session after adding the 
threats and cybersecurity properties
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Same session after adding the counter actions/ cybersecurity controls (CSM)

Software Level

Simplified functional flow of the lock/unlock session after adding the 
cybersecurity controls

Crypto Service Manager
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 (1) The code block of the SWin the ROM is signed with a key (no authenticated code 
change has happened).

 (2) Authentication and integrity of the messages lock/unlock request, speed by SecOC
(Secure OnBoard Communication) and MAC (Message Authentication Code).

 (3) The lib SecOC uses the CSM lib MacVerify function to check the message authenticity.

 (4) On RTE if MacVerify is failing a fault flag is set.

 (5) The speed parameter is secured by a hash key (data integrity).

 (6), (7) Before a lock/unlock command is further interpreted (for whitelisting strategy of 
functions) a validation session drive mode function checks the state of the system (speed 
authentication was ok, lock/unlock request message authentication is ok, etc.) and then 
calls the Basic Power Lock Motor function of the electronic motor control unit.

Integrated Cybersecurity Controls – Explanation of slide before

Software Level
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Derivation of the cybersecurity requirements

Software Level

Cybersecurity Control in SW 

Architecture
Software Component

Software Cybersecurity Requirements for 
SW Implementation

Authenticate Speed and Lock/Unlock 

Request and Validate the Lock and 

Unlock Session

SessionVAL_LockUnlock.c

IF (speedlimit parameter valid && speed valid && 
LockRequest valid) && (speed < speedlimit) THEN
call BPLM::Mlock

IF (speedlimit parameter invalid || speed invalid
|| LockRequest invalid) THEN call
BPLM::SafeState

IF (speed > speedlimit && LockRequest valid) 
THEN call BPLM::SafeState

SecOC.c

Configure Autosar SecOC and assign the AES-256 
algorithm to the MAC (Message Authentication 
Code)

BPLM = SW module Basic Power Loc Module
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 Cybersecurity Threat Analysis and Risk Assessment have to be performed on several levels

 High-level/ System-level

 Typically perfomed function-oriented focusing on high-level threats

 Selection of cybersecurity controls and derivation of cybersecurity requirements using architectural 
vulnerability analysis:

> Identification of attack vectors related to interfaces in the system architecture.

 Low-level/ Software-level

 Typically performed component-oriented focusing on data flow diagrams

 Additional views and methods to derive cybersecurity controls and cybersecurity requirements
based on an architectural vulnerability analysis required.

 Cybersecurity principles and application of STRIDE support systematic derivation of 
software cybersecurity requirements

 Finally, Cybersecurity Goals, System Requirements and Software Requirements can be 
traced for consistency in a systematic way

Recap

Summary
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