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About me

Vít Šembera

📍Prague, Czechia

• 20 years at HP as an HP-UX kernel specialist, security consultant

• More than 6 years at Trend Micro and recently joined VicOne as 
Senior Cybersecurity Researcher

• Focus: IoT botnets, more than 5 years of automotive cybersecurity

• Strengths: reverse engineering



Todays Topics

• Automotive attacks evolution

• Current status

• Technology trends

• Future outlook

• Future-proof protection



Automotive Attacks Evolution
Era # of ECUs Internal 

Communications
External 
Communications

Protections Attack Types

90s - /1 engine 
ECU

- radio checksum Data mods - tuning

00s few + CAN, MOST + TPMS encryption Data mods – tuning, 
parameters coding

10s many + 
gateway, 
head unit, 
TCU

+ LIN, FlexRay, 
100BT Ethernet

+3G/4G, BT, Wi-
Fi, GPS, USB, 
cameras

+ digital 
signatures, 
network 
isolation

Data mods – tuning, 
parameters coding, options 
hacking (nav maps…) 
keyfob jamming 

20s many 
(distributed) 
/ few 
(centralized)

+ 1Gb Ethernet + 5G, radar/lidar, 
V2X

+ MAC Data mods – tuning, 
parameters coding, options 
hacking (nav maps…) 
keyfob relay attacks
Real CAN hacks



Current Status of Connected Cars

• Before Telematics Control Unit 
(TCU) => near proximity attacks only

• After cars got connected, attack 
surface expanded dramatically

• Not only vehicles, backend 
infrastructure as well

• Mobile applications and vulnerable 
APIs are possible targets

• Mobility services (e.g., Uber, Bolt) 
expansion. Whole fleet can be 
attacked

Image credit: Cyberattacks Against Intelligent Transportation Systems. A 
TrendLabs Research Paper.

https://documents.trendmicro.com/assets/white_papers/wp-cyberattacks-against-intelligent-transportation-systems.pdf
https://documents.trendmicro.com/assets/white_papers/wp-cyberattacks-against-intelligent-transportation-systems.pdf


Valuable Resources in Connected Cars

1. Data collected, generated, stored, and shared by connected cars

2. Physical access to the cars, including driving services

3. Network and processor resources of the cars



TikTok Challenge #kiaboys
• Kia Boys YouTube video

• How to start a car with a male USB connector

• Korean OEM vehicles

• Approx 9 milllion vehicles impacted

• Thousands cars stolen, 14 crashes NHTS reported, 8 
fatalities

• Root cause: lack of immobilizer device in some 2011-21 
models

• Price: $200 million settlement

• Solution:
• Free software updates (1 hr installation at the shop):

1. Extending length of alarm sound from 30s to 1 min 🫣

2. Car must be unlocked with a key fob to start the engine

• Aftermarket immobilizer offered for up to $750 including labor
• A free wheel lock offered to some customers (26.000 cases) 🙄

Figure 1. Kia ignition replacement and rekeying. 
Image credit: Philly Cars and Keys

Figure 2. Left to right: example of an aftermarket 
security system, a steering wheel lock
Image credits: Compustar, Halfords

Andrew J. Hawkins. (May 19, 2023). The Verge. "Hyundai and Kia agree to $200 million settlement over TikTok car theft challenge." Accessed on August 11, 2023, at 
https://www.theverge.com/2023/5/18/23729229/hyundai-kia-settlement-car-theft-challenge-tiktok.
Jessica Dupnack and David Komer. (August 11, 2022). Fox 2 Detroit. "Police warn Kia, Hyundai owners to stop leaving USB plugs inside after rash of thefts." Accessed on August 11, 2023, at 
https://www.fox2detroit.com/news/police-warn-kia-hyundai-owners-to-stop-leaving-usb-plugs-inside-after-rash-of-thefts.

https://www.youtube.com/watch?v=O6Y28qbvomA
https://www.compustar.com/bundles/cs697-a/
https://www.halfords.com/motoring/car-security/halfords-t-bar-steering-wheel-lock-227894.html
https://www.theverge.com/2023/5/18/23729229/hyundai-kia-settlement-car-theft-challenge-tiktok
https://www.fox2detroit.com/news/police-warn-kia-hyundai-owners-to-stop-leaving-usb-plugs-inside-after-rash-of-thefts


Current Status on API Vulnerabilities
• API vulnerabilities discovered in a research conducted during 2022

• 16 OEM brands impacted

• Allowed:

• Remote control of the vehicles

• Stealing Personal Identifiable Information (PII)

• View live images from the vehicle

• Obtain vehicle location

• OEM internal apps exposed

• Car ownership change

• and many more

• Most of them promply patched, but…

Ionut Arghire. (January 5, 2023). SecurityWeek Network. "16 Car Makers and Their Vehicles Hacked via Telematics, APIs, Infrastructure." Accessed on August 11, 2023, at 
https://www.securityweek.com/16-car-makers-and-their-vehicles-hacked-telematics-apis-infrastructure/.

https://www.securityweek.com/16-car-makers-and-their-vehicles-hacked-telematics-apis-infrastructure/


• Attacks on internal network become reality

• car after bumper/headlight dismountling exposes 
CAN bus

• Modified Bluetooth (BT) speaker on sale for €4500 
injects CAN messages

• Internal state of the vehicle electronic control units 
(ECUs) is changed (key is validated) – effectively 
immobiliser is deactivated

• Doors are unlocked

• Currently, it is a known vulnerability for Japanese 
OEMs but others can have the same issue 

CVE-2023-29389

Figure 3. Example of a car unlocker/opener 
sold online. Image credit: KGR

Ken Tindell. (April 3, 2023). Canis Automotive Labs. "CAN Injection: keyless car theft." Accessed on August 11, 2023, at https://kentindell.github.io/2023/04/03/can-injection/. 

https://keylessgorepeater.com/products/unlocker-opener-for-toyota-lexus-2017/
https://kentindell.github.io/2023/04/03/can-injection/


Right to Repair Initiative
• Car companies holding an effective monopoly on parts and services

• Tesla: battery compartment $16.000 repair has been fixed at independent garages 
for $700

• Car owners want to have right to repair their vehicles that means access to parts, 
software, documentation, etc.

• Massachusetts' 2020 Right to Repair Initiative

• John Deer allowed software locks to be bypassed

• NHTSA said malicious actors “could utilize such open access to remotely command 
vehicles to operate dangerously, including attacking multiple vehicles concurrently.”

• Federal law takes precedence over state law, and as such, NHTSA has the final say 
in enforcement

Peter Holderith. (June 14, 2023). The Drive. "Feds Tell Automakers To Ignore Massachusetts’ Right to Repair Law." Accessed on August 11, 2023, at https://www.thedrive.com/news/feds-
tell-automakers-to-ignore-massachusetts-right-to-repair-law.

Rob Stumpf. (July 13, 2021). The Drive. "Tesla’s $16,000 Quote for a $700 Fix Is Why Right to Repair Matters." Accessed on August 11, 2023, at 
https://www.thedrive.com/news/41493/teslas-16000-quote-for-a-700-fix-is-why-right-to-repair-matters.

https://www.thedrive.com/news/feds-tell-automakers-to-ignore-massachusetts-right-to-repair-law
https://www.thedrive.com/news/feds-tell-automakers-to-ignore-massachusetts-right-to-repair-law
https://www.thedrive.com/news/41493/teslas-16000-quote-for-a-700-fix-is-why-right-to-repair-matters


Historic Attack Patterns

• Simple type of attacks (jamming, relay attacks) used for stealing

• Advanced attacks: research only

• Wi-Fi/BT/LTE initial attack vector

• Head unit is usually second stage

• Gateway and then CAN connected ECUs are next

• Main purpose is to show control over the car (safety issues)



Current Attack Patterns

• Advanced attacks - In the wild

• Connecting to exposed CAN bus anywhere in the vehicle 
(headlights)

• Circumventing theft protection by sending crafted CAN messages

• Main purpose is to steal the vehicle



Future outlook: Over-the-air (OTA) Updates

• Already in place for recent vehicles at least partially in in-vehicle 
infotainment (IVI) systems

• Allows fast response on security incident

• Increases risk of remote attack



Future outlook: 5G

• Available in recent car models but not all features are used - yet

• Low latency

• High bandwidth

• Allows real-time data collection, cloud-based architecture 

• Software Defined Networking (SDN), data driven

• More complex → more challenging to keep secure



Future outlook: Sofware-Defined Vehicles (SDVs)

• Centralised x distributed ECU architecture

• In-vehicle x in-cloud (cloud-based architecture)

• Scalable, dynamic, new features in form of OTA update

• Shift toward traditional IT technologies



How to protect: what can (must) be done

• No need to invent a wheel

• Regulations

• UNECE WP.29 R155: “what to comply with”

• ISO/SAE 21434: “how to comply?”

• cybersecurity risk management regarding concept, product 
development, production, operation, maintenance and 
decommissioning of electrical and electronic systems in-road 
vehicles, including their components and interfaces.



How to protect: approach

• Secure Development Life Cycle

• Zero Trust Architecture

• OTA updates

• Intrusion Detection Systems/Intrusion Protection Systems 
(IDS/IPS), Log and Events management

• Threat management

• Vehicle Security Operations Center (VSOC)



Secure Development Life Cycle

• Practices and tools are available

• Open Web Application Security Project 
Software Assurance Maturity Model 
(OWASP SAMM) 

• Static Application Security Testing 
(SAST) e.g., Fortify

• Dynamic Application Security Testing 
(DAST) e.g., WebInspect

Figure 4. Secure development lifecycle 
diagram. Image credit: Soft Prodigy

https://softprodigy.com/secure-software-development-life-cycle-navigate-your-way-to-security/


Zero Trust Architecture

• Paradigm shift

• perimeter based network security → perimeter-less

• never trust, always verify

• Must for vehicle heterogenous network

• CAN – difficult to secure, no source authentication, no encryption

• Can-FD , FlexRay – larger payload, higher bandwidth – anti 
spoofing and forgery measures can be implemented, still 
vulnerable to Denial of Service (DoS)

• Ethernet - easy

• vehicle <-> cloud <-> mobile app 



IDS/IPS, Log and Events management

• IDS/PS 
• agents needed on each segment network

• can be part of gateway

• Challenges: must understand message signal formatting, for each OEM 
and even vehicle model can be different 

• ECU logging
• ECU SW developed by different Tier1 vendors – difficult to orchestrate

• lack of log format standardisation

• Bus bandwith limitations



Threat management: VicOne’s xZETA
Multilayered scanning to detect software vulnerabilities, malware, and backdoor attacks

More Than Vulnerability
Automotive grade sandboxes that match your 

operation environment to detect potential 

malware and backdoor in your application

Focus what Really Matters
Uncover, filter & prioritize vulnerability that really 

impacts your system with context awareness - 

VicOne vulnerability impact rating

See Others Can’t See
Supported by ZDI and VicOne threat expert’s 

foresight of undisclosed vulnerabilities



VSOC Platform: VicOne’s xNexus
Cloud-based Extended Detection and Response (XDR) Platform for VSOCs

Visibility, collaboration, beyond single vector
Leveraging AI and expert threat intelligence, XDR correlates 

data across multiple security layers to connect minor events 

and detect stealthy attacks/ anomalies

Regulatory compliance
Detect & respond to possible cyber security attacks; log data 

and provide data forensic capability; RCA and threat hunting

Industrial proven technologies & Automotive TI

Leverage Trend Micro’s proven Automotive Threat 

Intelligence, researchers from ZDI, adopt XDR, AI and 

Security Analysis Engine (SAE) for future Software Defined 

Vehicle (SDV) security

Automated detection, shorten MTTR
Full Automotive MITRE ATT&CK® mapping to identify, 

communicate and mitigate issue efficiently with the whole 

organization

 



THANK YOU!
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