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INTRODUCTION

Å IN FEB2020 WE IDENTIFIEDMULTIPLEAUTOMOTIVE SECURITYVULNERABILITIES.

Å IT TOOK US3 YEARSTO FINISHA COORDINATED DISCLOSUREPROCESS.

Å IN THISPRESENTATIONWE TRYTO SHARESOME OF THECHALLENGESWE ENCOUNTEREDAND

THELESSONSWE LEARNTIN THEPROCESS.

ÅWE HOPE THISPRESENTATIONCOULD HELPOTHERRESEARCHERSTO SAVE TIMEAND

FRUSTRATIONWHEN DISCLOSINGTHEIRFINDINGS.



ACT 1
THE FINDING



OUR SECURITY RESEARCH

Å IN 2019 WE STARTEDA RESEARCHWITHTHEINTENTIONOF OBTAINING A BETTERPICTUREOF

THEAUTOMOTIVESECURITY.

ÅGOAL: ANALYSEAS MANY DEVICESAS POSSIBLE, LOOKING FOR HIGH IMPACT VULNERABILITIES

WHILEINVESTINGTHEMINIMUM EFFORT.

ÅTARGETS: CONNECTED AUTOMOTIVEDEVICES: T-BOXES, OBD2 DONGLES, MOBILE APPS�«

ÅTHISRESEARCHSTILLCONTINUES. UNTILDATE, WE FOUND MORE THAN A DOZEN SYSTEMS

VULNERABLE. 

ÅA WHITEPAPERWITHSOME RESULTSWAS PRESENTEDIN ESCAR 2022


