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INTRODUCTION

Å IN FEB2020 WE IDENTIFIEDMULTIPLEAUTOMOTIVE SECURITYVULNERABILITIES.

Å IT TOOK US3 YEARSTO FINISHA COORDINATED DISCLOSUREPROCESS.

Å IN THISPRESENTATIONWE TRYTO SHARESOME OF THECHALLENGESWE ENCOUNTEREDAND

THELESSONSWE LEARNTIN THEPROCESS.

ÅWE HOPE THISPRESENTATIONCOULD HELPOTHERRESEARCHERSTO SAVE TIMEAND

FRUSTRATIONWHEN DISCLOSINGTHEIRFINDINGS.



ACT 1
THE FINDING



OUR SECURITY RESEARCH

Å IN 2019 WE STARTEDA RESEARCHWITHTHEINTENTIONOF OBTAINING A BETTERPICTUREOF

THEAUTOMOTIVESECURITY.

ÅGOAL: ANALYSEAS MANY DEVICESAS POSSIBLE, LOOKING FOR HIGH IMPACT VULNERABILITIES

WHILEINVESTINGTHEMINIMUM EFFORT.

ÅTARGETS: CONNECTED AUTOMOTIVEDEVICES: T-BOXES, OBD2 DONGLES, MOBILE APPSé

ÅTHISRESEARCHSTILLCONTINUES. UNTILDATE, WE FOUND MORE THAN A DOZEN SYSTEMS

VULNERABLE. 

ÅA WHITEPAPERWITHSOME RESULTSWAS PRESENTEDIN ESCAR 2022





DISCLOSING THE VULNERABILITIES

ÅBEFOREPUBLISHINGTHEWHITEPAPER, VULNERABILITIESWEREDISCLOSED.

ÅWE FOCUS ON THEDISCLOSUREPROCCESSOF THREEOF THEM:

Å THE GOOD : MOVISTARCAR ODB2 DONGLE

Å THE BAD: QUECTELRM500Q 5G MODEM

Å THE UGLY: HOPECHARTHQT-401 TBOX



THE GOOD: MOVISTAR CAR ODB2 DONGLE

ÅMOVISTARCAR ISA ODB2 DONGLE THATPROVIDEIN-VEHICLEWIFI CONNECTIVITYAND FLEET

CONTROL SERVICESLIKEREMOTEDIAGNOSIS OR GPS REALTIMETRACKING. 

ÅDIFFERENTVULNERABILITIESWEREIDENTIFIEDIN THEBACKEND COMMUNICATIONS ALLOWING

INJECTING FAKEDATA TO THEBACKEND OR CONTROLLING REMOTELYTHEODB2 DONGLE

AND EVEN THECAR.



THE GOOD: MOVISTAR CAR ODB2 DONGLE

ÅTHE DISCLOSUREPROCESSWAS SMOOTH AND PROFESSIONAL.

Å IT WAS CLEAR FROM THEBEGINNING THECOMMUNICATION CHANNEL AND THEPERSON

RESPONSIBLEOF IT.

ÅTHE TEAM TOOK THEISSUESAS A SERIOUSTHREATFROM THEFIRSTDAY AND REACTEDFAST. 

ÅTHEISSUESWEREVERIFIEDIN LESSTHAN TWO WEEKS. THE ENTIREPROCESSTOOK LESSTHAN

ONE MONTH FROM THEFIRSTCOMMUNICATION TO THELAST.



THE GOOD: MOVISTAR CAR ODB2 DONGLE

ÅTIMELINE:

Å Q4 2020: VULNERABILITIESFOUND

Å 08/2021: V ENDOR CONTACTED FOR DISCLOSURE

Å 09/2021: V ENDOR CONFIRMED ISSUESWEREREMEDIATED

ÅMOSTOF THEISSUESWEREALREADYPATCHEDBY THEVENDOR IN THE9 MONTHS THATPASSED

BETWEENTHEDISCOVERYAND THEBEGINNING OF THEDISCLOSURE.



THE BAD: QUECTELRM500Q 5G MODEM

ÅTHE RM5XX 5G MODEM FAMILY ISPOPULARIN MANY IOT AND AUTOMOTIVEDEVICES.

ÅA COMMAND INJECTION WAS IDENTIFIEDIN THEAT COMMAND PARSER. IF EXPLOITED, 

GAINING RUNTIMECONTROL OF THECPU WAS POSSIBLE.

ÅTHE VULNERABILITYWAS CONFIRMED IN THERM500Q, BUTSHOULDAFFECTTHEENTIRE

PRODUCTFAMILY.



THE BAD: QUECTELRM500Q 5G MODEM

Å Q1 2021 ðVULNERABILITYDISCOVERED.

Å 10/2021 ðFIRSTATTEMPTTO CONTACT QUECTEL. NO RESPONSE.

Å 11/2021 ðSECOND ATTEMPTTO CONTACT QUECTEL. NO RESPONSE.

Å 12/2021 ðTHIRD ATTEMPT. QUECTELREPLIEDAND THEVULNERABILITYDETAILSWERESHAREDWITHQUECTEL. 
NO MORE RESPONSERECEIVEDFROM QUECTEL.

Å 01/2022 ðFOURTHATTEMPTTO CONTACT AND GETFEEDBACK.

Å 06/2022 ðFIFTHATTEMPTTO CONTACT AND GETFEEDBACK

Å 06/2022 ðNNS RESEARCHERS, INDEPENDENTLY, IDENTIFYTHESAME VULNERABILITYIN A DIFFERENTMODEM , 
THERG500Q. CVE-2022-26147 ASSIGNED.



THE BAD: QUECTELRM500Q 5G MODEM

ÅOUR THIRDATTEMPTTO CONTACT QUECTELWAS THEONLY ONE WE GOT RESPONSE.

ÅDISCLOSINGTHEVULNERABILITYWAS STILLNOT TOUCHED UPON

ÅQUECTELNEVERREPLIEDTO ANY OTHERCONTACT ATTEMPT.



THE BAD: QUECTELRM500Q 5G MODEM

ÅNSS RESEARCHERSIDENTIFIEDINDEPENDENLYTHESAME VULNERABILITYON A DIFFERENTDEVICE

AND OBTAINEDTHECVE-2022-26147. 

ÅNSS DISCLOSURETIMELINE, EXTRACTEDFROM THEIRWEBSITE:



THE UGLY: HOPECHARTHQT-401
AN ADVENTUREIN 4 ACTS



THE HQT-401 TBOX

ÅTHE HOPECHARTHQT-401 ISAN ANDROID-BASEDTBOX.

ÅFACTORYINSTALLEDBY AT LEASTONE VEHICLEMANUFACTURER(SANY) AND SOLD AFTER-
MARKET.

ÅUSEDFOR FLEETCONTROL:

Å LOCATION

Å DIAGNOSIS

Å TELEMETRY

Å REMOTECONTROL (CAN SNIFFINGAND INJECTION!)



ACT 1: THE FINDING 

WE FOUND CRITICALISSUESALLOWING

Å IMPERSONATINGANY VEHICLEOF THEFLEET.

ÅGETTINGPOSITIONAND TELEMETRYOF THEENTIREFLEETAT THESAME TIME.

ÅREMOTECONTROL OF THEVEHICLE(MALICIOUS CAN PACKETINJECTION!)



ACT 1: THE FINDING 



ACT 1: THE FINDING 

ÅWE INITIALLYESTIMATEDBETWEEN4,000 AND 5,000 
AFFECTEDVEHICLES.

ÅAT SOME POINT, WE COUNTED 20,000 AFFECTED
VEHICLES, BUTWE THOUGH ITWAS AN ERRORIN OUR
TOOL.

ÅSANY CONFIRMED LATERTHATAROUND 60,000 
VEHICLESWHEREAFFECTED.

ÅSANY ISTHE3RD-LARGESTHEAVY EQUIPMENT
MANUFACTURERIN THEWORLD.

ÅOTHERVENDORSARE SUSPECTEDTO BEAFFECTED.



ACT 2
SOLO WANDERING



ACT 2: SOLO WANDERING

ÅWE INITIALLYTRIEDTO CONTACT THECOMPANY BY OURSELVES

ÅTIMELINE:

Å Q2 2021 ðVULNERABILITIESFOUND

Å Q3 2021 ðFIRSTATTEMPTSTO CONTACT THEVENDOR BY EMAIL

Å 02/2022 ðSECOND ATTEMPTTO CONTACT THEVENDOR BY EMAIL

Å 06/2022 ðATTEMPTTO CONTACT THEVENDOR BY PHONE. 
WE MANAGE TO TALKWITHTHERECEPTIONAND

MARKETING. THEYTOLD USTHATR&D WOULD CALL BACK. 
THEYNEVERCALLED BACK.



ACT 2: SOLO WANDERING

ÅCOMMUNICATIONS WEREBOTH IN ENGLISHAND CHINESE.

ÅCOLLEAGUESIN SHANGHAI INITIALLYHELPEDWITHTHECOMMUNICATION IN CHINESE(EMAILS

AND PHONE CALLS). AT SOME POINT THEYSTEPPEDDOWN DUE TO THEPOTENTIALLEGAL

CONSEQUENCES.

ÅTBOX VENDOR IGNORED USSYSTEMATICALLY.



ROADBLOCKS 

ÅSOMETIMESFINDING WHO THEBACKEND BELONGSTO TAKESMORE TIMETHAN FINDING THE

VULNERABILITIES

ÅQUITEA BITOF OSINT TO FIGUREOUT WHO TO CONTACT

ÅNONE OF THECOMPANIES HAD A DEDICATEDSECURITYEMAIL ADDRESS



ACT 3
TRAVELINGWITHFRIENDS



ACT 3: TRAVELING WITH FRIENDS

ÅCAN YOU IMAGE THEDAMAGE THATCOULD CAUSE A MALICIOUS ACTOR TAKING CONTROL

OF 60,000 HEAVY VEHICLES?

ÅFRUSTRATEDAND WORRIED, WE CONTACTED ASRG FOR HELP.

ÅASRG CONTACTED HOPECHARTAND SANY, WITHOUTANY LUCK.



ACT 3: TRAVELING WITH FRIENDS

ÅTIMELINE(CONTINUE):

Å 08/2022 ðWE CONTACTED ASRG TO STEPIN AND MEDIATE. NO RESPONSEWAS RECEIVEDFROM

THEVENDORS.

Å 09/2022 ðASRG ATTEMPTTO CONTACT A HEAVY-DUTYOEM WHOSE VEHICLESWEREIDENTIFIED

TO USETHEVULNERABLETBOX. THEYWEREALSO NOT RESPONDING


