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"One Can't Defend Without Knowing How To Attack" GoboByte
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Tesla Security Researcher Hall of Fame

Share Researches at conferences such as HITB,
CanSecWest, Blackhat and DEFCON etc.

Publish number of books on security of vehicles loT

products, wireless communication tech
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SECURE CONNECTED WORLD DEFENSEWEAVER

Security solutions cover lifecycle of connected vehicles
Acknowledgement from vendors like Tesla, Huawei, BYD,
GWM, General Motors, Xiaomi, Sany, TruckTech, Hopechart

etc

Founder of ASRG China, GoGoHack automotive security
research community

DEFCON GROUPs In China(DC010, DC0O571, DC86021 etc.)
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WHAT WE DO?

Design Flaws

Secure By Design

DefenseWeaver ®

TARA and security architecture
design
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ThreatTrace®

Cross department collaboration between system design, dev, test. operation teams. Enable
traceability of threats and orchestrate applications, personnel etc.

Insecure
Implementation

Cybersecurity goals are exported
by DefenseWeaver to Threatho EI]I'I'I|JPE|'IEI'ISiVE Test
who controls GoboBark security
toolset to validate those goals

Vulnerabilities from
operation phase are fed
back to test assessment

Threatbo ® & GoGoBark ® system to validate & rate
Security test cases and test impacts
HW/SW tools, test management

Update threat models base on new threats
identified during operation phase, and
mitigate the new threats in the following
designs

Slow&lInefficient
Security Response

Agile Operation
ThreatHound ®

Threat intelligence, Vulnerability
intelligence
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UWB Adoption
 Audi, BMW, Nio, Zeekr, ...
 NXP, Qorvo, Apple, Bosch, ...

« CCC adoption for Digital Key standard 3.0
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Corporate Brands Technology People Heritage Motor Shows Sport
Enter search terms... ADD TAG “
Article Photo TV Footage Video Audio v

PRESSCLUB GLOBAL - ARTICLE.

BMW announces BMW Digital Key Plus with Ultra-Wideband technology coming
to the BMW iX.

13.01.2021 PRESS RELEASE <3

BMW Digital Key Plus offers customers a convenient and secure keyless access system.
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Q) Audi MediaCenter Q_

Synchronized: the myAudi app

Many Audi connect functions are bundled in the free myAudi app, which connects the customer’s
smartphone to the A3 Sportback. It can be used, for example, to transfer navigation routes to
the MMI and to stream music. The driver can also use the myAudi app to lock and unlock their A3
Sportback remotely, to locate where the car is parked, to be guided to the vehicle, and to operate
the optional stationary heater. The many innovations also include the optional Audi connect key,
which will be introduced a few weeks after the market launch. It allows up to five users to lock
and unlock the car and to start the engine with the start/stop button via an Android smartphone.

The convenience key, which uses ultra-wide band technology (UWB) to communicate with the

vehicle, is included as standardp
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AMOLED Center Display

The 12.8-inch center display features the floating
design and slim frame with the thinnest edge as
only 5.5 mm. 100,000:1 ultrahigh contrast ratio
makes images more immersive while a high-
resolution rate of 1,728*1,888 and WSG NTSC color

gamut reproduce richer colors and finer details.

© 2023 GoGoByte - All Rights Reserved

NOMI

NOMI is your digital voice assistant. Powered by
the powerful in-car computing capabilities, NOMI

is constantly learning and growing in its abilities.

UWSB Digital Key and UWB Smart Key

UWB digital key with centimeter-level localization
for a frictionless ingress and egress experience
when carrying a phone. The redesigned UWB
Smart Key is available in black or white. The
buttons are well-arranged and the key is scratch-
resistant and slip-proof. The top-notch materials
and refined grip celebrate both premium design

and functionality.
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CAR
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Digital Key Release 3.0 Highlights

The Digital Key Release 3.0 specification will complement the Release 2.0 specification, which leverages Near Field
Communication (NFC) technology for contactless communication between smartphones and vehicles. Release 3.0 through
implementation of connectivity adds hands-free, location-aware keyless access and location-aware features for an
improved user-friendly experience. It maintains support for NFC technology as a mandatory back-up solution.

Digital Key Release 3.0 addresses security and usability by authenticating the Digital Key between a vehicle and the mobile
device over Bluetooth Low Energy and then establishing a secure ranging session with , which allows the vehicle to perform
secure and accurate distance measurement to localize the mobile device.

Mobile devices create and store the Digital Keys in Secure Elements that provide the highest level of protection against
hardware or software-based attacks. The exchange also generates critical cryptographic parameters in the Secure
Elements to ensure the highest security in localizing the device to the vehicle and thereby authorize the user to access and drive
the vehicle.

All Rights Reserved



Background A

LohoByte

Why UWB in car keys”?

« Traditional PKES estimate distance using RSSI

* Relay attacks

 UWB ranging uses ToF, with sub-nanosecond pulses
* Simultaneous measurement and communication

* Immunity to narrow-band interference

© 2023 GoGoByte - All Rights Reserved
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IEEE 802.15.4a - 2007

IEEE 802.15.4 - 2011

IEEE 802.15.4f - 2012

IEEE 802.15.4 - 2015 “

IEEE 802.15.4z - 2020

Amendement that adds 1st
standardization of IR-UWB
*  2ns pulse width
* Inunlicensed UWB

spectrum

Support for precision
ranging

0.11, 0.85,6.81, or 27.24
Mb/s data rates

PRF of 4, 16 or 64 MHz
BPM+BPSK modulation

The ‘a" amendment was
incorporated into the main
body of the standard.

Popular DW1000 chip is
based on this standard

Amendement that adds
additional LRP UWB PHY.
= Transmits less but
stronger pulses
* ©6.28 GHzt09.18 GHz

spectrum

No precision ranging
support

0.0312, 0.250 or 1 Mb/s
data rates

PRF of 1 or 2 MHz

PPM or OOK modulation

The f' amendment was
incorporated into the main

body of the standard
Two UWB PHY:
1. HRP (from 802.15.4-
2011)
2. LRP (from 802.15.4f
amendement)

Amendement that
enhances the UWB PHYs
HRP
*  Security: addition of
5TS
= Accuracy: (1)
additional preamble
and SFD codes, (2)
higher PRFs: 128 and
256 MHz and (3) a new
maodulation: BPSK.
LRP
* Additional higher data
rates: up to 10 Mb/s,
higher PRF: 4 MHz
= Additional
modulations: PBFSK
and PBFSK+PPM
*= Ranging support

An overview of the changes to the IEEE 802.15.4 standard from 2007 to 2020

© 2023 GoGoByte - All Rights Reserved
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n First thief waves relay
box at front door. It

':" F"EIE:.IC]E] - --
11' 8 .
W Devices have J =
been reported

Secund thief climbs
m-nde and presses starter \\\\l,‘
button to drive off in car

* LF, Bluetooth and NFC are all known to be vulnerable
» Cryptography does not help here
 UWB, in theory, is the perfect solution

* But, is it really?

© 2023 GoGoByte - All Rights Reserved
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The latest IEEE 802.15.4z standard introduces two ranging modes for UWB:

Low Rate Pulse repetition (LRP) & High Rate Pulse repetition (HRP)

LRP: employs fewer but stronger pulses Secure

HRP: uses numerous weaker pulses Potentially vulnerable

© 2023 GoGoByte - All Rights Reserved
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Double-sided two- -way ranging(DS-TWR)
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SPO

SP1

STS

SP2

STS

SP3

STS

IEEE 802.15.4z standard package structure

« STS sequence is pseudo-random (cryptographic) and negotiated out-of-band

« Ranging is done by correlating STS signal with local template

* Only the receiver has the STS local template

« Cryptography prevents message forgery

© 2023 GoGoByte - All Rights Reserved
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Acquisition of

Drop packet
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signals

Cross-correlation with
local templates of
preamble to compute
CIR

CIR
exceeds
threshold

Cross-correlation with
local templates of STS
to compute CIR

CIR
exceeds
threshold

Accepting packet for
subsequent operations

Drop packet
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Drop packet
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signals

Cross-correlation with
local templates of
preamble to compute
CIR

CIR T«
exceeds
threshold

Cross-correlation with
local templates of STS
to compute CIR

CIR Y«
exceeds
threshold

Accepting packet for
subsequent operations

Drop packet
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Attack ideas

« Malicious SP3 type packet is transmitted during reception
* Incorrect preamble and STS

« Higher power

* Receiver’s estimated CIR will not exceed threshold

Two types of scrambling can occur:  SPO _
1. Power domain scrambling
2. Time domain scrambling

© 2023 GoGoByte - All Rights Reserved
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HOWEVER

UWAB signals are mostly transmitted at frequencies above 6 GHz, the time

domain pulses are extremely short and the transmission rate is extremely
high.

Therefore, even if the attacking device sends malicious packets continuously,
there is still a large interval between time domain pulses, thus it is almost
impossible to interfere with the ranging packets.

So how do we find the right time to attack?

© 2023 GoGoByte - All Rights Reserved
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UWBAD (UWB Accurate Deafening)

In conjunction with the Double-sided Two-way Ranging (DS-TWR) sequence .

1
T?‘Oundl .y T'replyz

w : L

g i TX . X!\ t
initiator ' Delay e Y

message1 \' | )

A RX TX / o
GoGoBark \ /i o
-
e RX | TX ! RX t
responder 3 Trepiy1 o Trounaz !

The attack device, GoGoBark, first records the timestamp of receiving message1. By
using this as a reference and applying appropriate delays, it can estimate the timestamp
when the receiver receives the packet. This is very close to the correct time when the
attack packet is sent.

two Attack strategies are designed

© 2023 GoGoByte - All Rights Reserved
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«Attack strategy 1

If GoGoBark is configured to
attack the Initiator, it should
be close to the initiator and
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Attack device——GoGoBark

- We chose Qorvo's DW3210 as the UWB transceiver
and integrated power amplifiers in order to make the
interference more stable.

- Integrated UWB signal sniffing and sniping function. i

< | GoGoB rk =
- GoGoBark employs both of the sniping strategies to ==

attempt attacks depending on whether it is near the
initiator or the responder.

© 2023 GoGoByte - All Rights Reserved
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DISCLAIMER
REAL-
 This is in no way reflective of UWB
applications used in any modern
WORLD ¢
 This vulnerability in no way reflects
the security posture of any
D E M O company'’s product(s)

© 2023 GoGoByte - All Rights Reserved
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DEMO DESCRIPTION

- We used the iPhone 14 and AirTag and used the attack device, GoGoBark, to
attack the UWB ranging process.

- The iPhone 14 is equipped with the Apple U1 chip, which supports
the IEEE 802.15.4z High Rate Pulse (HRP) standard, a standard also
used by many car digital keys..

- Once GoGoBark is activated, the UWB-based ranging function of the
iPhone fails. The attack has a success rate of 99%.

© 2023 GoGoByte - All Rights Reserved
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Mitigations

Countering PKES relay
attacks via UWB

BUT

What happens when UWB
ranging is blocked?

© 2023 GoGoByte - All Rights Reserved

PKES requires UWB
to be executed

Real-time ranging
required

System freeze

UWB ranging is blocked

Real-time ranging
not required

Ranging results not
updated

without UWB

Relay attacks

Vehicle Theft

AR
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PKES can be executed
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it's not sufficient to only adhere to the IEEE 802.15.4z and CCC (Car Connectivity
Consortium) Digital Key standards. Additional security measures are needed.

We propose the following countermeasures:

1. Identification of high power signals

2. Random delay ranging

© 2023 GoGoByte - All Rights Reserved
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Contact information

Inquiry number
010-64180566, 15901535286

Website address

WWwWWw.gogobyte.com

Company Address

Building 5-1, No. 5, Dongfeng 5th Yard,
Chaoyang District, Beijing

Email
info@gogobyte.com ( Business Cooperation )
talent@gogobyte.com ( Resume Submission )
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