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01- Introduction on Software Update for SDV

Software Update is at the core of Software Defined Vehicle

• Serial Life evolutions through Continuous and regular Vehicle updates

• Fix Bugs, Security Updates, Features Enhancement, Feature on demand

• Over-the-Air Software Update allows to save OEM costs (10x factor vs Wired Update).

Renault
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01- Introduction on Software Update for SDV

Software Update is at the core of Software Defined Vehicle

• Regular additions of New features on SDV: increase Value of Vehicle

• SDV relies on Centralized Upgradable Architecture  with Flexible virtualized HPCs
(HW/SW Shared resources)

• Vast amount of software to be maintained (Rich OS, Safety OS, Hypervisor, BSP, Apps, …)

• Software Update including OTA leads to exposure of system to external interfaces / data
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01- Introduction on Software Update for SDV

Over-the-Air Software Update exposes significant security attack surfaces

• Legitimate privileges to remotely communicate with Vehicle through its Update Interfaces.

• Legitimate privileges to reprogram safety functions and granular Execution environments.
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01- Introduction on Software Update for SDV

Over-the-Air Software Update exposes significant security attack surfaces

• Legitimate privileges to remotely communicate with Vehicle Update framework.

• Legitimate privileges to reprogram safety functions and granular Execution environments.

• Used Interfaces and protocols for SWU data/control paths prone to bugs and vulnerabilities

• Data payloads using complex data-structures handling is prone to bugs and vulnerabilities
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Chaining of exposed vulnerabilities through 
external interfaces could allow remote exploits
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01- Introduction on Software Update for SDV

SDV relies on Centralized Upgradable Architecture
with Shared HW/SW Resources  

Over-the-Air Software Update exposes significant 
remote security attack surfaces

Renault
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02- Renault Methodology and Security Policies VS Standards 

Shall comply with UNECE WP.29 Cybersecurity UNR.155 Regulation:

In a nutshell, main items of importance for Over-The-Air Software Update:

• Protection of Integrity and Authenticity for Update Content.

• State-of-the-Art Key Management and Cryptography Algorithms Strength

• Protection against Downgrade (Replay attack)

• Protection against Denial of Service (Recovery of Software Update Back-end servers)

• Prevent spoofing of communication between OTA Software Update Server and Vehicles

• Protection of OTA Backend Servers assembling and deploying Update content to Vehicles

• Protection against staff insider attack with abuse of privileges on Back-end Servers

CSMS (Cyber Security Management System) – Certified Company Framework 
and processes mandatory to apply for UNR.155 for Vehicle Type Approval.

Renault
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02- Renault Methodology and Security Policies VS Standards 

Shall comply with UNECE WP.29 Software Update UNR.156 Regulation :

In a nutshell,

• Management of Update Back-end operations and traceability of Vehicle Update Content.
(Track, detects, enforces Vehicle only updates data content as it was planned/validated). 

• Safe Activation of new software (no safety harm if update is conducted while driving and safe-
state conditions enforcement before activating new update on a safety component).

• Rollback mechanism ensuring backup restore is possible if update fails (Dual Banking).

• Protection of Integrity and Authenticity for Updated Software.

• Protection of OTA Backend Servers assembling and deploying Update content to Vehicles

SUMS (Software Update Management System) – Certified Company Framework 
and processes mandatory to apply for to UNR.156 for Vehicle Type Approval.

Renault
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Applies good practices from ISO/SAE 21434 as part of enhancements of CSMS:

In addition, continue to explore:

• Strive for Continuous Improvements on Methodologies, Tooling & Processes: 
Consolidate, Experiment, Validate, Improve, Grow.

• Threat Analysis & Risk Analysis based on ISO/SAE-21434 with Ansys Inc. Medini Tool based 
on Item defined through Model Based Design with Dassault Systems SE Magic Draw. 

• Vulnerability Monitoring over SDV SBOM (Software Bill-of-materials).

• Exploration of different tracks improving Maintenance of Risk Analysis over time. 
E.g.: enforcement of traceability of Attack Steps and Attack Path towards CWE and CVE 
(Weaknesses and Vuln databases) maintained by MITRE and monitored by OEM and Tier-1s.

02- Renault Methodology and Security Policies VS Standards 

Renault
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02- Renault Methodology and Security Policies VS Standards 

Renault
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02- Renault Methodology and Security Policies VS Standards 

Renault

System
Requirements

• Improve Traceability and Enhance Data-model

• Capitalize/Reuse: Address Technical Debt from previous Architectures

• Enforce Cybersecurity Policies in Architecture DNA
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02- Renault Methodology and Security Policies VS Standards 

Renault

System
Requirements

• Improve Traceability and Enhance Data-model

• Capitalize/Reuse: Address Technical Debt from previous Architectures

• Enforce Cybersecurity Policies in Architecture DNA

• Maintain

Software
RequirementsSerial Life, Software Updates
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• Improve Traceability and Enhance Data-model

• Vertical Traceability: Regulation -> Cybersecurity Goals -> System/Software Requirements

• Horizontal Traceability Requirements <-> Validation and Verification

02- Renault Methodology and Security Policies VS Standards 

System
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Requirements

Validation 
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System 
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(UNR.155 & UNR.156)
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Renault

Cybersecurity Goals
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02- Renault Methodology and Security Policies VS Standards 

Strive for Continuous Improvements

• Enhance Traceability and Data-model

• Enforce (more) Cybersecurity Policies

• Monitor & Maintain: SBOM Vulnerabilities Monitoring 

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Management of Legitimate Software Update Process

Manage Legitimate Process including for Over-the-Air Software Update through:

• Cryptography: Integrity Protection, Certificate-based authentication, TLS, Data-encryption

• Privileges Segregation: Functional Split and Least privileges towards Zero Trust Policy.

Address most of the regulatory items listed in UNR.155

• Protection of Integrity and Authenticity for Update Content.

• State-of-the-Art Key Management and Cryptography Algorithms Strength 

• Protection against Downgrade (Replay attack)

• Prevent spoofing of communication between OTA Software Update Server and Vehicles

• Protection against staff insider attack with abuse of privileges on Back-end Servers

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

UNR.155 Regulation helps enforcing necessary must-have counter-measures 
mostly dealing with Legitimate Process, which must be complemented with 
Vulnerability Management as per ISO/SAE 21434..
.

Renault is encouraging OEM efforts to go beyond Regulation with Profound 
Architecture considerations in order to reduce sources of vulnerabilities..
.

Reduce Attack Surfaces & 

Limit exploitable vulnerabilities allowing to Escape Legitimate 
Software Update Process.

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

Reduce Attack Surface through enforcing Cybersecurity Policies:

• Strong Isolation: Hardware & Software Segregation, Enforcement of Demilitarized Zone 
(Renault opted for DMZ with mathematically proven EAL7 isolation enforced by Hardware).

• Enforcement of Proxies: Protocol Breaker (OSI Layers), Deep-Packet Inspection

• Use simple Protocols for Software Update (reduce exposure from high-privilege functions)

• Coding Guidelines Policies: Adoption of Rust Programming Language
for New Software Update components and Cybersecurity Enablers.

Renault

• Used Interfaces and protocols for SWU data/control paths prone to bugs and vulnerabilities

• Data payloads using complex data-structures handling is prone to bugs and vulnerabilities
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

Stay tuned on very interesting complementary speeches  from Renault Cybersecurity:

• Redouane SOUM presented at AutomotiveIQ-2022 and THCON-2023
Cybersecurity Challenges for SDV (Shared HW/SW Resources, Generalized Ethernet, Security Zones)
THCON.2023-Cybersecurity Challenges for SDV (speech record: YouTube)
Automotive-iq.2022-Cybersecurity Challenges for SDV (speech materials: Automotove-iq)

• Frederic AMEYE will present November 15-16th,  at ESCAR 2023 Conference
“Renault ship their new cars with Rust: the story of transitioning a major OEM towards more safety and 
cybersecurity resilience” Link, ESCAR.2023 RUST Conference announcement

“70% of cybersecurity vulnerabilities in software are due to memory corruption issues: 
dereferencing unsafe pointers, double-free, buffer overflows, user-after free, 

and they are often those who easily transform a vulnerability to a remote code execution. 
They are nearly always caused by human errors in the software design, by misusing features of C and C++.”

Renault

https://www.youtube.com/watch?v=DdgH56EtGys&t=13750s
https://www.automotive-iq.com/autonomous-drive/presentations/presentation-redouane-soum-groupe-renault?ty-ur
https://www.linkedin.com/feed/update/urn:li:activity:7095690645981331456?updateEntityUrn=urn%3Ali%3Afs_feedUpdate%3A%28V2%2Curn%3Ali%3Aactivity%3A7095690645981331456%29
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

• No TLS in Zone2
HTTP Proxy

• Allocation of
Software Update
in DMZ

• Formerly proven
Isolation (EAL7) 
enforced by HW.

Renault
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Cross-Zones Communication Policy: Split of Privileges

03- SDV Security Concepts for Over-the-Air Software Update

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

• No TLS in Zone2
HTTP Proxy

• Allocation of
Software Update
in DMZ

• Formerly proven
Isolation (EAL7) 
enforced by HW.

• Payload parsing
Hardening

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

Renault

Reduce Attack Surfaces from parsing Complex Software Update Payloads

OTA Client (1):
1. Writes payload in eMMC

Update Manager (2):
2. Reads Payload from eMMC
3. Asks for payload check and authentication

before any operation
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4. Checks payload format before authentication, 

parses headers / data-structures
(ASN.1,  ZIP,  JSON,  XML, …)

5. Asks for signature verification

6. Authenticate

HSE (4)
6. Verify payload Signature

Data payloads using complex data-
structures handling is prone to bugs 
and vulnerabilities

If remote code execution is 
achieved on the CRITICAL 
Trusted App, the formally verified 
isolation characteristics of the 
EAL7 TEE OS ensures no escape 
from the TA and no impact on the 
other system components apart 
from crashing the TA.
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03- SDV Security Concepts for Over-the-Air Software Update

Reduce Attack Surfaces & Manage Legitimate Software Update Process

• No TLS in Zone2
HTTP Proxy

• Allocation of
Software Update
in DMZ

• Formerly proven
Isolation (EAL7) 
enforced by HW.

• Payload parsing
Hardening

• Zero-Trust
Certificate-based
Authentication,
Key Renewal,
Key Revocation

Renault
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Component package

Component package

Component package

Component package

Software Update Privilege Layers Segregation & Multi-factor Authentication 

OEM vehicle manifest package

Manifest.zip

03- SDV Security Concepts for Over-the-Air Software Update

Renault

Download & Deployment MetaData
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03- SDV Security Concepts for Over-the-Air Software Update

Renault

Software Update Leverages Renault “Key Management System”

Centralized and Standardized Auditable Software Update Key Management Lifecycle

• Sovereignty on Secrets for 
Software Update (K.Priv)

• Key Management in line with
Renault Policy (ANSSI, NIST).
<Key Renewal><Key Segregation>

• Least Privilege Policy +
Signature Approbation Flow

• Secure REST API: Remote 
“KMS” Crypto As A Service

• Life-cycle Logging / Audit

• Certificate Revocation Flow

• Transition towards Post Quantum Cryptography

KMS

Crypto As A Service

PKI

RENAULT CI/CD
Continuous 

Integration/Delivery

Internal Back-ends for
Software Update and 

OTA

Internal  IT 
Operational 
Back-ends

SUPPLIER
Software Update

Binaries CI/CD

SUPPLIER

API

API
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Leverage Car.OS CryptoServices Framework for Software Update

Hardware Abstraction Layer
CryptoServices API:
(for services not already provided by Google)

• Check X.509 Certificates

• Key renewal

• Revocation (CRL, OCSP)

• Verify / Sign

• Decrypt (AES-CBC)

• Key Derivation (HKDF)

• Key Secure Storage

• Crypto Agility (PQC)

03- SDV Security Concepts for Over-the-Air Software Update

Renault
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03- SDV Security Concepts for Over-the-Air Software Update

It is a significant effort to comply with UNECE WP.29 
Cybersecurity UNR.155 Regulation.

It is useful and strictly necessary.

However, It is highly encouraged to implement architecture 
and security policies beyond current sets of regulations.

AND 
Continuous Improvement on Security Concepts.

Renault
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04- Some Open Challenges and Next steps 

Maintainability of Rich OS, Kernel, Device Drivers for 10, 15, 20 years

• This has never been achieved in the Software Industry and is a new challenge:
Connected Vehicles IOTs require very long-term Software maintenance and Upgradability.

• Cherry-pick Patching, does not allow to benefit from 
Compiler Level Security features 
(e.g.: GNU Compiler Collection). 

• Rebase requires upstream of Developed Code which 
is hard and very costly! 

• Hardware Upgradability?

Renault
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04- Some Open Challenges and Next steps 

Improve reactivity of Software Update content

• Reactivity of corrective patch including vulnerabilities fix benefits from in-house 
development, 

• but it is still a challenge to reduce latency of third-party deliveries and corrective process for 
fast reaction time. 

• SDV aims at aggressive upgradeability of granular components (e.g.: Google Car.OS)

Vulnerability Monitoring on growing SBOM and in-house Software is a 
challenge for SDV

• Should not miss on the opportunity to eliminate by design, memory-safety bugs as much as 
possible (e.g.: adopting RUST for new components) to focus effort on residual logical 
vulnerabilities.

Renault



Thank you




