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The Speakers

Dr.-Ing. Weichslgartner, Andreas Prasanna, Vineeth Bharadwaj

Q Offensive Sec., Vuln Management,

Q C++/Rust Dev, CI/CD Tester, ;&5
China-GB(/T) Homologation

J/SOFTWARE
S summIT

Fuzzer, Vuln Management /
L7

-

0 Dipl-Ing. in ICT@FAU (2010), Q M.Sc, Simulation Science (2019), © « A"
Dr-Ing. in CS@FAU (2017), at AEV/AUDI since 2018-2020, 4 A
AEV/AUDI since 2017-2020, at CARIAD since 2020
at CARIAD since 2020
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Agenda

» Recent vulnerability events and data

= Design for vulnerability management

» Status quo, regulations, and challenges
» Risk-based vulnerability prioritization

= Summary
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Disclaimer

All contents expressed in the following presentation are publicly
known knowledge and only represent speakers' personal
opinions without any past, present and future employer
viewpoints.
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Crash Course into Terminology

= Common Vulnerabilities and Exposures (CVE): Unique ID for a
vulnerability, assigned by certain authorities

= CVE Numbering Authority (CNA): Can issue CVEs
= Common Vulnerability Scoring System (CVSS): Severity score of a CVE

= Exploit Prediction Scoring System (EPSS): probability of a vulnerability to
be exploited

= Known Exploited Vulnerability (KEV): known vulnerabilities which have
exploit

= Vulnerability Exploitation Exchange (VEX): known vulnerabilities for a
product

= National Vulnerability Database (NVD): Database with CVEs and CVSS
scores operated by NIST
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CVEs, CV

Number of CVEs

—s, CVEs

CVEs over the years

40000 -

35000 A

30000 A

25000 A

20000 A

15000 A

10000 -

5000 -

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

year
Source: https://cve.mitre.org/data/downloads/allitems.csv.gz (2024-08-23)
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https://cve.mitre.org/data/downloads/allitems.csv.gz

Does this scale?

That dude (at any conference)



It Didn't Scale

& SIGNIN/!UP 'I'hea/lileg'ster“ Q

SECURITY NVD slowdown leaves thousands of
vulnerabilities without analysis data

Security world reacts as NIST does a lot less of oft criticized, 'almost always thankless' work

A Steven J. Vaughan-Nichols Fri 22 Mar 2024  13:45UTC

OPINION The United States National Institute of Standards and Technology (NIST) has
almost completely stopped adding analysis to Common Vulnerabilities and Exposures
(CVEs) listed in the National Vulnerability Database. That means big headaches for
anyone using CVEs to maintain their security.

It was just another day, February 15th, 2024, to be exact, that the National Vulnerability
Database (NVD) posted a notice saying:

NIST is currently working to establish a consortium to address challenges in
the NVD program and develop improved tools and methods. You will
temporarily see delays in analysis efforts during this transition. We apologize
for the inconvenience and ask for your patience as we work to improve the NVD
program.

Source: The Reqister (2024-03-22)
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https://www.theregister.com/2024/03/22/opinion_column_nist/

Divide et
Impera

Philip Il of Macedon (382 - 336 BC)
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Distributed Vulnerabilities

Packages

Go Vulnerability Database

Data about new vulnerabilities come directly from Go package maintainers or sources such as MITRE and GitHub. Reports are curated

by the Go Security team. Learn more at go.dev/security/vuln.

Search
Search by GO ID, alias, or import path m

Recent Reports
GO-2024-3080

CVE-2024-43403, GHSA-h27c-6xm3-mcqp | Affects: github.com/kanisterio/kanister | Published: Aug

790

)24 | Unreviewed

Kanister vulnerable to cluster-level privilege escalation in github.com/kanisterio/kanister

G0O-2024-3079

CVE-2024-6322, GHSA-hh8p-374f-qgr5 | Affects: github.com/grafana/grafana | Published: Aug 22, 2024 | Unreviewed

Grafana plugin data sources vulnerable to access control bypass in github.com/grafana/grafana. NOTE: The source advisory for this
report contains additional versions that could not be automatically mapped to standard Go module versions. (If this is causing false-
positive reports from vulnerability scanners, please suggest an edit to the report.) The additional affected modules and versions are:
github.com/grafana/grafana from v11.1.0 before v11.1.1, from v11.1.2 before v11.1.3.

Community ¥

Go Vulnerability Database - Go Packages
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https://pkg.go.dev/vuln/

Distributed Vulnerabilities

i / The Rust Secunty Adwsory Database

About  Advisories  Report Vulnerabilities 2 ¥ 0

A vulnerability database for the Rust
ecosystem

Look up package or advisory ID...

or

RustSec Advisory Database
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https://rustsec.org/
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More CNAS

The kernel becomes its own CNA

[Posted February 13, 2024 by corbet]

Greg Kroah-Hartman has announced that the kernel project has been accepted as a CVE numbering authority (CNA). The way that CVE numbers will be handled
by the kernel is described in this documentation patch:

As part of the normal stable release process, kernel changes that are potentially security issues are identified by the developers responsible for CVE
number assignments and have CVE numbers automatically assigned to them. These assignments are published on the linux-cve mailing list as
announcements on a frequent basis.

Note, due to the layer at which the Linux kernel is in a system, almost anv bug might be exploitable to compromise the security of the kernel. but the
possibility of exploitation is often not evident when the bug is fixed. Because of this, the CVE assignment team are overly cautious and assign CVE
numbers to any bugfix that they identify. This explains the seemingly large number of CVEs that are issued by the Linux kernel team.

Source: The kernel becomes its own CNA [L\WN.net]
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https://lwn.net/Articles/961961/

Linux Kernel CVEs

Linux Kernel CVES
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Source: http://lore.kernel.org/linux-cve-announce/0 (2024-08-23)
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http://lore.kernel.org/linux-cve-announce/0

Linux Kernel CVEs

Linux Kernel CVES reported in 2024
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Source: http://lore.kernel.org/linux-cve-announce/0 (2024-08-23)
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http://lore.kernel.org/linux-cve-announce/0

Modern Software is Complex

- I_l n UX Ke rn e : m daniel:// stenberg://
P | {@bagder[@mastodon.social
|
851000 -I:I | eS The Linux kernel is 38 million LOC. #curl is 170K. The kernel is 223
times bigger.

= 38,640,000 lines
The Linux kernel ships 60 CVEs per week, 3100 per year.
. N9 Changes per hour curl ships on average 13 CVEs per year, 3100/223 = 14

Source: Greg Kroah-Hartman - == Roughly the same CVE/line of code ratio.

Linux Processlinux Kernel
Security Process (2024)

Aug 22, 10:36 AM

67 15

Source: Mastodon (2024)
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https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://infosec.exchange/@bagder@mastodon.social/113004759431699896

Modern Software is Complex
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https://deps.dev/cargo/tokio/1.39.3/dependencies/graph

It you are not
using the latest a
stable / longterm
kernel, your
system iIs
iInsecure.

Greg Kroah-Hartman

Source: Greg Kroah-Hartman - Linux ProcessLinux Kernel Security
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https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf

Why not just update”
» Not sure what dependencies are used

* Manual eftort to integrate updated dependency

» Updates may break system
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Design is lTestability

Titus Winter Youtube [2024-06-20]
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https://www.youtube.com/watch?v=3DDi4qQCbxE

Design is lTestability
and Vulnerability
Management

AAAAAAAAAAAAAAAAAAAAAAA
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Training:
Awareness,
Tools @
/’

Requirements:

D =

Response:
Cont. Fuzzing,
VulnScan
® _
«
’y

Release:
Binary Hardening,

&A,S' C'oding @ @ Review, Pentest,
Guidelines Test SecTec
o L
Design: T
Security Risk Vergfg:[rlon'
Analysis
v @ (Sanitizers,
) Fuzzers, etc.)
Runtime CBOM
Implementation:
SAST, SCA, _ .
Secret Scanning, A. Weichslgartner, J. Ghosh, V. Prasanna: Finding,
Packet Manager Managing, Preventing Vulnerabilities: An Automotive
SBOM CBOMS’ Perspective (VulnCon 24)
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https://www.volkswagen-kgas.com/en.html
https://www.first.org/resources/papers/vulncon2024/VulnCon-Finding-Managing-Preventing-Vulnerabilities-Ghosh-Weichslagartner-Bharadwaj.pdf
https://www.first.org/resources/papers/vulncon2024/VulnCon-Finding-Managing-Preventing-Vulnerabilities-Ghosh-Weichslagartner-Bharadwaj.pdf

Status quo: Present day

=  More weight on reactive handling

* Focus on regulation fulfilment
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Status Quo: Present Day

What does the regulations say?

UN Regulation No. 165 - Cyber security and cyber security management system:
« Also called UNECE R155
« UNCEC - United Nations Economic Commission for Europe:

« Promotes pan-European economic integration

OUNECE R155 - 7.2.2.2 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System ensure security is
adequately considered, including risks and mitigations listed in Annex 5. This shall include:
(c) The processes used for the assessment, categorization and treatment of the risks identified

(g) The processes used to monitor for, detect and respond to cyber-attacks, cyber threats and vulnerabilities on vehicle types and the processes used to assess
whether the cyber security measures implemented are still effective in the light of new cyber threats and vulnerabilities that have been identified.

OUNECE R155 - 7.2.2.3 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System will ensure that, based on
categorization referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and vulnerabilities which require a response from the vehicle manufacturer shall be
" mitigated within a reasonable timeframe.
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https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security

Status Quo: Present Day

=  More weight on reactive handling ®F' ® &

222 Response
Training
@ o

Requirements

* Focus on regulation fulfilment

» Regulations are not too strong for a good
vulnerability management system

= Easily fulfilled by having a simple process to
handle* reported vulnerabilities

s

Implementation

*handling = patching/risk mitigation/risk acceptance
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Composition of a Car e

 Gateway ECU
« Door controller(s)
* Immobilizer

Functions:
 Remote wake-up/climate control
« 3rd party applications

QaServices
Qa Services:

« TLS
Secure Onboard Communication
Key management
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Composition of a Car e

Integrators
(sometimes internals,
or often contracted)

Supplier, sub-
suppliers, sub-sub ..

T — -
2 =
BENTLEY SEAT
Ny

2024-09-19 | SOS | Shifting Left Vulnerability Management | Weichslgartner/Prasanna C /\ P | /\ |D
[— \ e

26 PUBLIC | CSD class 9.1

A VOLKSWAGEN GROUP COMPANY



Some hard Challenges

When there is a vulnerability..

* New CVE published, are we even affected!?

* Tracing the source of vulnerability, and owners of the risk with a
complex supplier matrix

= Time! We need fast fixes
» What if supplier goes out of business?
» Financial model for maintenance?
= TJesting patch for every condition and variant

= Average car lifetime until scrappage Held et. al. (2021): 14.8 years
(Germany)
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https://etrr.springeropen.com/articles/10.1186/s12544-020-00464-0

Solving the Challenges

.. but how?

?.'APLI}}EHEBW’EIISIIH SOLVES A PROBLEM

< AWISE PERSON AVOIDS IT

imgfiip.com

Let's push that car left!
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Solving the Challenges

.. but how?

= More in-house development

= Basic security requirements for the suppliers: VW KGAS (German:
"Konzern Grundanforderungen Software")

= Supplier side testing, vulnerability disclosure, and risk assessments

= Multi-dimensional traceability of vulnerability between ECUs, Function,
and Services == SBOMs & CBOMSs

» |dentify and fix issues when you code

» Regular updates to software packages

= .. and many morel!
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https://www.volkswagen-kgas.com/en.html

SBOM & CBEOM

{ "components": [{
"bom-ref": "pkg:conan/libcrypto@24.3.4",

» CycloneDX offers a R ey
standardized format for version: "24.3.47,

"purl": "pkg:conan/libcrypto@24.3.4",

SBOM, VEX, VDR, CBOM “components”: [ {

. "type": "cryptographic-asset”,

(Slnce 16) "0id": "2.16.840.1.101.3.4.2.1",

. "bom-ref": "0id:2.16.840.1.101.3.4.2.1",
« Growing tool support for “name”: "SHA-256",
. " toP ties": {
CBOM (e.g., SOﬂar Dluglﬂ, GH Cry?azs;‘:?;;ei?s"algor‘ithm",
CodeQL) and vulnerabilities , o prmther ey
"vulnerabilities": [ {"id" : "CVE-2014-0160"},
{ "affects" : [{"ref" : "pkg:conan/libcrypto@24.3.4"}]}]
13D
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https://cyclonedx.org/docs/1.6/json/
https://github.com/IBM/sonar-cryptography
https://github.com/advanced-security/cbom-action
https://github.com/Santandersecurityresearch/cryptobom-forge

Tools to the Rescue

Dependabot alerts Sive feedback | Configure

) X
Auto-triage your alerts R Ganerate fix

far custam @
far ecosyste

Control how Dependabot opens pull requests, ignores false positives and snoozes pattern
can be enforced at the organization level. Free for open source and available for private repos

Dpei

through GitH anced Se [ Ignore far
) @ nanifast @ o

pat

Yy M s
Q is:open

o @ 30pen + 22 Closed Package ~ Ec em - Manifest - Severty - Sort -

[ @ zipp Denial of Service vulnerability | Moderate 11

_| (@ urllib3's Proxy-Authorization request header isn't stripped during cross-origin redirects | Moderate [ #42

[ 0 Certifi removes GLOBALTRUST root certificate | Low I

© ProTip! Add -has:patch to see alerts without an available fix.
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Tools to the Rescue

Cargo.toml > ...

[package]
name = "rust test"
version = "0.1.0"

edition = "2021"

[dependencies]

smallvec = "0.6.5" X 1.13.2
base64 = "0.5.1" X 0.22.1
tokio ="1.2.0" | & 3

The version requirement of the target dependency.

Vulnerabilities (Current)
» RUSTSEC-2021-0072
= RUSTSEC-2021-0124
= RUSTSEC-2023-0005

Versions (View crate | Check reviews)

« 1.39.3 (docs)
= 1.39.2
« 1.391
« 1.381
« 1.38.0
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.. wait a minute.

How do we better handle vulnerabilities after release?

- <™
L >

https://riskbasedprioritization.github.io
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https://riskbasedprioritization.github.io/

Risk-Based Prioritization

= (On average, companies were only able to remediate about 15.5%6 of their open vulnerabilities in a
month. Source: Prioritization to Prediction, vol. 8, 2022 by Kenna Security and Cyentia

= CVSS (Common Vulnerability Scoring System) is a commonly used “severity” rating

CVSS Score Qualitative
Rating

Base Metric Group Temporal Environmental

Exploitability Impact metrics Metric Group Metric Group
metrics ) i Low
[’ Exploit Code ]

Maturity

Medium

N
Remediation Level ]
/

Integrity
Impact

N
Availability Report Confidence ]
~ S

Impact S———

High

Critical

Overall Risk Severity

HIGH Medium - Critical

CVSS v31 Specification Document (first.org) I o Medium -
LOW Note Low Medium
. . . . LOW MEDIUM HIGH
m CVSS score |= Risk rating (https:/www.first.org/cvss/v3.1/user-guide)
OWASP Risk Rating Methodology | OWASP
Foundation
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https://www.first.org/cvss/calculator/3.1
https://www.first.org/cvss/v3.1/user-guide
https://www.first.org/cvss/v3.1/specification-document
https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
https://owasp.org/www-community/OWASP_Risk_Rating_Methodology

CVSS

= > 50% of CVEs are ranked Critical or High CVSS rating (CVSS score 7+)

= Only ~5% of CVEs are exploited =5
=  Known exploited vulnerabilities (KEV) — ~
= Exploit-DB

Critical

» Exploitation possibility of a CVE: EPSS

(Exploit Prediction Scoring System)

High

https://riskbasedprioritization.github.io/cvss/CVSS/
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.exploit-db.com/
Exploit%20Prediction%20Scoring%20System%20(EPSS)%20(first.org)
https://riskbasedprioritization.github.io/cvss/CVSS/

Risk-Based Prioritization

Goal: Reducing the risk by optimization of resources

KEV,

CVSS| | BRSS| vumoe | | VEX | | . YOU'RE'R'DIFFICULT VULNERABILITY TO

~

"NUSE! I[LIKEYOU! I

THAT:S W_HY‘I'M GOING TO FIX
SBOM SRA ASIL v‘oll lAST

 SRA = Security Risk Assessment
* ASIL = Automotive Safety Integrity Level

(What is ASIL (Automotive Safety Integrity Level)? — Overview | Synopsys Automotive)

« CAL (Cybersecurity Assurance Level) from
ISO/SAE 21434:2021 is being standardized

Reported Prioritization Prioritized

list

Vulns Function

Periodic refresh

memegenerator.net
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https://www.synopsys.com/automotive/what-is-asil.html

..the opportunity to bring it to
the road through an over the
air update [..] there will be
continuous product
development steps and
continuous steps to upgrade
the customer experience every
month, could be every week,
that extends the life cycle of
the product..

Peter Bosch, CEO CARIAD

Peter Bosch: Software defines the vehicle: Why customers &
developers will love cars even more (2024)

37
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https://www.youtube.com/watch?v=Dx5RMVfzW_E
https://www.youtube.com/watch?v=Dx5RMVfzW_E
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Summary

There will be vulnerabilities
Design your system according to testability and updateability

Have update-plans for complex software (pro-active instead
of re-active)

Dev teams need early feedback on vulnerable dependencies

Prioritize vulnerabilities (known exploits/like) in productive
systems

Updatability — day 1 key feature at SDV
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