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https://cve.mitre.org/data/downloads/allitems.csv.gz
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https://www.theregister.com/2024/03/22/opinion_column_nist/
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https://pkg.go.dev/vuln/
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https://rustsec.org/
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https://lwn.net/Articles/961961/
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http://lore.kernel.org/linux-cve-announce/0
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http://lore.kernel.org/linux-cve-announce/0
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https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://infosec.exchange/@bagder@mastodon.social/113004759431699896
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https://deps.dev/cargo/tokio/1.39.3/dependencies/graph
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https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf
https://git.sr.ht/~gregkh/presentation-security/tree/main/item/security-stuff.pdf


INTERNAL

▪

▪

▪



INTERNAL

https://www.youtube.com/watch?v=3DDi4qQCbxE
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https://www.volkswagen-kgas.com/en.html
https://www.first.org/resources/papers/vulncon2024/VulnCon-Finding-Managing-Preventing-Vulnerabilities-Ghosh-Weichslagartner-Bharadwaj.pdf
https://www.first.org/resources/papers/vulncon2024/VulnCon-Finding-Managing-Preventing-Vulnerabilities-Ghosh-Weichslagartner-Bharadwaj.pdf
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oUNECE R155 - 7.2.2.2 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System ensure security is 
adequately considered, including risks and mitigations listed in Annex 5. This shall include:

(c) The processes used for the assessment, categorization and treatment of the risks identified
(g) The processes used to monitor for, detect and respond to cyber-attacks, cyber threats and vulnerabilities on vehicle types and the processes used to assess 
whether the cyber security measures implemented are still effective in the light of new cyber threats and vulnerabilities that have been identified.

oUNECE R155 - 7.2.2.3 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System will ensure that, based on 
categorization referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and vulnerabilities which require a response from the vehicle manufacturer shall be 
mitigated within a reasonable timeframe.

https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security
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https://etrr.springeropen.com/articles/10.1186/s12544-020-00464-0
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https://www.volkswagen-kgas.com/en.html
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{ "components": [{

"bom-ref": "pkg:conan/libcrypto@24.3.4",

"type": "library",

"name": "libcrypto",

"version": "24.3.4",

"purl": "pkg:conan/libcrypto@24.3.4",

"components": [ {

"type": "cryptographic-asset",

"oid": "2.16.840.1.101.3.4.2.1",

"bom-ref": "oid:2.16.840.1.101.3.4.2.1",

"name": "SHA-256",

"cryptoProperties": {

"assetType": "algorithm",

"primitive": "hash" }

}],

"vulnerabilities": [ {"id" : "CVE-2014-0160"},

{ "affects" : [{"ref" : "pkg:conan/libcrypto@24.3.4"}]}]

}]}

https://cyclonedx.org/docs/1.6/json/
https://github.com/IBM/sonar-cryptography
https://github.com/advanced-security/cbom-action
https://github.com/Santandersecurityresearch/cryptobom-forge
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https://riskbasedprioritization.github.io/
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https://www.first.org/cvss/calculator/3.1
https://www.first.org/cvss/v3.1/user-guide
https://www.first.org/cvss/v3.1/specification-document
https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.exploit-db.com/
Exploit%20Prediction%20Scoring%20System%20(EPSS)%20(first.org)
https://riskbasedprioritization.github.io/cvss/CVSS/
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https://www.synopsys.com/automotive/what-is-asil.html
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https://www.youtube.com/watch?v=Dx5RMVfzW_E
https://www.youtube.com/watch?v=Dx5RMVfzW_E
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