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« Addressing Additional areas can be improved

«Conclusion & Future Research
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Scope of ISO/SAE 21434

Focus

»  Cybersecurity for electrical and electronic
(E/E) systems in road vehicles.

« Establish vocabulary, objectives,
requirements, and guidelines related to
cybersecurity.

Implementation

» Define cybersecurity policies and processes.

» Support the management of cybersecurity
risks and foster a strong cybersecurity
culture.

™

Goals

Ensure that systems are protected against modern
and evolving threats.

Provide a common language and guidelines for
cybersecurity across the supply chain.

Key Concepts

Cybersecurity Risk: The likelihood and impact
of threats exploiting system vulnerabilities.
Risk Management: The process of identifying,
assessing, and handling cybersecurity risks.

TARA
Continues monitoring BH.




Identifying Challenge areas in the Current Standard

« Lack of Predictive Analytics in supply Chain Security
«  Continuous Monitoring and Data Retention
« Data Privacy and Security

« Data Quality and Volume Management
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First Challenge: Scenario
Example: Electric Vehicle Braking System TARA & SOC

« A TARA indicates low risk for a specific threat.
« SOC detects high-severity alert in real-time.
» The absence of proactive measures and continuous monitoring leads to delays in updating the TARA.

« The vehicle remains vulnerable until a new risk assessment is performed and mitigations are

implemented.
Real-Time
Monitoring &
Adaptation
Proactive Approach: Integrating
ML transforms ISO/SAE 21434
Into a more dynamic, proactive
framework, addressing evolving
threats effectively.
Dynamic Risk

Management BH.




System Model
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Data Collection Layer

In-VVehicle Data Cloud-Based Data

vehicle speed,

CAN bus OBD sensor location, Diagnostics, ML Historical Past
messages readings driver error codes Results Data incidents SRR Ea
behavior
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Data Preprocessing & Data Transformation Layer

Data Preprocessing Layer

« Data Cleaning: Corrects errors and inconsistencies to ensure accuracy.

» Feature Extraction: Isolates important features for effective cybersecurity
analysis.

Data Transformation Layer

» Efficiently transfers cleaned and preprocessed data, reslut of ML to
central units or cloud via Wi-Fi, cellular networks, or DSRC for real-
time or on-demand analysis.
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Machine Learning Layer - Hybrid Approach

In-Vehicle ML

» Real-Time Detection: Lightweight ML models (e.g., Isolation Forest) on the
vehicle’s TCU.

» Data Sources: Analyzes data from CAN bus messages, OBD sensor readings, and
telematics.

» Benefit: Immediate anomaly detection and response enhance operational safety by
promptly identifying and addressing threats..

Cloud-Based ML

« Complex Analysis: Advanced ML models for in-depth analysis and model updates.
» Data Sources: Incorporates historical data, HARA, TARA databases, and real-time
data.

 Benefit: Provides scalability, predictive analytics, and ongoing refinement of
detection models
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Implementation Approaches

First Approach: New Sensor Technology
Embedding new, high-memory sensors into automotive systems

Benefits

Challenge

» Faster processing and better support for machine learning
* Improved real-time monitoring
» Early detection of security threats, especially in systems like brakes

» Takes time and costs more to work with existing ECUs
* Requires a lot of memory and processing power
« Higher initial cost due to advanced sensors
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Implementation Approaches

Second Approach: Utilizing Existing Vehicle Systems

Using existing sensors (CAN, TCU, OBD) with lightweight ML models embedded in
the system

Leverages established systems for efficient anomaly
Benefits detection

Improves cybersecurity with minimal hardware changes

Adapting ML to diverse data formats
Ensuring seamless integration with existing architectures

Challenges

Lack of resources
/"\
M BH.




Real-Time Anomaly Detection (Case Study)

—— Scenario

 Focus on the vehicle's braking system

—— Assumptions

A typical vehicle setup with standard ECUs and TCUs

« Utilize lightweight ML models suitable for in-vehicle processing.

Creation Process

Collected continuous braking data records for analysis.
Implemented on-board ML models.

Transmitted the processed data to the cloud

Refined detection models to enhance accuracy over time.

QOutcome ?
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B8 S0C/Splunk_Alert_Status

VALUES: 20 (100%)
MISSING:
DISTINCT: 2 (10%)
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VALUES: 20 (100%)
MISSING:
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Customized Isolate Forest for anomaly detection

«Algorithm Execution: A lightweight version of the Isolation Forest with 20
trees and a subsample size of 128.

«Performance Check: The algorithm is optimized for the available hardware,
using C/C++ code.

Isolation Forest might be preferred for its balance of performance and
resource usage.

*LOF can be effective but might be more resource-intensive.

«Z-Score offers simplicity and low computational overhead but works with
single variable of data
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Analytical Data

Number of Anomalies Over Time for Braking System
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This is due to the integration of diverse
data sources like diagnostics, TARA,
and historical incidents, which improve

overall threat detection.

Over time, our proactive approach
detects more anomalies compared to
traditional SOC methods.




Distribution of Anomaly Scores
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Recommend Work Products
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Recommend Work Products

Layer ISO/SAE 21434 Clauses Additional Recommended Work Products

Data  Collection 8.3 Cyber Security Monitoring Work Product: Data Integration Plan
Layer « Define sources of telematics and diagnostics data (e.g., CAN bus, sensors).
« Specify protocols for data collection (e.g., frequency, data format).

15.3 Asset Identification Work Product: Threat Intelligence Enhancement Plan

« Identify sources of threat intelligence (e.g., external feeds, internal monitoring
systems).

« Specify the frequency and methods of updating threat intelligence data.



Layer ISO/SAE 21434 Additional Recommended Work Products
Clauses
Data Preprocessing 15 TARA Data Validation Plan

Layer

«Define procedures for validating data integrity and reliability throughout
the data preprocessing phase.

«Specify tools and methodologies for identifying and addressing data
inconsistencies or errors.

+Outline criteria for data validation and acceptance criteria before
proceeding with threat analysis and risk assessment.

Feature Engineering Documentation

« Records key features identified and extracted during preprocessing

Machine Learning
Layer

10.4.2 Integration and
verification

ML Model Validation Report

Detail the validation procedures and results to verify the effectiveness and
accuracy of ML models.

Model Lifecycle Management Plan

Outline the procedures and strategies for managing the lifecycle of
cybersecurity models, including updates, improvements, and validation

activities.
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Benefits of ML Integration for Stakeholders

» Proactive Risk Management: Integrates
predictive analytics for continuous
monitoring and dynamic risk assessments.

OEMs » Improved Security: Enhances ability to
anticipate and mitigate potential security
issues throughout the vehicle lifecycle.

« Early Detection: Analyzes data to
detect anomalies and potential threats
Tier 2 in the supply chain. Helps identify
risks early, allowing for design or
access control adjustments to enhance
overall vehicle cybersecurity.

Tier 1

Auditors

* Predictive Analytics: Identifies
vulnerabilities early during the design
phase.

* Enhanced Security: Optimizes risk
assessments and develops more
secure components, ensuring
compliance with ISO/SAE 21434.

* Enhanced Analysis: Automates the
analysis of large datasets and logs.

« Actionable Insights: Generates
detailed reports for quick identification
of critical areas, improving audit
quality and efficiency.
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Conclusion & Future work

* ISO/SAE 21434 is a strong foundation for automotive cybersecurity.

e Challenges exist in proactively addressing evolving threats.

* Integrating ML enhances the standard's reactive framework.

* ML improves threat detection speed and strengthens cybersecurity resilience.
e Future Work

e Automated Responses: Develop methods to isolate affected vehicles and activate emergency
protocols.
ML Security: Address security risks associated with ML techniques and safeguard sensor data.
Model Updates: Continuously update ML models to handle new and emerging threats.
Data Privacy: Ensure robust protection and privacy for data collected throughout the
cybersecurity process.
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Vehicle Cybersecurity Engineering Cloud (VSEC)

Test
Automated requirement verification
testing with our proprietary
Breakwater UNR 155 test cases.

Garage :
% Virtual vehicle cybersecurity Risk Manager
garage for training and testing. ISO/SAE 21434 risk workflows

\ in every phase.

...

i
J)
Vehicle Breakdown

Core data object that all blocks
attach data to.

Learn
On-demand vehicle cybersecurity Dashboard
engineering training. Management Reporting &

\G

Real-time Security Posture for
Vehicle Programs

£r

Additional Blocks

Block Harbor develops new blocks
while enabling partners to build their own.
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Block Harbor. Services Some of our great

Vehicle Cybersecurity Labs (VCL) STEL L/\N e VOLVO TRUCKS

Security Assessments
Penetration Testing @ ..@
Fuzz Testing mn&!\w ‘

Reverse Engineering

3¢ BorgWarner DANLANVY DENSO

I Vehicle Security Operation Center (VSOC) (((”))) GENTHERM () TOgg

) Threat Analysis & Risk Assessment (TARA) . .
Cybersecurity Management System (CSMS) Est. 2014 in Detroit, MI.
Security Concept Design & Requirement Definitions

‘ g Vehicle Security Operations (VSO)

c:*’_;l\ Vehicle Cybersecurity Consulting
) ISO/SAE 21434, WP.29, TISAX, etc.
- Vehicle Cybersecurity Training
Vehicle Cybersecurity Lab Buildout BH.
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Questions?

Block

Harbor.

Cybersecurity

Building great solutions to keep mobility safe.
contactus@blockharbor.io
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