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Securing the Three Layers of Smart Mobility

For robust safety and security in smart mobility, a holistic approach to the entire ecosystem is imperative
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Dedicated SOC monitoring, investigations and remediation

APlIs

Users and systems API
communications

Cyber Threat

Intelligence Automotive Cloud

Proactively identify cyber Backend systems

threats related to
your products and supply
chain.

Vehicle

In-vehicle networks and
components

(©) 2024 Upstream Security Ltd. All Rights Reserved. Confidential.



Bridging the Gap to Dynamic TARA FO7oneRe France | June 2023

Cyber threat situational awareness is a key connector for security orchestration

‘ ’ Enhanced Automation ‘ ’

R&D VSOC/
Engineering TARA cT SOAR

Threat & Risk
Prioritization

DEVELOPMENT OPERATIONS
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Risk Recharging:
Real-life examples

The continuous and proactive risk feedback
loop, collaboration and automation across the
entire automotive cybersecurity stack



Automotive Risk Recharging -

vSOC
Real-time detection &
response
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Threat Impact Level
oserse s

Threat Intelligence
Proactive risk analysis
across the supply chain

Internal risk
assessments & testing
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Upstream

Aftermarket manipulation of sensitive

ECUs




Diagnostic Tools: A Gateway to Vehicle Manipulation
Due to Advanced tools and leaked access details
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Aftermarket manipulation of sensitive ECUs

Threat Intelligence

Step 1

CTI team identifies an
aftermarket rouge diagnostic
tool usage and access via
leaked credentials of a
diagnostic licensed user sold in
a dark web marketplace.
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Aftermarket manipulation of sensitive ECUs

Step 2

Chip tuning DTCs, and
abnormal tester behavior
anomalies trigger an

alert.

Threat Intelligence

The compromised
certificate is revoked,
modified configurations
are reverted.
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Aftermarket manipulation of sensitive ECUs

Threat Intelligence Step 3

The TARA is updated to
include additional ECUs
as high-risk assets.

CTI scope of collection
extended following
TARA update.

TARA _
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Upstream

H27  CVEtriggers deactivation of charging
stations
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CPO & EV OEM: The Critical Junction in EV Cybersecurity

Directly affecting physical assets and serving as a bridge to backend infrastructure

The physical public world

IEEE 2030.5

ﬁ IEC/1SO 15118 oL
% IEC 61851-1 IEC 61850-90-8
Electric Vehicle OEM Electric Vehicle

(EV) Supply Equipment

(EVSE)

e

EV Charging Backbone

learing House

Charge Point
Operator
(CPO)
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eMobility Service Distribution
Provider System Operator
(eMSP) (DSO)

Diagram inspired by: ElaadNL EV related protocol study v1.1



https://www.elaad.nl/uploads/downloads/downloads_download/EV_related_protocol_study_v1.1.pdf

THE EV INFRASTRUCTURE PERSPECTIVE

Charging attack vectors and risks
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Application attacks on the CSMS
Changing of billing record
Incorrect or incomplete transactions
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OCPP C&C Attacks

Bad OCPP commands from the CSMS to the EVSE
Installing bad firmware on the EVSE
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API attacks

: Olos
T —>
Vehicle to EVSE

Attacks on the public charging APIs

Using the EVSE as the entry point to attack the CSMS, and from there other EVSEs or he
infrastructure

Combined Charging System (CCS) physical attack from charging station to vehicle
I1SO 15118 — EVSE attacking the EVCC and from there attacking other ECUs in the vehicle

EVSE to Vehicle

e._)éﬁé o A charging network is attacking multiple vehicles from multiple EVSEs
b e Asingle EVSE is attacking multiple vehicles

Grid to Fleet
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EV Threat Landscape Is Evolving

Due to connectivity, EV infrastructure, APIs and more

Shell Recharge security lapse exposed EV drivers'
data

Zack Whittaker @zackwhittake

r / 10:30 AM GMT+3+ June 9, 2023 T comment

A Ukrainian Company Hacked Russian EV
Charging Stations to Protest the Invasion

by Becca Hopkins | More Articles: News

Published on May 6, 2022
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Hackers Are Starting To Target EV
Charging Stations

Terra AC wallbox Authentication and
Communication Vulnerabilities

Cases of hacking are on the increase in the EV community.

CVE ID: CVE-2023-0863, CVE-2023-0864
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An attacker could execute actions
and modify or read configuration
settings of the product. An
attacker could also eavesdrop
during configuration or usage of
the device

Brokenwire Hack Could Let Remote Attackers Disrupt Charging for
Electric Vehicles

EV charging points hacked to show explicit material



CVE triggers deactivation of charging stations

Threat Intelligence

Step 1

A new vulnerability detected in the dark-web
exposed the ability to execute unauthorized
remote commands on charging station
controllers.

CTI team recommends increasing monitoring
sensitivity for the specific controllers.
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CVE triggers deactivation of charging stations

Step 2

Multiple OCPP security
anomalies trigger an
alert.

Threat Intelligence

vSOC team deactivates
the chargers remotely
and initiates a workflow
to patch vulnerabilities.
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CVE triggers deactivation of charging stations

Step 3

Charging station
controllers’ models are
updated as high-risk
assets in the TARA.

Threat Intelligence

CTI collection priorities
were updated and OTA
update was initiated.
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Automotive Risk Recharging -

vSOC
Real-time detection &
response

N
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Threat Impact Level
oserse s

Threat Intelligence
Proactive risk analysis
across the supply chain

Internal risk
assessments & testing
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Upstream

Thank you

Eladr@upstream.auto
Tom@upstream.auto
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