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Secure isolation

Secure / Isolation

Secure - Free from risk of loss, trustworthy

Isolation - The condition of being isolated

Secure isolation - A cybersecurity strategy that involves
isolating a system, an application, a network, or data to

prevent it from being exposed to potential threats
(Technipages)

Key goals of Secure isolation:
« To prevent unauthorized access
« To contain potential threats
« To maintain privacy and data integrity
« * To ensure system stability

What Is Isolation-Based Security? - Technipages
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https://www.technipages.com/what-is-isolation-based-security/

Layers of secure isolation
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Industry - manufacturing level
Vehicle - external interface
Vehicle - onboard systems

Controllers - individual ECU

Applications - use case based
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Industry - manufacturing level

During vehicle development

 Secure software development
* Source code management

During manufacturing

» Manufacturing data isolation
» Secure production

During vehicle operation

« Secure communications
« Endpoint security

In offboard infrastructure

+ Continuous monitoring
* Fleet management
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Vehicle - external interface

Network interface

* Wireless
« Cellular

Physical interface

* Onboard diagnostic port
» Media ports

External threat detection and response

* Host-based IDS
» Real-time response
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Vehicle - onboard systems

ECU isolation

« Physical and logical separation
« Communication isolation

Network isolation

» Network segmentation
+ Gateway and firewall

Data isolation

« Access control and authentication

Onboard threat detection and response
Software update management
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Controllers - individual ECU

« Secure enclave
« Memory protection

Application isolation and protection

« Sandboxing
* Integrity checks
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Use-Cases for isolation inside ECUs

QM ' Safety
world | Partition
4 4 ) 4 )
-
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AUTSSAR AUTSSAR AUTSSAR

HV native HV native Network HV native Safe Monitoring &

apps VM VM apps service apps VM Network control apps

Hypervisor Hypervisor Hypervisor
ECU consolidation Separation Mixed criticality systems
Increased compute power of automotive Growing Car-2-X connectivity requires secure Virtualization brings in the key technology to
microprocessors enables consolidation of separation of applications, e.g., out-bounded isolate software services with different safety
multiple functions into one processor, e.g., light connections vs. in-vehicle (board) network. integrity levels running on the same

control and ambient temperature control. microprocessor.

Board network need to be split in security
domains where access control is needed.
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Isolation by hardware

RTC/HPC ECU

" N 4 N

Memory Protection Units (MPUs) / Memory
Management Units (MMUs): Control and
restrict access to different memory regions to
protect against unauthorized access.

High-
performance
cores

Real-time
cores

Secure enclave
(TEE / HSM) S G d

Comm HW

Trusted Execution Environment (TEE) /
accelerators

Hardware Security Modules (HSM): Create
isolated processing environment within the

hardware to handle sensitive tasks and data
securely.

[CAN/FR/LIN (BUS)

[ CAN/FR/LIN (BUS) ] Ethernet switch
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Isolation by hypervisors

HV native Apps

] ] . p
eMMC driver 'Egi
Guest OS 9 Guest OS

AUTSSAR "" AUTSSAR I i

Ethernet driver Platform

Monitor

TEE / HSM firmware

QM partition Safety partition

Microkernel / Hypervisor

Performance partition (Armv8.x-A cores) / Real-time partition (MPU -based cores) Secure el_?gll\j;/e (TEE/
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Deep dive example

HSM service to virtual machines via embedded hypervisor in real-time platforms

MCU
Application core (multicore environment) HSM core
Application software core-0 core-1 core-2 HSM firmware
VM1 par-0 VM2 par-0 par-1
swc swen swem,
queue-0 queue-0 queue-1
Crypto drive(instance-0) M Crypto dri\:./er (instance-0) v
3 % A A
: ' !
1 1

| i | )

. I I

Physical channel - 3 : Physical channel - 1 Physical channel -2 Logical
|
Bridge Reg3 - Bridge Reg3 - : Bridge Reg1 - Bridge Reg1 - Bridge Reg2 - Bridge Reg2 - dnerinele
HSM2HT HT2HSM : HSM2HT HT2HSM HSM2HT HT2HSM 1
1 i | >
Shared RAM - 1 Shared RAM -1 Shared RAM -1 Shared RAM - 1 Shared RAM - 2 Shared RAM -2 48
- VM1 - HSM - VM2 - HSM

! :
1 N
I

Application core I ! R 1l )

Embedded hypervisor : O — e -1-- -:
@ — — — — e e -t4-»

D
Access rights provider for physical channels < -e- Communication path to write or read to / from phy.ch. & L.ch.
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Isolation by OS and application
layer, 7 S -

Container 1 Container n
Container
1a

» Execute applications in isolated environments, sharing the same OS kernel
but isolating dependencies and application code.

S . 4 . ; _ LMW | Application
* Run applications in isolated environments with restricted access to system | (St space

resourcesanddata. T

Base i Middleware
« Startup | API
o Update :Automotive ‘

+ Each software process runs in its own memory space, isolated from others, - Monitoring ik%'rﬁggf\é”*g%%“)’e

preventing data leakage or tampering. - Logging 1 ROS2, ...)

» Implement policies that restrict access to system resources and ensure
only authorized processes / applications can interact with critical
components, access to sensitive data or system functions.

» Use features like mandatory access controls (MAC), SELinux, or
AppArmor to enforce security policies at the OS level.
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Layered secure isolation

Protect

External interface In=vehicle

ECU Isolation
Onboard Network Isolation

Data Isolation and Protection

Onboard Threat Detection and Response
Software Update Management

» Network interface
» Physical interface
+ External threat detection and response z

o
N

e S» o

Secure architecture

Communication Isolation
+ Data Isolation

+ Hardware-based Security
* Hypervisor

Vehicle development
* Manufacturing
 Vehicle operation
1 » Offboard Infrastructure

Application

Containers
+ Sandboxing
 Process Isolation
» Access control

[ 73
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Protect In-vehicle

External interface

ECU Isolation
» Physical interface y : Onboard Network Isolation
- External threat detection and response - * - e - Data Isolation and Protection
- e o Onboard Threat Detection and Response
Software Update Management

» Network interface

Secure architecture

m
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