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Agenda

Speaker TARA Process Pain Points
Introduction Introduction with examples
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Speaker Introduction

Swhoami

Falk Mayer

Co-Founder and Managing Director BreachlLabz

Previously Senior Consultant
Many years of experience in SW development, CySec engineering,

and project management
Contributor to several HPC algorithms for medical applications
Known to always buy at least two loT devices of the same kind
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Pain Points
No integration of supplier TARA into the OEM TARA

g ?
Based on the ISO/SAE 21434 \ /

Standard, there is no
predefined TARA template to TARA

be adopted universally. % / I \E
v ©

i
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Pain Points
No integration of supplier TARA into the OEM TARA

Supplier Company Customer Company
Each company creates and v
develops its own TARA.
Vv
TARA

4

In most cases, including a supplier
TARA into an OEM TARA is
impossible.
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Solutions

Implementation of supplier attack path as single step in OEM Tara

Get hired as software engineer at manufacturer Compromise integrity of left headlight Use supplier TARA
damages as
<1day Proficient Publi Moderate Standard <1 month Proficient Public Moderate Standard attGCk Steps

/'
N/

Gain provisioned access to source code Compromise integrity of right headlight

Public Standard th Proficient Public Moderate Standard
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Pain Points

Redundancies on vehicle level are often not communicated and taken into account

Damage Scenario

Camera
Requests

Camera Supplier

Requests

Damage Scenario

LiDAR

TARA

7 © 2024 BreachLabz GmbH. All Rights Reserved. IJrECIChI_GIJZ,



Pain Points

Redundancies on vehicle level are often not communicated and taken into account

Example
N ”
o
NOV [: I Damage Scenario:
NOV Driver gets control back
Camera ,
Vehicle enters safe state.
. Driver has to regain control

y Mismatch of the vehicle.
N L/
N >
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Solutions

Damage scenario Linking to identify redundancies and consider them in the attack path analysis

Integrate
Showcase Safe States

redundant
input

] Inavailable traffic detection - safe state

LEFT HEADLIGHT RIGHT HEADLIGHT sl Arebnie RUBLAR R

Loss of integrity of headlight activation Loss of integrity of headlight activation Loss of integrity of camera bitstream Loss of integrity of distance measurement data
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Pain Points

Damage Scenarios are not linked between suppliers and OEMs

Camera Supplier

5_+

TARA

Damage Scenario - Camera

[%l

o

Compromised
Camera

LiDAR Supplier

TARA

—

Damage Scenario - LIiDAR

Compromised
LiDAR

_/
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Both TARAS
assume there is no
redundant
implementation at
the venhicle level
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Pain Points

Damage Scenarios are not linked between suppliers and OEMs

OEM

TARA

Damage Scenario - ADAS System

@

-
Compromised
Camera

AND

L 4
«w *

Compromised
LiDAR
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Pain Points

Risks are not allocated to architectural elements on OEM level

Risks should not only be allocated to assets of an item Rather they should be allocated directly to
architectural elements
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Pain Points

No clear requirement specification for the supplier to follow

=
0=D) —

Front Camera

D) —

Rear Camera

Reality

Security. Req.

Front Camera
Requirements

Security. Req.

Rear Camera
Requirements

VS

OEMs approach

Security. Req.

Camera
Requirements
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Solutions

Allocation of controls to supplier to tailor requirements scope

Well-Known Approach

Evaluate potential attack vectors

No . .
Risk Too High?

Accept Risk

Assign Control

One Step Further

N
Control N/A 2

Assign Requirements Catalogue to
Supplier

14
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No Is component in
path?

Is AV linked to
component?

es

Assign Control to
Component
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Solutions

Allocation of controls to supplier to tailor requirements scope

Front Camera
FullView ICU2

NN Left Headlight

BrightLabz S0h
o2 CAN

o0 Right Headlight
BrightLabz 90h
@ AnotherCorp L33T 8 e : 2
[ xcp

g EMMC
Octagon Supreme V2 RAM
g

OtherCorp RAI12M
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Pain Points

No clear handling of transfer or sharing claims

ECU Supplier A
A

o

TARA

ECU Supplier

A

{F

16

ECU Supplier
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ECU Supplier B
A

o

TARA

&

{F
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Pain Points and Solutions

Penetration Testing costs are very high if performed regularly and don’t yield benefits if they overlap
too much between different components.

Reality Ideally
E 10010 1 E'.C. - -2 E -2
Unit to te{ Redundant Testing activities
Testing activity =
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