MCS24EV1714500

U|_ Solutions

The complex regulatory
landscape of automotive
cybersecurity

Challenges of national standards

Janine Funke
September 2024

Within UL Solutions we provide a broad portfolio of offerings to many industries. This includes certification,
testing, inspection, assessment, verification and consulting services. In order to protect and prevent any
conflict of interest, perception of conflict of interest and protection of both our brand and our customers
brands, UL Solutions has processes in place to identify and manage any potential conflicts of interest and
maintain the impartiality of our conformity assessment services.

©2024 UL LLC. Al rights reserved. W KUGLER IAAG CIE )’(VA methodp

by UL Saiuions by Ul Salutions

_alk

Salutions



THIS DOCUMENT MAY NOT BE COPIED WITHOUT
WRITTEN PERMISSION FROM UL LLC AND ONLY
IN ITS ENTIRETY.

THE DOCUMENT IS FOR GENERAL INFORMATION
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We
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Our solutions span

the environmental, social
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UL Solutions mobility and critical systems (MCS)

Management consulting
« Strategy implementation . o ..'.

* R&D alignment and reconfiguration ) 28
g 9 - ....;2. *e 3 o0
s 2 o 9, .O,@
Process and work force excellence *° | ® o °
« Process improvement programs %
— Automotive SPICE® . .
— Functional safety .® . .
— Autonomy Safety/SOTIF At UL Solutions,
— Automotive security
~ Agilit 14 800+
— Systems Engineering mission-driven employees work in
+  Assessments, coaching and training... countries
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Cybersecurity in the Regions

« UNECE WP.29
« ISO

* European Union
+ Japan

* South Korea

* Mainland China
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Cybersecurity in the Regions

* UN Regulation No. 155 — Cyber
Security and Cyber Security
Management System

* UN Regulation No. 156 — Software
Update and Software Update
Management System
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Cybersecurity in the Regions

+ |ISO/SAE 21434:2021 Road vehicles —
Cybersecurity engineering

* ISO/PAS 5112:2022 Guidelines for
auditing cybersecurity engineering

+ |ISO/SAE PAS 8475 Cybersecurity
Assurance Levels (CAL) and Targeted
Attack Feasibility (TAF) (under
development)

« ISO/SAE TR 8477 Cybersecurity
verification and validation (under
development)
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Cybersecurity in the Regions

* Network and Information System
Directive 2 (NIS2)

+ General Safety Regulation (EU)
2019/2144 (GSR)

* Cyber Resilience Act (CRA)

* General Data Protection Regulation
(GDPR)
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Cybersecurity in the Regions

* JAMA/JAPIA Cybersecurity
Guidelines, Updated 2023

e Act on the Protection of Personal
Information (APPI)
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Cybersecurity in the Regions

« Motor Vehicle Management Act

* Personal Information Protection Act \
(PIPA)
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Cybersecurity in the Regions

* Cybersecurity Law
« Data Security Law
 Personal Information Protection Law

* ICV (Intelligent and Connected Vehicle)
framework — Cybersecurity and Data
Security

Solutions © UL Solutions | Automotive Cybersecurity and the ISO/SAE 21434:2021 Standard, Version BO1 (August 8,2024) o o o e b e
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Cybersecurity-related laws in Mainland China

Cybersecurity law Data security law Personal information
protection law

Effective since 2017 Effective since 2021 Effective since 2021

Aims to improve cybersecurity Governs the creation, use, Protects personal information
in the interest of national storage and transfer of data rights and interests,

security within Mainland China standardizes personal

information-handling activities
and promotes the appropriate
use of personal information
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Intelligent and connected vehicles (ICV) standard system

ICV standard
development
guideline
released with
2020 and 2025
targets

(@) souins

4 2022 L4

First draft of ICV
standard system
released for
driving assistance
and low-level
automated driving

Updated version
of ICV standard
system released
for general
functions of
combined driving
assistance and
automated driving

4 2025 L4 2030

ICV standard
system with more
than 100
standards ready
for general
functions of
combined driving
assistance and
automated driving

ICV standard
system with more
than 140
standards ready
for harmonized
development of
single-vehicle
intelligence and
systematic multi-
vehicle connectivity
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ICV standard system at a glance*

ICV standard system

300 Application of products

100 Basics 200 General specifications and technologies

: 220 . . :
210 Functional ; 260 Evaluation J310 Informationfill 320 Advanced 330 Automated 350 Resource
safety and Cyberscallity 230 HMI 2D WS E0G 250 EMC system and perception and driving function and management

and positioning f ; . drivin Sl A
SOTIF data security tools integration assistance g application and application

110 Terms and
definitions

120 211 Functional 221 231 Driving 261 Ability

Classification safety Cybersecurity interaction

311 Radar and 321 Information] M§331 Functional 341 Functional 351 Platform

Aunli camera assistance specification specification architecture

312 Vehicle
information 322 Control 332 Test
interaction assistance methods

terminal

Management
and
development
process

342 Application
aad Of connection
technology

130 Symbols 222 Data 232 Cockpit 352 Vehicle

ol 212 SOTIF Sl

and codes security interaction

* |ssued by CATARC in 2023 W omentand

tools

13 Perception 333 Critical
fusion system

353 Vehicle

chips

Safety of the intended functionality (SOTIF)
Human-machine interface (HMI) cenarios
Electromagnetic Compatibility (EMC) smmuanmcce WCYA  Bmethodpark 14
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ICV cybersecurity and data security standard system*

ICV cybersecurity and data
security standard system

. 200 Vehicle and 300 500 Application 600 Security
10:ngebr;§ri<’éllslty infrastructure Communication 400 Data and service assurance and
security security security support

301 401 General ;
- | { | 601 Risk
102 Overall 202 Vehicle L =l 402 Classification I 502 Application
framework cybersecurity gl 302 Authentication security

security

101 Terms and
definitions

501 Backend
security

Il 201 Vehicle device
cybersecurity

602 Security
monitoring and

emergency
management
S . | 403 Data
ybersecurity overseas securit 503 Service
I 103 Cr)llptotgraphy for roadside Bl security i
appicatel communication ggfnggéﬂgg
men —
eguipment 404 Personal assessment
— information
. protection
* Issued by Ministry of 204 Infrastructure
Industry and Information and system

Technology in February cybersecurity -
2022 405 Application data
security
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Some GB(/T)s in the ICV Cybersecurity and Data Security
Standard System (1/2)

6

Title Standard Nr. Status Description
201 Technical requirements and test methods for cybersecurity GBI/T 40856-2021 Published Mainland China specific
of on-board information interactive system standard mainly for IVl and T-
Box system
Technical requirements and test methods for cybersecurity GBI/T 40857-2021 Published Mainland China specific
of vehicle gateway standard for gateway
202 General technical requirements for vehicle cybersecurity GBI/T 40861-2021 Published Mainland China specific
standard
Technical requirements and test methods for cybersecurity GBI/T 41578-2022 Published Mainland China specific
of electric vehicle charging system standard for EV charging
system
Technical requirements for vehicle cybersecurity GB 44495-2024 Published Based on UNECE R155 with
- Enforcement some Mainland China
Jan. 1, 2026. specific requirements
General technical requirements for software update of GB 44496-2024 Published Based on UNECE R156 with
vehicles - Enforcement some Mainland China
Jan. 1, 2026. specific requirements

Technical requirement for cybersecurity of vehicle diagnostic ~ GB/T
(Gugjia Biaozhun, or “national standard™in Chinese)

Interfac%B/T (Guojia Biaozhun/Tuijian, or “recommended national standard” in Chinese)

In establishment

Mainland China specific
standard for diagnose
interface
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Some GB(/T)s in the ICV Cybersecurity and Data Security
Standard System (2/2)

Title Standard Nr. Status Description
501 Technical requirements and test methods for cybersecurity GBI/T 40855-2021 Published Mainland China specific
of remote service and management system for electric standard for end-to-end
vehicles system
602 Guideline for emergency response management of GB/T In establishing Mainland China specific
automotive cybersecurity standard
Road vehicle cybersecurity engineering GB/T In Will be transformed from
establishment ISO/SAE 21434
Road vehicles — Guidelines for auditing cybersecurity GB/T To be Will be transformed from
engineering established ISO/PAS 5112
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Summary and outlook

« Automotive cybersecurity faces the challenge of meeting various
international and regional regulations, and standards.

« National automotive cybersecurity regulations mainly build upon
the UN R155 and ISO/21434 regulations resulting from its first-
mover advantage.

* National Data privacy regulations are a significant factor that
needs to be proactively considered for automotive cybersecurity.

* In Mainland China, there is a main framework for intelligent and
connected vehicles, including cybersecurity, which will soon have
more regulations.

* India prepares regulations with AIS 189 (covering CSMS) and
AIS 190 (covering SUMS) but they are still in the draft stage.
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Questions?

Janine Funke
Janine.Funke@UL.com

UL.com/Solutions
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Thank you

UL.com/Solutions

Within UL Solutions we provide a broad portfolio of offerings to many industries. This includes certification,
testing, inspection, assessment, verification and consulting services. In order to protect and prevent any
conflict of interest, perception of conflict of interest and protection of both our brand and our customers
brands, UL Solutions has processes in place to identify and manage any potential conflicts of interest and
maintain the impartiality of our conformity assessment services.

©2024 UL LLC. Al rights reserved W KUGLER MAAG CIE )’(VA methodpark

by UL Saiuions by UL Sclutions




	Slide 1: The complex regulatory landscape of automotive cybersecurity 
	Slide 2
	Slide 3: We  deliver
	Slide 4: UL Solutions mobility and critical systems (MCS) 
	Slide 5: Cybersecurity in the Regions Cybersecurity is a global and regional topic – selected regions  
	Slide 6: Cybersecurity in the Regions  UNECE World Forum for Harmonization of Vehicle Regulations
	Slide 7: Cybersecurity in the Regions International standards   
	Slide 8: Cybersecurity in the Regions European Union  
	Slide 9: Cybersecurity in the Regions Japan  
	Slide 10: Cybersecurity in the Regions South Korea
	Slide 11: Cybersecurity in the Regions Mainland China  
	Slide 12: Cybersecurity-related laws in Mainland China
	Slide 13: Intelligent and connected vehicles (ICV) standard system  
	Slide 14: ICV standard system at a glance* 
	Slide 15: ICV cybersecurity and data security standard system*
	Slide 16: Some GB(/T)s in the ICV Cybersecurity and Data Security Standard System (1/2)
	Slide 17: Some GB(/T)s in the ICV Cybersecurity and Data Security Standard System (2/2)
	Slide 18: Summary and outlook    
	Slide 19
	Slide 20

