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Founded in 2016 by leaders of 
Israel’s National Security 
Services 
— 
Selected cyber partner of
the Volkswagen Group
— 
Financially Strong & Profitable  

A full lifecycle 
smart mobility 

platform

A growing 
workforce 

~230 employees

85% cyber experts 

A global
footprint

Israel, North America, 

Europe & Asia  

Industry 
certifications

ISO 9001  |  ISO/IEC 90003

TISAX
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ISO PAS 8475 key takeaways.

The Targeted Attack Feasibility concept.

Example ECU project – Engine Control Module.

Application of TAF for ECM project.

Q&A
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Road vehicles — Cybersecurity Assurance Levels (CAL) and Targeted Attack Feasibility (TAF)

ISO PAS 8475

A common language for assurance.CAL
•Decision – Determination – Usage.

•Criteria for design, modeling and coding guidelines.

•Criteria for design and integration.

•Criteria for testing (metrics, test types, test cases).

A common language for specifying safuaguards.TAF
•Decision – Determination – Usage.

•The TAF concept in a distributed value chain.

•The method for TAF rating.

•Supporting examples for the application of TAF.
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The Targeted Attack Feasibility concept

What?

• Expected attack 
feasibility when a 
CS Control is 
applied. 

Where?

• Customer-Supplier 
communication.

• If some CS Control
is omitted.

How?

• Specifying the 
strength of the 
complimentary 
controls. 

TAF
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The Targeted Attack Feasibility concept

Source: ISO PAS 8475:2024 2024-02-07

TAF rating: 
ISO/SAE 21434:2021 Clause 15.7.2
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The Targeted Attack Feasibility concept

In other words...

Asset Threat Attack Path Damage Scenario Feasibility_Initial Impact_Initial RISK_Initial CS  Goal Feasibility_Residual Impact_Residual RISK_Residual
Functional 
coding

Violation of 
Integrity/Authenticity

Diagnostics DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Medium Major MEDIUM CSGoal1 Low Major LOW

Functional 
coding

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Low Major LOW N/A Low Major LOW

Usage 
history

Violation of Privacy SOME/IP service DS.2 Unauthorized 
access to private 
information

Medium Severe HIGH CSGoal2 Very low Severe LOW

Usage 
history

Violation of Privacy SPI interface DS.2 Unauthorized 
access to private 
information

Low Severe MEDIUM CSGoal3 Very low Severe LOW

TAF
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The Targeted Attack Feasibility concept

Use cases

TAF Legacy 
Architectures

Difference 
in technical 

solutions

Technologies 
not covered 

with 
customer 

requirements
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Still TAF as steel...

A legacy ECM project
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...even after 2024 – but in a secure way!

Revving up the engine...

Source: https://toshiba.semicon-storage.com/

Debug interface

Vehicle CAN data Diagnostic interface

Software update
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Customer cyber specifications for the ECU

Interface 
hardening

Restricted 
debug interface

ECU data 
protection

Secure Boot

Secure UDS

Secure Software 
Update

Hardware 
Security

HSM
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Customer cyber specifications for the ECU

Interface 
hardening

Restricted 
debug interface

ECU data 
protection

Secure Boot

Secure UDS

Secure Software 
Update

Hardware 
Security

HSM



What would it look like if there was no technical obstacle?

TARA – the argument for tailoring

Asset Threat Attack Path Damage Scenario Feasibility_Initial Impact_Initial RISK_Initial CS  Goal Feasibility_Residual Impact_Residual RISK_Residual
Functional 
coding

Violation of 
Integrity/Authenticity

Diagnostics DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Medium Major MEDIUM - Secure 
Diag;

Low Major LOW

Functional 
coding

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Low Major LOW - Secure 
JTAG;

Low Major LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

Software 
Update

DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Medium Severe HIGH - Secure 
Diag;
- Secure 
SW 
Update;
- Secure 
Boot;

Very low Severe LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Low Severe MEDIUM -Secure 
JTAG;
- Secure 
Boot;

Very low Severe LOW



Defining TAF for attack surfaces

TARA – the argument for tailoring

Asset Threat Attack Path Damage Scenario Feasibility_Initial Impact_Initial RISK_Initial CS  Goal Feasibility_Residual Impact_Residual RISK_Residual
Functional 
coding

Violation of 
Integrity/Authenticity

Diagnostics DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Medium Major MEDIUM TBD Low Major LOW

Functional 
coding

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Low Major LOW - Secure 
JTAG;

Low Major LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

Software 
Update

DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Medium Severe HIGH TBD Very low Severe LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Low Severe MEDIUM - Secure 
JTAG;

Very low Severe LOW



Tailored Cybersecurity Goals defined according to Targeted Attack Feasibility

TARA – the argument for tailoring

*Certificate is stored in one-time programmable memory slot. Validation is done by the bootloader.
**Certificate is stored in one-time programmable memory slot. Validation is done by the updater.  

Asset Threat Attack Path Damage Scenario Feasibility_Initial Impact_Initial RISK_Initial CS  Goal Feasibility_Residual Impact_Residual RISK_Residual
Functional 
coding

Violation of 
Integrity/Authenticity

Diagnostics DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Medium Major MEDIUM -Secure 
Diag*
- Secure 
JTAG;

Low Major LOW

Functional 
coding

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Low Major LOW - Secure 
JTAG;

Low Major LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

Software 
Update

DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Medium Severe HIGH -Secure 
Diag*;
- Secure 
SW 
Update**
- Secure 
JTAG;

Very low Severe LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Low Severe MEDIUM - Secure 
JTAG;

Very low Severe LOW
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TAF is the common language for tailoring 
cybersecurity controls. 

TAF Legacy 
Architectures

Difference 
in 

technical 
solutions

Technologies 
not covered 

with customer 
requirements

Asset Threat Attack Path Damage Scenario Feasibility_Initial Impact_Initial RISK_Initial CS  Goal Feasibility_Residual Impact_Residual RISK_Residual
Functional 
coding

Violation of 
Integrity/Authenticity

Diagnostics DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Medium Major MEDIUM -Secure 
Diag*
- Secure 
JTAG;

Low Major LOW

Functional 
coding

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.9 Unauthorized 
enablement of 
functions

Low Major LOW - Secure 
JTAG;

Low Major LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

Software 
Update

DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Medium Severe HIGH -Secure 
Diag*;
- Secure 
SW 
Update**
- Secure 
JTAG;

Very low Severe LOW

Firmware 
binary

Violation of 
Integrity/Authenticity

JTAG interface DS.5 Malfunction of 
ECU
DS.1 Unintended 
acceleration

Low Severe MEDIUM - Secure 
JTAG;

Very low Severe LOW
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Thank you for your 
attention!

Questions?
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