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What is Filigran all about?

Full Time Employees

60+

Distributed across countries

60+

Filigran customers

70+
Money raised

€20M

Locations (FR, US, AU)

3

Organizations in production

4,500+

Who we are
Cyber Threat Management

Threat Management Knowledge & Sharing

Breach & Attack Simulation & Posture Validation

Enterprise Risk Management

Our strategic focus

Open-source solutions

Enterprise Edition

SaaS Plans

Support Packages

What we do



2. WHO’S BEEN TARGETING THE 
AUTOMOTIVE INDUSTRY?
Top Cyber Threats Reported In The last 12 Months
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Advanced Persistant Threats

“APT32, also known as the OceanLotus

Group, demonstrated a marked preference for 

targeting the automotive industry in 2019, 

with the apparent aim of stealing trade 

secrets. This inclination is widely interpreted 

as an effort to bolster Vietnamese domestic 

automotive policies through clandestine 

means. (…)

In a strategic pivot, the group has recently 

intensified its focus on the automotive 

sector, breaching networks of car 

manufacturers to exfiltrate automotive trade 

secrets—a primary objective of their 

campaign.”

Source: https://www.txone.com/blog/protecting-automotive-industry-
from-apt-attacks-in-industry-4-0/ (published 10th April 2024)

OpenCTI knowledge: APT 32 related indicators and malware

Who’s been targeting the automotive industry?

https://www.txone.com/blog/protecting-automotive-industry-from-apt-attacks-in-industry-4-0/
https://www.txone.com/blog/protecting-automotive-industry-from-apt-attacks-in-industry-4-0/
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Ransomware: The Omnipresent Threat

“GRF suggests manufacturing has been an 

attractive industry for ransomware groups 

because the sector heavily relies on physical 

operations to generate profit.

Rather than just encrypt data, bad actors can 

launch denial-of-service attacks on OT, ICS, 

and other Internet-connected systems that 

manufacturers rely on for production.

These attacks can bring operations to a 

standstill, with the potential to incur longtail 

ripple effects throughout the supply chain.”

Source: https://censys.com/top-targets-the-impact-of-ransomware-on-
manufacturing/ (published 29th August 2024)

Who’s been targeting the automotive industry?

OpenCTI knowledge: Lockbit is one of the biggest threats to the automotive industry

https://censys.com/top-targets-the-impact-of-ransomware-on-manufacturing/
https://censys.com/top-targets-the-impact-of-ransomware-on-manufacturing/
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Phishing & Business/Vendor Email Compromise

“There are a couple of different reasons why 

the automotive industry presents an 

attractive target to threat actors.

First, high value transactions for parts and 

common inventory are quite common. And 

threat actors are always looking for the most 

lucrative opportunities.

Secondly, automotive groups rely on complex 

supply chains and vast vendor ecosystems

providing attackers with plenty of third parties 

to impersonate through VEC attacks.”

Source: https://www.helpnetsecurity.com/2024/04/30/automotive-

email-compromise-attacks-video/ (published 30th April 2024)

Who’s been targeting the automotive industry?

OpenCTI knowledge: phishing attacks

https://www.helpnetsecurity.com/2024/04/30/automotive-email-compromise-attacks-video/
https://www.helpnetsecurity.com/2024/04/30/automotive-email-compromise-attacks-video/


3. NOW YOU KNOW, WHAT 
SHOULD YOU DO?
Operationalising Cyber Threat Intelligence



© 2024 Filigran. All rights reserved.

Planning

Collection

ProcessingAnalysis

Sharing

Feedback

Threat Intel
Deliverables

Now you know, what should you do?

Cyber Threat Data

Sightings & incidents

Vulnerabilities

Assets & operational artifacts

Breach & Attack Simulations

Incident Response

Detection

Dashboards
& Reporting

Lessons 
Learns

Reasoning & Modelization

Threat Intel Lifecycle
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Enterprise Risk ManagementBreach & Attack Simulation Threat LandscapeScenario & Campaigns

Security Posture

Security Platform Integrations

And many more…

Filigran’s eXtended Threat Management Suite (XTM)

Now you know, what should you do?

Threat Data

Cyber Threat Intelligence



4. DEMO TIME
See Our Solutions In Action



5. Q&A
Open Floor



Thank you
for your interest.

filigran.io

Uncover Threats. Take Action.
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