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1. | WHO IS FILIGRAN?

The Company’s Vision
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What is Filigran all about? 1| =

Our strategic focus Who we are

& Cyber Threat Management
— @ Threat Management Knowledge & Sharing

— &5 Breach & Attack Simulation & Posture Validation

— @ Enterprise Risk Management

What we do
& Open-source solutions
— G’l Enterprise Edition

— O SaaS Plans

— @ Support Packages

Who is Filigran?

60+

Full Time Employees

4,500+

Organizations in production

€20M

Money raised

3

Locations (FR, US, AU)

60+

Distributed across countries

70+

Filigran customers

© 2024 Filigran. All rights reserved.



2.| WHO’S BEEN TARGE
AUTOMOTIVE INDU

Top Cyber Threats Reported In The |



Advanced Persistant Threats

“APT32, also known as the OceanLotus
Group, demonstrated a marked preference for
targeting the automotive industry in 2019,
with the apparent aim of stealing trade
secrets. This inclination is widely interpreted
as an effort to bolster Viethamese domestic
automotive policies through clandestine
means. (...)

In a strategic pivot, the group has recently
intensified its focus on the automotive
sector, breaching networks of car
manufacturers to exfiltrate automotive trade
secrets—a primary objective of their
campaign.”

Source: https://www.txone.com/blog/protecting-automotive-industry-
from-apt-attacks-in-industry-4-0/ (published 10th April 2024)

Who'’s been targeting the automotive industry?
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BMalWare t/s@s

Ocean Lotus APT...

Threats / Intrusion sets [/ APT32

APT32 aptaz apt-32

apt-c-00 atk17

OVERVIEW KNOWLEDGE CONTENT ANALYSES

Add filter

NAME

get.dupbleanalytics.net

kpi.msccloudapp.com

dupbleanalytics.net

base.msteamsapi.com

193.107.109.148

Threats [ Intrusion sets [ APT32
bismuth APT32 apt3z apt-32

DATA OVERVIEW CONTENT

b Search these results... Add filter
NAME
~ MALWARE | Hezb
MALWARE | WARP
MALWARE
MALWARE

| BMalWare

MALWARE

OpenCTI knowledge: APT 32 related indicators and malware

apt-c-00

| StrikeSuit Gift

atk17

ANALYSES

| Smoke Loader - 50226
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Ransomware: The Omnipresent Threat 1|

“GRF suggests manufacturing has been an
attractive industry for ransomware groups
because the sector heavily relies on physical
operations to generate profit.

Rather than just encrypt data, bad actors can .
launch denial-of-service attacks on OT, ICS,
and other Internet-connected systems that
manufacturers rely on for production.
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TOP MALWARE TARGETTING ROAD TRANSPORT AND MANUFACTURING SECTORS Arsenal / Malware / LockBit (Windows)
LockBit (W| ndows) abed ransomware lockbit lockbit black

LockBit
OVERVIEW KN E CONTENT ANALYSES

These attacks can bring operations to a
standstill, with the potential to incur longtail
ripple effects throughout the supply chain.” R R

o 1al
MDS = '5ee5aeaa59af636333539...
o lal

Add filter

Source: https://censys.com/top-targets-the-impact-of-ransomware-on- “
manufacturing/ (published 29th August 2024) N 0 st MD5 = 'eb78a7bd3200e1635ba30...

MD5 = '23fb247d659970c506874...  Nolabel |

OpenCTI knowledge: Lockbit is one of the biggest threats to the automotive industry

Who'’s been targeting the automotive industry? © 2024 Filigran. All rights reserved.
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Phishing & Business/Vendor Email Compromise

“There are a couple of different reasons why
the automotive industry presents an
attractive target to threat actors.

First, high value transactions for parts and
common inventory are quite common. And
threat actors are always looking for the most
lucrative opportunities.

Secondly, automotive groups rely on complex
supply chains and vast vendor ecosystems
providing attackers with plenty of third parties
to impersonate through VEC attacks.”

Source: https://www.helpnetsecurity.com/2024/04/30/automotive-
email-compromise-attacks-video/ (published 30t April 2024)

Who'’s been targeting the automotive industry?

Techniques [ Attack patterns / Phishing

Phishing - T1660

Phishing = mses

OVERVIEW KNOWLEDGE CONTENT ANALYSES

DETAILS

External ID
T1566

Description v
Adversaries may send phishing messages to gain access to
victim systems. All forms of phishing are electronically
delivered social engineering. Phishing can be targeted,
known as spearphishing. In spearphishing, a specific
individual, company, or industry will be targeted by the

adversary. More...

Platforms

windows
macos
linux

Office 365

Phishing - T1566

DATA HISTORY

Kill chain phases

initial-access

delivery

initial-access

initial-access
Detection v
Network intrusion detection systems and email gateways
can be used to detect phishing with malicious attachments
in transit. Detonation chambers may also be used to
identify malicious attachments. Solutions can be signature
and behavior based, but adversaries may construct
attachments inaway i Observations / Indicators

Filtering based on DKII

detect when the email. Add filter

Main observable type = Email address

O PATTERNTYPE  NAME
brahma2023@onionmail.org
michael.gutbier@posteo.com

dolores@bpe.cash

O
O
O
O

anticoco@bpe.cash

OpenCTI knowledge: phishing attacks

© 2024 Filigran. All rights reserved.
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AlienVault

AlienVault


https://www.helpnetsecurity.com/2024/04/30/automotive-email-compromise-attacks-video/
https://www.helpnetsecurity.com/2024/04/30/automotive-email-compromise-attacks-video/

5.| NOW YOU KNOW, W
SHOULD YOU DO?

Operationalising Cyber Threat Intell



X OpenCTl Threat Intel Lifecycle d

L

F4
Threat Intel Dashboards [1[] Lessons @
Deliverables & Reporting OO Learns
Feedback Planning

,.@\ Cyber Threat Data

v
Incident Response E Sharing Collection

- ﬁ Vulnerabilities
Detection @ A

D Assets & operational artifacts

Breach & Attack Simulations ®|
: @ Sightings & incidents

Analysis Processing

‘:@:' Reasoning & Modelization .-L

Now you know, what should you do? © 2024 Filigran. All rights reserved.



Filigran’s eXtended Threat Management Suite (XTM)

= OpenBAS

Breach & Attack Simulation

Now you know, what should you do?

Threat Data

X OpenCTI

Cyber Threat Intelligence

Scenario & Campaigns Threat Landscape

Security Posture

Security Platform Integrations

=7 M H

OpenERM

Enterprise Risk Management

© 2024 Filigran. All rights rese




4. DEMO TIME

See Our Solutions In Action




5.| Q&A

Open Floor




Uncover Threats. Take Action.

Thank you

for your interest.

(B Filigran

filigran.io
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