
1

EV Charging Networks -
New Attack Paths to Blackouts
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EV charging networks:
New attack paths to blackouts

• The risk of high-power consumers on the grid

• Load Altering attack

• Power management of EV chargers

• Known vulnerabilities in EV charging eco-system

• Impacting the grid from remote to cause blackouts

• Summary

• Q&A
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About Me

• Over 10 years of research experience in the cyber-security field

• A programmer at heart 

• Consulting on Secure Development Lifecycle practices

• Managing red-team operations and pentest reviews over applications, 

complex IT, OT, cloud environments and EV charging sites

• IR investigations on cloud and SaaS environments

• VP of Security Research at SaiFlow – Energy Driven Security 
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Providing contextualized cyber 

security and network observability 

solutions tailored to the EV charging 

infrastructure and decentralized 

energy networks

Proprietary IP fusing energy, smart-

grid data and telemetry for 

enhanced security and functionality

About SaiFlow 
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SaiFlow - Market Leader in Discovering & 
Remedying EV Charging Vulnerabilities

SaiFlow is commonly recognized as a leader in the market in the 

media and serves as part of the MITRE and NIST Standards Task 

Force and member of the Sunspec Alliance

Recent published and disclosed discoveries by 

SaiFlow’s in-house research team have 

impacted organizations such as:

Taskforce 

members 
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Threats on the Grid
& Energy Management
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Threats on the Grid

• Manipulating the power demand by switching 
multiple EV chargers on and off simultaneously.

• Changing the power demand at different 
regions to imbalance the power flow.

• No need to access to the power plant or the 
SCADA systems.

• “A large-scale botnet of IoT devices with high 
power control can impact the grid.”
According to MadIoT, a paper on “Botnet of High Wattage Devices”
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Types of EV Chargers & Use cases

• AC Charger

• 1 or 3 phases

• Delivers between 3.7kW to 22kW

• Suited for:

• Private residents

• Workplaces

• Shared parking space

• DC Fast Charger

• Delivers 50kW to 400kW and more

• Suited for:

• Service stations

• Public charging places
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Charging Site Infrastructure
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Threats on EV Chargers

Known and public cyber attacks – 

Overview from the attacker perspective
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Wallbox Copper SB Home 
Charger Vulnerabilities

• Attack Vector: Authentication Bypass

• Researchers found multiple vulnerabilities 

allowing disruption and access to drivers’ 

RFIDs

• Outcomes: 

• The chargers can be taken over through 

BLE from a nearby distance

• As a result of U.K. cybersecurity rules, 
wallbox stopped selling this model
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Autel MaxiCharger AC

• Attack Vector: Authentication Bypass & RCE

• Researchers found authentication bypass 

(CVE-2024-23958) and stack-overflow (CVE-
2024-23959) vulnerabilities

• Outcomes: 

• The chargers can be taken over through 

BLE from a nearby distance
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ABB Terra AC Wallbox – Pwned 

● The BLE connection doesn’t use or 
validate the PIN code 

● Authentication is based on the 
charger’s ID and a hardcoded 
secret

● Adversaries can take over ABB Terra 
AC chargers from a nearby distance

A qr code with dots and
circles

Description 
automatically 
generated

https://www.saiflow.com/blog/abb-terra-ac-improper-authentication-can-lead-to-evse-takeover-cve-2023-0863-cve-2023-0864/
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ABB Terra AC Wallbox – Impact

● Threat actors can execute:

○ Energy theft

○ Collect sensitive data (through a MITM of OCPP telemetry)

○ Control the delivered current to trip the site’s breaker

BLE Message setting a malicious CSMS Setting a new charging profile implications
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Overload

Load Altering Attack

● Perform DoS by setting 0 power delivery.

● We can coordinate an attack and cause a 
blackout by controlling multiple EV 
chargers in a site or a region.

● The grid might have a slower reaction time 
than the demand of the EV chargers.

● A sophisticated attack exploiting the grid 
demand and response behavior.
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Can it really impact the grid?

✅We can take over chargers in a couple 
of seconds.

Requires a lot of effort to scale.
We need to pass near every charger 
we want to take over.

Conclusion – We need to find a way 
to remotely exploit chargers.
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Charging Site Attack 
Surface

Risk and Attack Surface Overview
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Risk and Attack 
Surface
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Risk and Attack 
Surface

BLE Takeover
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Risk and Attack 
Surface
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OCPP Management 
Protocol



22

OCPP - Open Charge Point Protocol

• OCPP is the standard used today in the industry for

managing EV chargers.

OCPP[J] Structure

• Message Type

o 2 - Request 

o 3 - Response (Conf)

o 4 - Error

• Message ID

• Action 

• Payload – unique structure per action
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OCPP – Start & Stop Charging Sessions

• A charging session can be initiated by the charger or remotely by the management system
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OCPP – Set Charging Profile

• The CMS limits the charging profile, limiting the energy delivered to the vehicle.
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OCPP – Data Transfer

• Backward compatibility for old OCPP versions

• Custom or proprietary protocol over OCPP implemented by the vendor

• Packing the message and send it using the ‘DataTransfer’ OCPP message
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Vendors’ Hidden 
Management Communication
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● Mainly observed with DC Fast Chargers.

● The vendors maintain full management 
control, a “Shadow OCPP”, in addition to 
the 3rd-party CSMS provider that is used by 
the CPO.

● Provides OTA firmware updates, custom 
configurations, log collection, and others.

1. Vendor’s (Shadow) OCPP
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● Observed with common Type 2 AC chargers

● Vendors continuously send device logs to 
their backend servers for diagnostic and 
remote support

● Vendors establish a higher level of control 
with a remote shell integrated into the 
chargers’ OS boot process

● Check out the latest Blackhat 2024 LV, 
compromising the cloud infrastructure of 
ChargePoint 

2. Proprietary Backchannel
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● Also observed with common Type 2 AC 
chargers.

● Managed by a proprietary protocol such as 
MQTT.

● Can’t communicate directly with the 3rd-
party CSMS but rather pass through the 
vendor’s proprietary interface.

● The vendor always maintains full control 
over the EV chargers.

3. MQTT Communication
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Exploiting EV Chargers
from Remote

“CSMS As A Proxy” Attack
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● A new attack vector was found by the SaiFlow 
research team.

● The vendor implemented proprietary messages 
over OCPP communication.

● The messages are sent packed in a 
DataTransfer message type.

● It provides a direct communication channel 
between the mobile user and the EV charger!

CSMS As A Proxy Attack
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CSMS As A Proxy Attack – How It Works
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1. Anyone, without the need for 
authentication, can send control messages 
to the vendor’s backend interface.

2. The message contains the target charger 
serial number, and the backend wraps it 
with OCPP DataTransfer message.

3. The OCPP message reaches the chargers 
containing the original user payload.

4. The chargers apply the functionality 
requested by the unauthenticated user – for 
example, setting new power limitations.

CSMS As A Proxy – Finding
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● The OCPP message that reached to the 
chargers contains the original user payload.

● Lack of input validation

CSMS As A Proxy – Finding
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● DC chargers are always connected to the 
vendor's backend.

● Exposing the Charging Point Operators 
(CPOs) to supply chain attacks.

● Targeted Denial-of-Charge (Service)

● But what if we could control the charging 
profile 

● A large-scale load altering attack

CSMS As A Proxy – Large Scale Implementation
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● Controlling a large set of chargers in the 
same site or region might cause a grid 
imbalance.

● A fully remoted exploit allowing us to 
coordinate an attack on other countries.

● Consuming devices work at ~350kW 
(Fast DC chargers)

● MadIoT research paper shows possible grid 
instability attacks using devices up to 5kW.

CSMS As A Proxy – Dynamic Load Altering
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Summary
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New attack paths to blackouts

● Attackers can exploit the weak security posture of EV charging infrastructure.

● The same service that handles critical chargers’ operations is also used by drivers and 
mobile app users. Exposes the chargers' critical operations service to risk.

● Exploited EV chargers can be part of a large-scale botnet, manipulated to execute 
MadIoT or Dynamic Load Altering attacks to cause blackouts.
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So what can we do about it?

● Formulate Risk and Vulnerabilities Management Plans
Constantly be on the lookout for new vulnerabilities, continuously patch and secure your 
EV charging network against known threats, and work to minimize the attack surface.

● Monitoring For Suspicious Activities
Leverage cybersecurity monitoring tools to detect suspicious activities across the EV 
charging infrastructure and stop attackers before any damage can be inflicted.

● Save Logs & Data For Incident Response
Aggregate network logs and charging activities to boost incident response and shorten 
the time-to-recover from an incident.
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Questions? 
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