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Cybersecurity Manager as Guardian of Vehicle Security?

Or just navigating through a labyrinth of diverse challenges

Technical limitations

Missing processes

O Unclear roles and responsibilities )

(_)
Lack in project management

Unclear regulations and

Missing benchmarks

High dependencies
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Who is the Cybersecurity Manager?

One title, many roles and responsibilities

0 Cybersecurity Lead /

Organisational Level | Head of Cybersecurity /
Cybersecurity Officer/ ...
Cybersecurity Roles i
000
W‘W W Cybersecurity Manager
| . |
Project Level 0

w Cybersecurity Engineer

Big companies Small companies
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Roles, responsibilities and competence

Hunting for certificates does not solve the underlying dilemma

How to build Usual answer: Send people to a 3d training, get a certificate...
competence?

) ) TUV
}\/TI//SE} }\/TI/\N/EO} }\/@
Where ﬁ ﬁ ﬁ_ '
to go? ®
CYRES/ Kugler
ﬁ CYEQT ﬁ Maag ﬁ

No common
criteria behind

Y/\

0

O * Trainings transfer knowledge and share experience
* Trainings are no proof of individual competence

« Trainings do not guarantee successful handle projects
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The Cybersecurity Managers' Toolkit

Bridging technical know-how with “soft” skills for real world enablement

How to build technical competence? And non-technical competencies?

* Training
Role-specific
Company specific

/
+ References l _
+ Books . Proactivity — Bu.sm.ess
« Blog articles Thinking

* Learning on the job
Mentoring / coaching
Practical experience

Knowledge\ / Skills

Enabﬁng

Problem
Solving

Leadership

b

\|I
|

*a
5
3

among others
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Gaining genuine capabilities in a joint endeavor

Setting the course by the organization paired with initiative by the individual

What Organisations can do? What Cybersecurity Manager can do?

» Stop hunting for certificates » Collect experience not certificates

* Focus on mentorship & coaching * Read, understand and apply

* Clear understanding und * Focus on basic and do not go crazy
communication of cybersecurity roles about details
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CySec in automotive: Diversity meets complexity

Being able to harmonize different disciplines/perspectives is a key success factor

Automotive development is
very diverse

Different cultures

Different ways of working
(output vs. quality)

Different knowledge and background

(white color vs. blue color)

Different seniority level / generations
(Junior vs. Senior / millennials vs. boomer)

Different maturities of cybersecurity

(start-ups vs. big players)

A

ISO/SAE
21434
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42 Work Products

Sep 2024

B

Cybersecurity is
always interdisciplinary

Functional
Safety

I'T

Systems curity
Engineering
Cyber-

security

Cybersecurity Manager is responsible
for achievement of work products
but not always the creator
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The challenge of orchestrating the responsibility maze

It's about defining, owning, communicating, moderating, documenting and much more
IT infrastructure

Customer IT security
™. Z) i
1 ,’/
Project Management ! Software Update Management
Y?\\ ‘l‘ ,77 ’
Cybersecurit "Development ." .
yPIanning Y oW = Yy '+ Production After-Sales
Sl S \ S " //'\ /// ,,' /,’7
— T X NN ] , 7 e ,/’
Supplier Management ! ; -
S N i g HR Sales
- Quality y P ’ —
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Decoding project influences

The mighty tool of stakeholder analysis as a basis for communication/information streams

Sta keholder-AnaIxsis

1. Identify Stakeholder - who is impacting my project?
- Internal and external stakeholder
—  Director indirect stakeholder
— Individuals, group and organizations
2. Analyse stakeholders' expectations and power
—  Targets and impact
—  Positive or negative opinion
3. Categorize stakeholder relevance
— Highinfluence, high interest > manage closely (key player)
— Highinfluence, less interest 2 keep happy
- Lessinfluence, high interest - inform
- Less influence, less interest - monitor

4. Derive Communication strategy
— Communication channels and groups
- Frequencies

—  Relevant topics
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Every stakeholder needs the right amount
of information!

Not enough information Too much information

- People might not - People get
realize the impact of overwhelmed and
cybersecurity might block

Too frequent information Too late information

- People get annoyed - People get nervous
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Every product must be considered individually

Always a different approach is required: What do | need from a Cybersecurity perspective?

= Different system levels = Different use cases

- Vehicle ‘ —  One component is used for different OEMS
- Feature/ Sub-vehicle (e.g. ADAS) in multiple vehicle types around the world
- Component (e.g. ECU)
-~ Hardware /Software |
Vehicle
—— OEM [ generations
—
= Different functionalities ECU
- Airbag Vehicle
— Sensors and Actors OEM generations
— BMS (battery management systems) .,
- HMI
One Adaption & Varies generation Sales markets with
. . ECU integration of vehicle models different regional
= leferent ImpaCtS on to use-cases and
- Safety — Operational different regulations
- Privacy —  Financial OEMs
CY=QT
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Understand the drivers of CySec management success

Genuine in-depth understanding and flexibility instead of ticking off checklists

Customer el m Cybersecurity management is not just working
. L .
,(Aer;hlr‘]tgc/:\;ti'avlvl)lmltatlons orocesses across a c.heckllst.. .
\ / = (Automotive) projects never go according to the
book!

m Each project required new, other or different
solutions!

Changing — o - CYBER- . . Project Leads
business cases . SECURITY | & Management Start with why!
\ . m  Why is this work product needed?
T S \ m  Why exists this requirement in ISO/SAE 21434?
/ m  Why is the selected control most suitable?
Evolving risks & [ Project conditions = Why does my colleagues have question?

ts, timi . . L
Expectations from (costs, timing) m  Why is my delivery needed in time?

other teams

threat landscape

m  Why does the failed test cause risk or not?

> Avoid doing things just for the sake of paperwork!
~ .
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Different suppliers needs to be handled differently

Cybersecurity is a matter of the whole value chain!

“The vehicle manufacturer shall identify and
manage, for the vehicle type being approved,
supplier related risks.” (UN R155, 7.3.2)
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Different kind
of suppliers
2
00 d??
N7
firs
Established Established Supplier tart-ups with 3
Automotive Supplier from other industries working prod
Work according Follow standards Vorking product but
ISO/SAE 21434 from other industries less industry experience
Challenges:
- donot have documented processes
- donot know what is expected

- unclear financial perspectives
- hard to make 2-year investments on processes
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Requirement elicitation requires a lot of effort

Situation today challenges manufacturers as well as suppliers

The effort of creating requirements is often underestimated! %

Situation today ...

Concept Pha Development Phase

Customer >
. Development Phase
Supplier >
________________________________ >
Distributed development
... On customer side
*= Requirements cannot be finalized during RfQ phase = Hundreds of requirements must be agreed

= Draft requirements need to be shared to supplier to within a few weeks

start cooperation = Requirements are received in non editable pdf's

= Shared requirements are created by different and time to be invested for transfer

departments - with different levels of abstractions = High time pressure causes acceptance without

. . . roper analysis
= Time pressure causes forwarding requirement prop y

without proper usability checks
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Proactive approach to cybersecurity matters

Minimize the basic risks of misunderstandings through various activities

EVALUATION INTERFACE AGREEMENT KICK-OFF

Dedicated cybersecurity

kick-off for all non-CIA
Ensure regular

Cybersecurityas topics: (weekly) alignments
criteria for supplier
selection . .
Early alignment of « EXxpectations
. Cybersecurity as part of Cybersecurity + Priorities & timelines +  Feasibility of concept
supplier evaluation Interface Agreement * Document exchange and controls '
« Early risk identification * Used development tools *  Missing information
* Do not forget COTS « Do not underestimate + Task Management . Expggted delgys
offorts . .. « Additionally risks
+ Visualize alignment w/ oo
signature
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Conclusion

Contribute to the project success!

"No project fails
due to gap of
technical
Kknowledge”

Priority overview over details
N

Plan on two tracks
(milestones and daily activities)

Trust your instincts
N

\ Talking is the best

commuhication channel

No decision is worst decision

Don't give up

CY=QT
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Thanks for your attention.

Manuel Sandler

Knowledge Management Advisor @CYEQT Knowledge Base
& Independent Consultant

Questions and comments? Get in touch!

% cyeqt.fyi/sandler

m Let's
connect!

NEW: Knowledge Hub as source

for high-quality industry input
Expertinsights, practical specialist
knowledge, best practices and more
from leading experts in the industry.

cY=Qm

CYEQT Knowledge Base

World's ied automotive

19

The worlds largest automotive

cybersecurity learning platform

Free webcasts, video training courses,
certifications, specialist literature and more. Stay
informed with CYEQT Knowledge Base.

CYEQT Knowledge Base

@ LinkedIn

Stay up to date in your LinkedIn feed:
Regular updates, specialist discussions and
connections with our growing community.
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