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Introduction

Keyless-Entry: alternative to the conventional

remote key fob

Detection of key fob nearby and unlocking of the

door
Widespread exploitation of this feature

Only 50 out of 648 tested vehicles were
protected (ADAC 2024)1

1= https://assets.adac.de/image/upload/v1707732040/ADAC-eV/KOR/Text/PDF/31639_fozboq.pdf (accessed on 27.06.2024)
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Insecure Keyless-Entry-Systems

Replay attack:
* Intercepting of radio signals between the key and the vehicle and repeating them later
e Unauthorized access without possession of the key
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State of the Art
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Step 1
Synchronization

— Button pressed =

Step 2
Code generation

Time

= Code sent

Step 3

Counter Increment

Step 4

Receiver verification

https://www.baeldung.com/cs/rolling-code-security (accessed on 27.06.2024)
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Insecure Keyless-Entry-Systems

Replay attack:

* Intercept radio signal = save code and jam the signal = intercept 2"? code and jam again = use 15t code
- store 2"9 code for later usage

* Key and car get out of sync
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Insecure Keyless-Entry-Systems

Relay attack:
* Use of additional radio stations to extend signal
* Open and start the vehicle from far away and without physical access to the key
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State of the Art
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Our concept

Time stamp verification
* Time difference between vehicle and key must be under certain threshold to verify the vicinity of the key
» Car is sending signals instead of key
* Protection against relay attacks
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Our concept

Challenge-response authentication

* Random, encrypted challenge sent to key = calculation of challenge = encrypted solution sent back to
vehicle

* |ntercepted communication cannot be reused
* Protection against replay attacks
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Technical implementation

Broadcast Signal

Handshake

Handshake

Encrypted(Timestamp, Challenge)

Decrypts message
Solves challenge
Encrypts message

Encrypted(Challenge solution, Timestamp)

Decrypts message

Calculates signal round trip time

Determines distance to key

alt [Distance <
Threshold]

Accepts key as valid

[Distance >=
Threshold]

Rejects key as too far away

Verifies challenge solution
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Car Key

Broadcast Signal

Handshake
>
Handshake
-
Encrypted(Timestamp, Challenge)
>
Decrypts message
Solves challenge
Encrypts message
Encrypted(Challenge solution, Timestamp)
-
Decrypts message
Calculates signal round trip time
Determines distance to key
alt [Distance <
Threshold]
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Encrypts message

Encrypted(Challenge solution, Timestamp)

Decrypts message
Calculates signal round trip time

Determines distance to key

alt [Distance <
Threshold]

Accepts key as valid

«

[Distance >=
Threshold]

Rejects key as too far away

«

Verifies challenge solution

Car Key
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Relay-Attack

Car _Zﬁi Key
l Bridge distance l

andshake

Broadcast Signal

A\ J

Handshake

7

Encrypted(Timestamp, Challenge)

v

Decrypts message
Solves challenge
Encrypts message

Encrypted(Challenge solution, Timestamp)

F 3

Decrypts message

Calculates signal round trip time

Determines distance to key x

alt [Distance <
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Replay-Attack

Car Key

Broadcast Signal

Handshake

A\ J

Handshake

7

Encrypted(Timestamp, Challenge)

sends new g c1
challenge after 1s Decrypts message
up to bx

v

Solves challenge

locks car after 5th

Encrypts message
attempt b 2

c3 Encrypted(Challenge solution, Timestamp)
<= ®

Decrypts message L s G2

Calculates signal round trip time

Determines distance to key

alt [Distance <
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Technical implementation

Keys sending with speed of light

Sending a signal over 5m:

Twice for challenge and response

Precise measurement needed
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Technical implementation

Category UWB (Ultra- BLE (Bluetooth Low CSS (Chirp
Wideband) Energy) Spread Spectrum)

Range Optimal: 0-50 m Optimal: 0-25 m Up to 1000 m
Up to 250 m Up to 100 m

Accuracy +/-40 cm 10-50 cm 100-200 cm

Latency <lms 3-5s <1ms

Frequency range 3.1-10.6 GHz 2.4 GHz 2.45 GHz

Power Low Very low Very low

Consumption

Cost €€ €€ €

30.08.2024




Challenges

a @ B ?

Determine the best
cryptographic
algorithm

Measure time in nano

A racy testin Proof of concept
seconds ccuracy ng P
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@)
High volume of car thefts due %I No real (technical) solution
=/ to unsafe Keyless-Entry :IJ: CIZIZL implemented so far by the OEMs

AN

Robust Authentication for
Next-Gen Vehicles

ﬂ Technical approach of secure authentication o Implementation details need to
@ | to mitigate relay and replay attacks ;K be determined and tested
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