


Observing the Clouds

Lessons Learned from Cloud Vulnerabilities for HPCs and
Software Containers
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E/E architectures

[l =
Multi-bus gateway M e T —

architecture : - $
Domain controller architecture _ Zonal architecture
with centralized compute

- Gateway - Functional Domain Controller — LIN — CANFD
 — — CAN — Automotive Ethernet/HDBaseT
ECU - Centralized Generic Compute =  MOST — AB
=== LVDS Automotive SerDes/GMSL

Sensor/Actuator - Zonil ControRer

https://www.techdesignforums.com/blog/2021/11/17/balancing-the-requirements-of-e-e-architectures-for-automotive-design/
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@n‘inentali FocusTopics  Industry  Solutions  Components  Partnerships  Services

Red Hat Products Solutions Training &services Resources Partners About

Smart Cockpit HPC

Running containers in cars

October 19, 2022 | Pierre-Yves Chibon, Daniel J Walsh, Alexander Larsson

€8 Elektrobit

= facto standard in the wider IT indu NG
Canonical -

¢ softwa;e-defined vehicle of — A
e : 9 <. Ubuntu
P X N ‘,»

-

Open-source operating system for HPC
EB heotpes Mimww.peitl eatoomwen/blog/running-containers-cars


https://www.redhat.com/en/blog/running-containers-cars
https://www.continental-automotive.com/en/components/hpc-product-portfolio.html
https://www.elektrobit.com/products/ecu/eb-corbos/linux-built-on-ubuntu/

Are Containers secure?



Container, VM, Hypervisor, Process, ...

appl

app2

firmware

operating
system

hardware hardware

appl app2

operating
system

firmware

container container
(appl) (app2)

hypervisor

hardware

virtual server

HPC

operating system

hardware

virtual server
HPC
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Container Internals

separate network and
routing
(network namespace)

: y
processes view 7
(pid namespace)

separate file system
(mount namespace)

T limit resources
I (control groups)
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Container Security Mechanisms

/ / / / »
_______ Capabilities
‘ cand /1 i CAP_MKNOD, CAP_DAC_OVERRIDE, ...
[ process 1 :
SEE ] - i
<root> write + .
major dey heseeses | B Filesystem permissions (DAC) for /dev/spidevX.Y
P minor : (read/write for owner, group, others)
- system call < [ /
(open, write) E
& Kernel 1 can i Control Group, eBPF program (device control)
[ i2c ][ vfs ] ) F P read (r), write (w), mknod (m)
) / device type, major number, minor number
E Hardware : Mandatory Access Control (MAC) and eBPF
 ——

additional Kernel protections
(LSM/SeLinux/AppArmor/eBPF)
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Cloud Attacks

Docker, Podman,
Docker-swarm,
Kuberentes, OpenShift

Orchestrator/Control
Plane

container container
(appl) (app2)

Linux

hardware

container
(app3)

operating system

hardware

* CVE-2023-1943: Privilege Escalation
in kOps using GCE/GCP Provider in
Gossip Mode

* CVE-2016-1905: The API server in
Kubernetes does not properly check
admission control

SBA Research

* CVE-2019-5736: runc container
breakout

» CVE-2015-9356: directory traversal
* CVE-2016-5195: dirty cow

* composition (container image)

* privileged containers
* device access

* runtime configuration
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Attacks in Cars
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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Image: https://kentindell.github.io/2023/04/03/can-injection/
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black hat

EURORPE 2022

1777 o PARSENDLM I C e amaveimuiie .,

s

External view of the VI (ICAS3) module

Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022
https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf

SBA Research 25



§)

black hat

EUROPE 2022
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eBPF: ,the Javascript for the Kernel®

eBPF code runs in a virutal machine in
the Kernel. Code is compiled to eBPF in
an ELF file. The code contains functions
that can be attached to a trigger (e.g.
syscall, trace event, network).

1. load BPF code into the Kernel
2. attach to event

3.  Kernel runs the program if a
trigger is hit

4.  The eBPF program can produce
data and store it in maps/queues

5. consume data from userspace

SBA Research

C/Go/ Rust/...

compile

User
Space

Kernel

A eBPF

Projects

HeBPF

SDKs

W eBPF

Kernel Runtime

v

eBPF (ELF)

b¢ (ﬁ Falco
Ratran % O MIXIE

B GOG®

Verifier & JIT oS
Runtime

Q 2

Maps
Kemel Helper API
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Attac

BPF_PROG_TYPE_SK_SKB

sk_skb

BPF_SK_SKB_STREAM_PARSER

sk_skb/stream_parser

BPF_SK_SKB_STREAM_VERDICT

sk_skb/stream_verdict

BPF_PROG_TYPE_SOCKET_FILTER

socket

BPF_PROG_TYPE_SOCK_OPS

BPF_CGROUP_SOCK_OPS

sockops

BPF_PROG_TYPE_STRUCT_OPS

struct_ops+

BPF_PROG_TYPE_SYSCALL

syscall

BPF_PROG_TYPE_TRACEPOINT

tp+ [l

tracepoint+ [9]

BPF_PROG_TYPE_TRACING

BPF_MODIFY_RETURM

fmod_ret+[1]

fmod_ret.s+[1)

BPF_TRACE_FENTRY

fentry+ 11

fentry.s+[1]

BPF_TRACE_FEXIT

fexit+ 1]

fexit.s+[1]

iter+ [10)
BPF_TRACE_ITER

iter.s+[10]
BPF_TRACE_RAW_TP tp_btf+ 1]

BPF_PROG_TYPE_XDP

BPF_XDP_CPUMAP

xdp.frags/cpumap

xdp/cpumap

BPF_XDP_DEVMAP

xdp.frags/devmap

xdp/devmap

BPF_XDP

xdp.frags

xdp

hment points of eBPF programs

kprobes (scoped to a cgroup)
cgroup/dev

perf events

syscall

socket buffer (SK SKB)

XDP

tracepoints

raw_tracepoints

(...)

https://docs.kernel.org/bpf/libbpf/program_types.html
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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File Edit View Terminal Tabs Help
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VCAN, VXCAN Kernel drivers and Automotive
Grade Linux

VXCAN interfaces just forward; without local echo (IFF_ECHO)!
To support multiple* applications in a namespace use vcan via CAN_GW there

application namespace(s) : init/root/default/global namespace
* I
1
1
1
1 Specific CAN filters
1 and routing
1
1
ac ac_root ac_ns can0
(vcan) ' (vxcan) (vxcan) ' (real device)

L> CAN_GW <—T E L> CAN_GW <—T

Oliver Hartkopp

https://wiki.automotivelinux.org/_media/agl-distro/agl2018-socketcan.pdf
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eXpress
Data
Path (XDP) | | =

Networking stack ‘
(protocol layers, schedulers, netfilter)

allocates sk_buffers

eBPF programs

XDP_REDIRECT

| RX/TX queties
¥

SBA Research Image: https://medium.com/@kcl17/unlocking-network-performance-with-xdp-and-ebpf-67c712128025 38



kali@kali: ~/...xdp-id-filter x kali@kali: ~/...xdp-id-filter kali@kali: ~/...xdp-id-filter X% root@kali: fhome/...can-xdp-id-filter X kali@kali: ~/...xdp-id-filter X

[——( )-[~/ebpf-can/can-xdp-id-filter
—$ cangen 123 10 vcanolj

Demo: eBPF on XDP for CAN - trace and filter

SBA Research




Process of eBPF for CAN/network interfaces (Linux)

Container

vcan@: (...) gdisc noqueue

> process

socket
read
write
open

Link/can eI

system call

ID 0x123
CRC check

|

userspace
program

|

Container

process

can@

Kernel

(open, write)

PCB (hardware)

SBA Research

CAN transceiver

& (=)o) Ja—»mi@%

{ 0x123: CRC,
0x544: PASS }

CAN H

_—

e L TUML. N TR

Uy U

- UL
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Virtual Architecture vs. Central Gateway and

Domain Controller

O |
BN

ECU
con2
ECU

\ ECU

SBA Research

@

CAN - Bus

Ethernet

ECU

ECU

ECU

CAN - Bus

ECU

ECU

ECU

ECU

ECU

ECU

https://scapy.readthedocs.io/en/latest/layers/automotive.html
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eBPF, | thought we were
friends!

74 usenix
' THE ADVANCED
COMPUTING 5YSTEMS

Guillaume Fournier ASSOCIATION

Sylvain Afchain

August 2021

Cross Container Attacks:
ﬂ \ The Bewildered eBPF on Clouds

Yi He and Roland Guo, Tsinghua University and BNRist; Yunlong Xing,
George Mason University; Xijia Che, Tsinghua University and BNRist; Kun Sun,
George Mason University; Zhuotao Liu, Ke Xu, and Qi Li, Tsinghua University

DATADOG

hltps://www.u:en\x.uv‘g/wnfarerme/usernxseuv1(yZ3:‘pre>enldh0n/he

This paper is included in the Proceedings of the
32nd USENIX Security Symposium.
August 9-11, 2023 * Anaheim, CA, USA
978-1-939133-37-3

Warping Reality

Creating and countering

+} \ ~ varation nf
the next generation o1

Linux rootkits using e
Open access to the Proceedings of the
32nd USENIX Security Symposium

Pat Hogan is sponsored by USENIX.

@PathToFile

|

| =]
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[—( , .1 )-[~/ebpf/ebpf-rootkit] kali@kali: ~/kitt/toyota/toyothack X kali@kali: ~/kitt/toyota/toyothac
—% sudo bash tc _load.sh

vcano [8] 00 00 00 00 00 00 BO 7E

P 3 vcano [8] 00 00 00 00 00 00 BO 7E

52 A /ebniauptarootiit] vcano [8] 00 00 00 00 00 00 BO 7E
/1 root.bof.c vcano [8] 00 00 00 00 00 00 BO 7E
| SR _ 4 vcan® [8] 00 00 00 00 00 00 BO 7E
Epcelads 2c[1£::?:ﬁibpf ] vcano [8] 00 00 00 00 00 00 BO 7E
o vcan® [8] 00 00 00 00 00 00 BO 7E
vcan® [8] 00 00 00 00 00 00 BO 7E

vcano [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcano [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan@ [8] 00 00 00 00 00 00 BO 7E

. 81 00 00 00 00 00 00 BO 7E

00 BO 7E

Demo: eBPF rootkit to manipulate CAN traffic o8 bs E
vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E

vcan® [8] 00 00 00 00 00 00 BO 7E



eBPF rootkits and backdoors

* BPFDoor: Chinese tool almost undetected for FIVE years
is second BPF-based attack uncovered this year
o https://linuxsecurity.com/news/hackscracks/bpfdoor-

chinese-tool-almost-undetected-for-five-years-is-
second-bpf-based-attack-uncovered-this-year

« Making eBPF work on Windows, Microsoft

o https://opensource.microsoft.com/blog/2021/05/10/m
aking-ebpf-work-on-windows/

SBA Research 52


https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://opensource.microsoft.com/blog/2021/05/10/making-ebpf-work-on-windows/
https://opensource.microsoft.com/blog/2021/05/10/making-ebpf-work-on-windows/
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Lessons learned from the Clouds

+ software-defined protections: a device per
function (firewall/ECU) is too expensive.

 flexible architecture: development at runtime
without starting from scratch.

- mutation and fast evolution: rolling updates
are key to react to attack patterns.

You don't know how the next attack will be!
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Applied Research Consulting in Customer Projects
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