


Observing the Clouds
Lessons Learned from Cloud Vulnerabilities for HPCs and 
Software Containers
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https://www.pexels.com/photo/gray-rolled-asphalt-road-under-cloudy-sky-52531/
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https://www.sciencelearn.org.nz/resources/628-observing-clouds-and-weather
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Shared hosting-dedicated hosting-cloud 
hosting
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E/E architectures
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https://www.techdesignforums.com/blog/2021/11/17/balancing-the-requirements-of-e-e-architectures-for-automotive-design/
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Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571
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https://www.redhat.com/en/blog/running-containers-cars

https://www.continental-automotive.com/en/components/hpc-product-portfolio.html

https://www.elektrobit.com/products/ecu/eb-corbos/linux-built-on-ubuntu/

 

https://www.redhat.com/en/blog/running-containers-cars
https://www.continental-automotive.com/en/components/hpc-product-portfolio.html
https://www.elektrobit.com/products/ecu/eb-corbos/linux-built-on-ubuntu/


Are Containers secure?
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Container, VM, Hypervisor, Process, ...
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Container Internals

SBA Research

separate file system

(mount namespace)

processes view

(pid namespace)

separate network and 

routing  

(network namespace)

limit resources 

(control groups)
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Capabilities

CAP_MKNOD, CAP_DAC_OVERRIDE, ...

Filesystem permissions (DAC) for /dev/spidevX.Y 
(read/write for owner, group, others)

Control Group, eBPF program (device control)

read (r), write (w), mknod (m)

device type, major number, minor number

Mandatory Access Control (MAC) and eBPF

additional Kernel protections 
(LSM/SeLinux/AppArmor/eBPF)

Kernel

SBA Research

Container

vfs

can

i2c

system call 

(open, write)

process
<root>

dev
major
minor

open
write

Hardware

ebpf

Container Security Mechanisms

can0
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Cloud Attacks

• CVE-2023-1943: Privilege Escalation 

in kOps using GCE/GCP Provider in 

Gossip Mode

• CVE-2016-1905: The API server in 

Kubernetes does not properly check 

admission control

SBA Research

• CVE-2019-5736: runc container 

breakout

• CVE-2015-9356: directory traversal

• CVE-2016-5195: dirty cow

• composition (container image)

• privileged containers

• device access

• runtime configuration

hardware

operating system

container 
(app3)

hardware

Linux

container 
(app1)

container 
(app2)

Orchestrator/Control 
Plane

Docker, Podman, 

Docker-swarm, 

Kuberentes, OpenShift



Attacks in Cars
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• https://www.wired.com/2015/07/hackers-remotely-kill-jeep-

highway/

SBA Research Image: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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https://www.youtube.com/watch?v=3Wd4H91qfso



24SBA Research Image: https://kentindell.github.io/2023/04/03/can-injection/

open door key valid
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Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022

https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf



Back-connect to the connected car. Search for vulnerabilities in the VW electric car, Navinfo, Blackhat EU 2022

https://i.blackhat.com/EU-22/Wednesday-Briefings/EU-22-Serdyuk-Back-connect-to-the-connected-car.pdf
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The driving technology in Clouds
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eBPF: „the Javascript for the Kernel“
eBPF code runs in a virutal machine in 

the Kernel. Code is compiled to eBPF in 

an ELF file. The code contains functions 

that can be attached to a trigger (e.g. 

syscall, trace event, network).

1. load BPF code into the Kernel

2. attach to event

3. Kernel runs the program if a 

trigger is hit

4. The eBPF program can produce 

data and store it in maps/queues

5. consume data from userspace

SBA Research

C/Go/ Rust/... eBPF (ELF)
compile
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Attachment points of eBPF programs

• kprobes (scoped to a cgroup)

• cgroup/dev

• perf events

• syscall

• socket buffer (SK SKB)

• XDP

• tracepoints

• raw_tracepoints

• (...)

SBA Research

https://docs.kernel.org/bpf/libbpf/program_types.html
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Virtual CAN networks

routing and filtering

SBA Research
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Image: Remote Car Hacking, Miller, Valasek (2015), p.8
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dataID

CAN frame
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VCAN, VXCAN Kernel drivers and Automotive 
Grade Linux

SBA Research

https://wiki.automotivelinux.org/_media/agl-distro/agl2018-socketcan.pdf
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eXpress
Data
Path (XDP)

SBA Research Image: https://medium.com/@kcl17/unlocking-network-performance-with-xdp-and-ebpf-67c712128025

eBPF programs



Demo: eBPF on XDP for CAN – trace and filter

SBA Research
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Process of eBPF for CAN/network interfaces (Linux)

Kernel

SBA Research

Container

canspi i2c

system call 

(open, write)

process

can0
vcan0: (...) qdisc noqueue

link/can 

socket
read
write
open

PCB (hardware) CAN transceiver

userspace
program

map

ID 0x123
CRC check

{ 0x123: CRC,
0x544: PASS }

Container

process

can0
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Virtual Architecture vs. Central Gateway and 
Domain Controller

SBA Research

https://scapy.readthedocs.io/en/latest/layers/automotive.html

ECU

con1

con2

con3
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Demo: eBPF rootkit to manipulate CAN traffic
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eBPF rootkits and backdoors

• BPFDoor: Chinese tool almost undetected for FIVE years 

is second BPF-based attack uncovered this year

o https://linuxsecurity.com/news/hackscracks/bpfdoor-

chinese-tool-almost-undetected-for-five-years-is-

second-bpf-based-attack-uncovered-this-year 

• Making eBPF work on Windows, Microsoft

o https://opensource.microsoft.com/blog/2021/05/10/m

aking-ebpf-work-on-windows/ 

SBA Research

https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://linuxsecurity.com/news/hackscracks/bpfdoor-chinese-tool-almost-undetected-for-five-years-is-second-bpf-based-attack-uncovered-this-year
https://opensource.microsoft.com/blog/2021/05/10/making-ebpf-work-on-windows/
https://opensource.microsoft.com/blog/2021/05/10/making-ebpf-work-on-windows/
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Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571

HPC
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Lessons learned from the Clouds

• software-defined protections: a device per 

function (firewall/ECU) is too expensive.

• flexible architecture: development at runtime 

without starting from scratch.

• mutation and fast evolution: rolling updates 

are key to react to attack patterns.

You don‘t know how the next attack will be!

SBA Research
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Applied Research Consulting in Customer Projects

Security Requirements

Crypto Designs

Threat Modelling

Static Code Analysis

Security Test Case Generation

Defense in Depth (DiD)

Fuzz Testing

Black- and Grey-box Testing

Proof of Concept Validation
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SBA Meetup // ASRG Vienna // eBPF Vienna

SBA Research
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Reinhard Kugler

MATRIS Research Lab

SBA Research

Floragasse 7, 1040 Vienna

rkugler@sba-research.org

https://matris.sba-research.org/marc/ 

mailto:rkugler@sba-research.org
https://matris.sba-research.org/marc/
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