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» Retrievable PIl Data - Results

* Future Work



The Main Concerns Surrounding Pll Data In Connected Vehicles.

Complexity and Data Generation:

Modern vehicles contain up to 150 ECUs and over 100
million lines of code (Strandburg et al., 2023).

They integrate various technologies, i.e., Navigation,
Bluetooth & Internet, generating significant amounts of
data, including PII.
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Types of Pll Collected:

Lo

Vehicle Identification Information: i.e., make, model, VIN, and real-time Ut
performance data. = =R ».»
Vehicle Owner/User Information: Sensitive data such as names, addresses, contact = = = -
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details, biometric data, and communication histories. - A

Location Information: GPS coordinates, travel history, and real-time updates, i.e., traffic, £ ? ‘ 3 :

weather. ~ A ,E. S & " f/ﬁ

Connectivity Information: Data shared for real-time updates and y P ‘# ;"‘
/f_

s

autonomous driving.

Diagnostic Data: Collected via OBD-Il ports for maintenance and
safety-critical systems.
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Current UK Legal and Regulatory Landscape specitothis project

UK Legal and Regulatory Landscape Industry Best Practices

Data Protection Act 2018 (DPA) UNECE Regu lation 155

NIS Regulations 2018 ICO Guidelines
Driverless Vehicles Bill 2023 BSI BS 10012:2017

PECR Regulations 2023
CAV Key Principles for Cyber Security in Vehicles

Relevant ISO Standards

Global Standards and
ISO 27001:2022 o o

Guidelines
ISO/IEC 27002:2022
ISO/SAE 21434:2021 NIST, SWGDE, EU GDPR, CCPA

As automotive technologies and threats evolve, continuous collaboration between governments, industry, and organizations is crucial to ensure robust
Pll protection
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Why MBUX NTGé6

UK Dept for Transport Vehicle Used IVI Modules:

Statistics: Results showed Ford, Purchased via eBay, Thanks to Noel Lowdon -
| Mercedes and Vauxhall as most licensed  Harper Shaw Investigation Consultants
vehicle for 2022/23

Infotainment Module Research:
Ford SYNC 3 and Mercedes MBUX NTG6

Ford SYNC:
Used Across the Ford Range since 2015

MBUX NTG6:
Used across Mercedes range since
2018

Open-Source Solutions:
For uires Berla iVe, MBUX NTG6



Mercedes-Benz Policy Analysis

Purpose: Analysed Mercedes-Benz (UK) Group Privacy Policy to understand
Pll data handling, collection, storage, and transmission practices.

Key Findings: Pll Data Considerations

Collected Data:

Expected Pll: Name, contact details, vehicle
information, purchase details.

Sensitive Pll: Precise location data, potentially
sensitive under Article 9 of UK GDPR.

Unclear Pll: Ambiguities in data shared within the
Mercedes-Benz group and with third parties raise
transparency concerns.

Flesch-Kincaid Readability Analysis:
Score: 15.6 (College Graduate Level)

Implication: The policy is very difficult to read and
understand, necessitating simplification for better
user comprehension.

Exclusion: The Mercedes.Me Privacy Policy was excluded due to lack of access to a connected vehicle or mobile device, but similar data practices are anticipated.

Pll Handling: Storage, Transmission, and Usage

Data Minimization: The policy should specify limitations on
data collection, ensuring alignment with UK GDPR's data
minimization principle.

Cross-Border Transfers: Vague references to international
data transfers suggest a need for clearer safeguards, such as
Standard Contractual Clauses (SCCs).

Retention Periods: The policy lacks clear timelines for PII
retention, potentially conflicting with UK GDPR's storage

limitation principle.

Data Usage and Sharing: The policy's vague language/abolt
third-party data sharing and user profiling necessitates/more
transparency and user control mechanisms.




Mercedes-Benz Policy Analysis — Findings/Results

Connected Vehicles & Compliance Alignment:

Data Collection & Transparency:

Challenge: Precise disclosure of data types (Pll, geolocation, driver behavior) collected from connected vehicles is
lacking.

Requirement: Granular consent for each data type is essential, adhering to UK GDPR principles of fairness and
fransparency.

Security & Incident Response:

Weakness: The policy lacks detailed connected vehicle-specific security measures.

Recommendation: Align with cybersecurity standards like ISO 21434 and mandate robust incident response plans as
per NIS Regulations.
Emerging Legislation:

Driverless Vehicles Bill: The policy should be updated to address mandatory data sharing for accident investiganons,
ensuring proactive alignment with evolving laws.




Mercedes-Benz Policy Analysis - Recommendations

Recommendations:
Specificity & Implementation: Translate broad policy statements into documented internal controls, with regular audits for compliance.
Connected Car Focus: Develop a dedicated policy section for connected vehicles, detailing data practices and cybersecurity measures.
Granular Consent: Introduce user-friendly options for granular consent, especially for high-volume PIl in connected vehicles.
Best Practice Alighment: Integrate guidance from ICO, BSI, UNECE Regulation 155, and CAV principles to demonstrate proactive compliance.
Data Sharing: Explicitly stating types of Pl & third party sharing to maintain transparency.

Security Enhancements: Expand on data encryption, pseudonymization, and anonymization practices to align with NIS requirements.

Overall Evaluation: The Mercedes-Benz (UK) Group Privacy Policy shows a basic understanding of data protection but requires
significant enhancement to fully protect Pll and comply with evolving legal standards. Improvements are necessary to foster user
trust and ensure robust compliance in the automotive sector.




Preparation

Power Up: The IVI module is connected to a desktop power supply NTGG IVI MOdUle

completes boot cycle, which unlocks the SATA HDD through an
embedded chip within the module. A o o. @
cquisition

Write Blocker Setup: Connected to the host laptop in preparation
for the SATA HDD connection.

Execution

Hot Swapping: Once the boot process is complete (no visual
feedback, requires experience and timing), the SATA HDD data
cable is carefully removed from the IVI module and connected to the
write blocker.

FTK Imager Detection: The write blocker is powered on, and the B &
HDD is detected by FTK Imager on the host laptop, ready for L

imaging.

Outcome

Forensic Image Creation: A successful forensic image of 186GB
(EO1 format) was created.

Backup and Analysis: A backup of the forensic image was made,
from which all subsequent investigations and analysis were
performed.

Method Accessibility: The "Hot Swapping" method is noted
as an open-source approach, accessible to others with similar tools
and experience, emphasizing its practicality for forensic
investigations.



Windows Based Investigation

FTK IMAGER

Objective: To explore the acquired data, assess the
file system, layout, and content structure, with a

focus on identifying PII.
Key Findings:

* Partition Analysis: Discovered several
partitions, notably one labeled “TRACE (1),”
containing 25 compressed (.gz) folders.

DLT Files Discovery: Found within double-
compressed files (.gz > .tar), including plaintext
vCard data and raw hexadecimal data, with no
encryption or encoding detected.

AUTOPSY

Objective: To further analyze the data within a
structured environment provided by Autopsy,
categorizing data and enabling efficient
navigation.

Process: Loaded the acquired data into Autopsy,
navigating to the “Archives” category where the
DLT files were stored.

Outcome: Extracted a total of 48 uncompressed
folders containing DLT files, formatted using a
date-based naming convention.




Windows Based Investigation

HXD HEX EDITOR

HxD Hex Editor: HxD Hex Editor was employed to
search and examine the DLT files, starting with the file
containing known vCard data.

Findings: A search for “vCard” returned 532 results,
revealing the overwhelming volume of sensitive data
stored in these files

Summary

FTK Imager: Ideal for initial forensic acquisition and exploration.

Autopsy: Effective for structured data categorization and navigation.
Visual Studio: Enhanced data analysis, revealing complex and sensitive PII

VISUAL STUDIO

Transition to Visual Studio:

* Challenge: Vast amount of data and lack of structure in HxD
prompted the need for a more organized tool.

* VS Code with DLT Plugin: Enabled viewing of DLT files in a
structured format, revealing additional sensitive information.

Key Discoveries:

* Device Data: Found strings like “DeviceName: Helen's iPhone” and
corresponding MAC addresses, linked to Apple Inc.

*  Geolocation Data: Latitude and longitude information were also
uncovered, indicating a high volume of PIl within the DLT files.

Conclusion: The combination of tools highlighted the sheer volume of
sensitive data, necessitating further automated extraction and analysis
techniques to manage the data effectively.




Linux Based Investigation

DLT FILE VIEWER

® [ntroduction to DLT File Viewer

. Context: Following discussions with Noel Lowdon (Harper
Shaw, 2024), it was suggested to use DLT-Viewer (Wenzel,
2023) for analyzing the DLT files.

Linux Environment Setup:
* Tools Used:
*  VMware Workstation Player (Broadcom, 2024)
*  Ubuntu 22.04.3 Virtual Machine (Canonical, 2024)
Installation Process: DLT-Viewer was installed on the
Linux VM. The DLT files, extracted via Autopsy, were

uploaded to OneDrive and then downloaded directly to
the VM for analysis.

SEARCHING FOR DATA

When searching for plaintext “BEGIN:VACRD” in DLT Viewer, no
results were returned.

Using CyberChef the plaintext was converted to hexadecimal
values: “42 4547 49 4e 3a 56 43 41 5244

® Searching for these hexadecimal values in DLT
Viewer returned 53 results




IChoIIengeS and the Move Towards Automation

Limitations of DLT File Viewer

Manual Process:
Despite its advantages, DLT Viewer still required manual searching, leading to inefficiencies given the vast amount of data in the DLT files.

Hexadecimal Data Handling:
Data was still extracted in hexadecimal format, requiring additional steps for decoding.

Forensic Integrity:
The manual nature of the process raised concerns about maintaining forensic integrity.

eed for Automation:

fficiencies and potential errors in the manual process prompted decision to develop automated solution.

Automation Goal:

To streamline the extraction and analysis of sensitive Pll data from DLT files, ensuring consistency, accuracy, and maintaining forensic
integrity throughout.

Summary

DLT Viewer: Effective for initial searches and data extraction, especially when handling large datasets like those found in
automotive IVI systems.

Challenges: The manual nature and need for hexadecimal decoding limited its efficiency, leading to the pursuit of a more
automated, scalable solution.



DLT Files — Test Dataset

Initial Observations and Challenges
Key Findings:
Large number of DLT files remaining for analysis.
Sensitive PIl data confirmed within DLT files.

Volume of data was too large for manual examination.

Counting DLT Files: The first Python script counted the total number of DLT files within the extracted Archive
folder (546 DLT files).

Sample Dataset: A smaller test dataset of 16 DLT files was selected (from folders labeled “07022020” and
“13122019”) to continue the project.



.
| Automated vCard Extraction Script:

I
I
| Efficiently extract vCard data, a significant source of sensitive PlII, |
: from DLT files. |
. . File-Carving Approach: |
I

VCCIrd DCITCI EXII’CI CIIOH frOm DI_T FlleS | Identifies hexadecimal markers, in binary mode, ensuring precise :
I

I

| extraction of vCard records.

— e — e — e — —— — —— e —— e ——— ——— —— ——— —— —— e —— ——— —— ——— —— —— — —— —— —— —— — — —— — —

: Forensic Integrity & Metadata Logging: :
| Data Extraction: |
| vCard records are extracted to individual text files (one file per record) and |
: simultaneously logged in a CSV. :
| The CSV includes metadata such as the DLT filename, start/end decimal I
| offsets, timestamp, and MD5/SHA1 hashes for verification. |
I I
| The inclusion of hash values and offset positions allows for tracking and |
revalidation of extracted data, preserving forensic integrity and supporting :

I

I

| legal admissibility.

— e e — e — —— — —— —— —— — —— —— — ——— —— ——— —— — —— —— —— — ——— —— —— — —— —— —— —— —— ——— — ——— —— —— — —— — — —

Test Results & Scalability:
741 vCard Records extracted from 16 dlt files, including phonebook entries & call logs (dialed,
missed, and received calls).

aimed at automating the extraction of other Pll types from automotive systems, ensuring

I
I
I
I
I
| Foundation for Further Development: This script became the baseline for additional scripts
I
: forensic rigor in vehicle forensics investigations.

I

I




» DLT File Viewer: Used to manually search for Iatitude and longitude
values previously seen in VS Code.

PIl Data Extraction —
Navigation Data

I
I
I
» Further Analysis: Data in spreadsheets used to refine script |
after further examination. :

I

I

I

» Results: Against individual DLT file, using DLT File Viewer

| |
| sModifying the vCard Script:. :
| « Challenges: |
| + No clear “footer” like the vCard data. I
| |
| I
| I
| |

«  Final Script Results: 1,568 navigation records were extracted from the test
dataset, saved as individual text files and compiled into a CSV file

| GPS Data Conversion and Route Mapping

I

: *Conversion: Navigation data (stored in gNSS format) was converted into GPS
| coordinates by dividing by 10,000,000 (Ordnance Survey)

I

| Visualization: After removing duplicates, coordinates were plotted using GPS
| Visualizer to create a route map.

I
I
| *Outcome: A clear route was mapped from the data extracted, highlighting
I locations visited by the vehicle.

I




I

| Manual Data Discovery - Initial Observation:
I * “DeviceName: Helen’s iPhone” etc
| « MAC addresses

: Search Terms:
I
I
I
I
I

Pll Data Extraction —

* Usedsearchtermsin DLT Viewer.
 Extracted data into spreadsheets for refinement.
* Verified corresponding hex values

Connected Devices

Automated Connected Devices Extraction Script:
Script Development:

* Removed footers dynamically - “DLT” (Hex: 44 4c¢ 54) and
“ECU” (Hex: 45 43 55)

I

I

I

I

:  Scriptupdated to search for connected devices
I

I

I * Refined script from analysis of data extracted.

I

Results: The script was run against a sample set of 16 .dlt files, identifying 3 connected
devices.

I
I
I
I
I
I
| Full Dataset: Running the script against all 546 .dlt files confirmed identical results,
| successfully extracting connected device data with verified forensic integrity.

I

I

I

I

I




vCard - Phonebook and Call Logs

* Phonebook records, Dialled calls, Missed calls,
and Received calls.

* “X-IRMC-CALL-DATETIME;RECEIVE
 “X-IRMC-CALL-DATETIME;DIALED”,
* “X-IRMC-CALL-DATETIME;MISSE

1,281 calllog records and vCard data was
extracted from the NTG6 IVI Module.

X-IRMC-CALL-DATETIME;MISSED

FN;CHARSET=UTF-8 N;CHARSET=UTF-8 TEL; TYPE=CELL

All DI

S

A total of 236 received call logs were retrieved.

A total of 216 dialled call logs were retrieved.

A total of 72 Missed called were retrieved

A total of 657 vCard records extracted.

BEGIN

FN;CHARSET=UTF-8 [N;CHARSET=UTF-8 | TEL;TYPE=CELL EMAIL:CHARSET=UTF-8;TYPE=INTERNET |TEL:TYPE=HOME

Lauren
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Navigation Data

. . * Data extracted and converted into GPS formatted coordinates.
* | Atotal of 17,063 items were discovered

* | Datafrom all DLT files was converted to a CSV file, * GPSAnalyzerto plot to a map, o

* | one column foreach search parameter. . « Atotal of 197 coordinates were used to plot a GPS route. [EkaeEitty
* When converting test data set result, the created CSV file 537055083 -1.2695784

. 53.7056345 -1.2695543
contained 1,233 rows of data. 53705745 -1.2695247

53.7058357 -1.2694821
53.705904 -1.2694093
53.7059446 -1.2693091
53.7059552 -1.2691987
53.7059381 -1.2690869
53.7058921 -1.2689879
53.70582  -1.268884
53.7057337 -1.2687654
53.7056411 -1.2686347
53.7055473 -1.2685039
53.7054526 -1.2683742
53.7053599 -1.2682453
53.7052668  -1.268115
53.7051841 -1.2680015
53.705106 -1.2679025
53.7050268 -1.2678288
53.7049437 -1.2677928
53.7048588 -1.2677962
53.7047731 -1.2678353
53.704684 -1.2679096

Project scope, data limitations and technical difficulties meant
that only test data was used from this point forward,.

Wolds);
<District 3 NationalyMablethorpe

longitude latitude height year month day hour minute second SnalPark

Coordinate data extracted from o el ) 4

the NTG6 IVI module is stored o TR -\\ Pl
using gNSS coordinates :

coordinates and associated

timestamps were extracted
from the CSV file

7 Chiltern 4
e HillSSAONB. ‘
s

-12677765 53703
2562078 51477787
2562102 778338

-12686742
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 Three connected Devices, NTO8 GamectdDeves T
 “deviceName” attributes

° “Andy”’
 “Helen’siPhone”, o Conmeontype 177

PHONE AUDIO INTERNET]

(13 3 M ”» ! e ]
* H e le n S WO rk I P h O n e d dProfiles: [MAP_MAS, MAP_MNS, PAN, SPP, AVRCP, A2DP, PBAP, HFP, |Al

* “Connected Bluetooth Devices” and “Authorised
Bluetooth Devices” identifiers.

DeviceManagerServiceProcessor#2:RP : getDevicelnfo( Devicelnfo( elD: 2133844025

NTG6 Connected Device One
pportedHandsfreeProf
SUpporte
supportedA2DPVersion: 1.
isDeviceConnected: 0 isDe 0

isAutoDownloadActivated: isDeviceSecondaryPhone: 1

toreSapPin.
nPin:
isReconnectionProce
SPP, AVRCP, A2DP, PBAFP, HFP, 1AP2], ignedPrimaryPhonelD: 1971281803

ndaryPhonelD: -1

linkedDevicelD: 0

isSIMCardConfigured: 0))DLTIMA ~A;A




Future Work.

Ongoing NTG6 Investigation and Analysis
Image Data
SSH/Secure GitHub Repository Data

Source Code

e
=

L 5

J

‘G
=
-

(

MSc Project
Explore Pll Investigation and Analysis using connected vehicle

NTG7 IVI Module (Mercedes-Benz Disclosure)

Other Manufacturer IVI Modules/Infotainment Systems
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Thank you

"L LinkedIn
https://www.linkedin.com/in/richard-harding-6bb377129/

@ Email

M hardingrj@protonmail.com

Phone
+44 (0) 7523 451193
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