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Saket Mohan, is the Founder & CEO of Secure Elements Ltd, a visionary in the field of automotive
cybersecurity. With 14+ experience in Automotive Telematics, Connected Cars and Cybersecurity, his journey

has seen him playing a pivotal role in improving cyber resilience of complex automotive systems.

He has contributed to cybersecurity development projects at prestigious organizations such as Jaguar Land
Rover, ClearMotion, EDAG Engineering, and Transport Research Laboratory. His entrepreneurial spirit and fervor
for automotive cybersecurity culminated in the creation of Secure Elements, where he leads a dedicated team
in developing cybersecurity software solutions to improve safety and security of modern-day mobility systems.
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Cybersecurity Attacks on Rise E

Mobility companies have seen an exponential rise in automotive cybersecurity attacks

‘ SECURE ‘

N
Aug 2023 T @ Mercedes-Benz -
ks YOUREarigaterisap ackors thot Security bugs let these car hackers
prompted recall of 1.4 million vehicles
Dec 2023 -+ R NIO show off new hack to take control at high remotely control a Mercedes-Benz
speeds Zack Whittaker @zackwhittaker / 11:00 PM GMT+1 * August 6, 2020
Apr2022 -+ @& HYUNDAI
Feb2021 + Y r==um —
Hackers crack Tesla software to get free How China could paralyse Britain's roads and kill
Aug2020 + LA features thousands — by hacking into cheap electric cars
e e R S A e they sold us
R ot n s
2019 + X & Vr=r ()
2019 -+ . . . . "
@TovoTA US gov't to investigate Chinese-made smart cars as potential national
security risk
2017 + & @HvunoAl ) « i
[



OUR
STREETS

VEHICLE CYBER SECURITY

SECURE ELEMENTS

INTEGRATING SECURE MOBILITY SOLUTIONS

SECURE ‘

Introduction to TARA E

Overview of TARA (Threat Assessment and Risk Analysis)
B Purpose of TARA - systematic approach used to identify, assess, and prioritize potential security threats and risks.

[ Key Components of TARA

« Threat Identification: Identifying potential threats that could exploit vulnerabilities within the vehicle's electronic systems.
+ Risk Analysis: Evaluating the likelihood and impact of identified threats, typically through qualitative or quantitative methods.
 Mitigation Strategies: Developing and implementing security measures to reduce the risk associated with each identified threat.

B TARA as defined in ISO/SAE 21434 provides a framework for ensuring cybersecurity throughout the vehicle's lifecycle, from design
to decommissioning

Importance in evaluating risks for software-defined vehicles

| Increasing digitalisation, software demand and connectivity exponentially increases risk

| Implications for product quality [safety, security] and regulatory compliance



Significance of Threat
Modeling in Cybersecurity

Role of Threat Modeling:

B Threat modeling is a proactive approach that
allows organizations to anticipate potential cyber
threats and design systems that are resilient to
those threats

B In the context of automotive cybersecurity,
threat modeling helps in identifying specific
attack vectors that could target a vehicle's
software and hardware components.

OUR
STREETS

VEHICLE CYBER SECURITY

SECURE ELEMENTS

INTEGRATING SECURE MOBILITY SOLUTIONS

=

|i]

SECURE ‘

Common Threat Modeling Techniques:

[ STRIDE Model: A common threat modeling framework
used to identify threats related to Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service
(DoS), and Elevation of Privilege.

I Attack Trees: A diagrammatic approach that
helps in understanding how different threats can
lead to a specific security breach, allowing for
targeted mitigation.
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Current Challenges in E
TARA

Evolving Threat Landscape

B The rise of vehicle connectivity, autonomous driving and advanced driver-assistance systems (ADAS) introduces new vulnerabilities that need to be
addressed through updated TARA methodologies.

Reliance on Static Documentation

B Difficulty in keeping up with evolving threats

B Challenges with sophisticated attackers and dynamic threat vectors

Need for Dynamic and Updated Approaches

B TARA need to update dynamically
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UNECE R155 Annex 5 =

Primary reference for TARA in the domain

B UNECE Annex 5 is a critical document that serves as a cornerstone for Threat Assessment and Risk Analysis (TARA) in the automotive sector.

B 1t provides a structured approach for identifying and evaluating cybersecurity threats specific to software-defined vehicles, making it a primary
reference for professionals in this field.

Collection of threat scenarios and mitigation techniques

B The annex includes a comprehensive collection of potential threat scenarios that could impact vehicle safety and security.

B 1t also outlines various mitigation techniques that can be employed to counteract these threats, offering a standardized methodology for
securing vehicle system

Limitations of Current Annex 5 Documentation

B Static Nature of Documentation
B Limited Contextualization

| Rigidity in Mitigation Strategies
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Introduction to GenAl S
LLMSs

What is GenAl LLMs ?

B Large Language Models (LLMs) are advanced Al systems designed to understand and generate human-like text based on vast
amounts of data. These models are trained on extensive datasets, enabling them to process and produce text in a wide range of

The Al Landscape

Artificial
Intelligence

contexts. A
B Capabilities: LLMs [such as GPT-4], are capable of understanding complex language patterns, generating coherent narratives, < cenerative )
answering questions, summarizing large bodies of text, and even creating new content. N A y

Application in Threat Scenario Generation

B LLMs can be leveraged to generate dynamic and context-specific threat scenarios by analyzing and interpreting large datasets related to
cybersecurity threats.

B contextualization: These models can produce threat scenarios that are tailored to the specific environment or system being analyzed, taking
into account unigue variables that might influence potential vulnerabilities

Example Applications

In cybersecurity, LLMs can simulate how new threats might exploit vulnerabilities in software-defined vehicles, helping companies to
preemptively strengthen their defenses.
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An example TARA Assessment was conducted in Product Security Application CRISKLE™

Threat & Risk Assesment (TARA)

Program
Innovate UK-InnovateUK-ACTM-2023-Vehicle Platooning System-Concept-34

Asset Name Emergency Call (eCall)
Security Objective Protect the Authenticity of the eCall function
Description of Damage Scenario A DoS Attack on the eCall function leads causes loss of authenticity of the function making it in-operable while making a

legislative impact.
Attack Type Attack

Impact Rating

Cyber Security Property Violated Authencity VAJOR
Asset Impact Ratings
SAFETY FINANICAL OPERATIONAL PRIVACY & LEGISLATION
O Negligible O Negligible O Negligible O Negligible
© Moderate O Moderate © Moderate O Moderate
O Major © Major O Major © Major
O Severe O Severe O Severe O Severe

Threat Description
Threat ID 6596B7A542DCD

Threat Target Function

Threat catalogue type (WP29 Annex. 5)

Threats from tampering of vehicle data/code

Define Threat Sub-scenario

Unauthorized changes to vehicle’s identity data

CRISKLE™ : Threat Scenario User Prompt
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Training Dataset

Data Set Name Real ORNL Automotive Dynamometer (ROAD) CAN Intrusion Dataset
Type of Bus System CAN

Number of Attack Captures in Dataset 13

Number of ECU's in dataset 106

Total Time of recorded dataset - Attack 30 minutes

Attack Types Fuzzing, Spoofing

Attack Nature (CIA) property Authenticity, Integrity



Our Methodology
Attack Detection using LLIVI - BERT
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SBERT : Sentence Bidirectional Encoder

Representations from Transformers

Attack Simulation Architecture
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The Proposed LLM-Based Threat Modeling Architecture
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Construct a Generate new
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Processing Vector based on given
Database input

New Threat
Scenarios

N number of New
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Validation Assessment &

Mitigation Techniques

UNECE: Annex5

Sentence Embedding

Convert to vectors

Save data to the vector database

RAG : Retrieval Augmented Generation
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Validation &
Assessment

Existing Scenario

UNECE 155 Mitigation

Generated Scenario

Mitigation Techniques

The attacker spoofs
traffic on the GMSL
bus to trigger a
vulnerability in a
running service or
hardware to
compromise asset
integrity

Measures to detect
malicious internal
messages or activity
should be considered

A hacker gains
access to the
vehicle's CAN bus
and manipulates
the data being
transmitted,
causing the car’s
brake system to
malfunction and
potentially causing
a collision

Measures to prevent
and detect
unauthorized access
shall be employed
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B Map of UNECE 155 mitigation
techniques to those generated by
LLMs to validate, both

Q the threat scenarios and
O corresponding mitigation
strategies



OUR
STREETS

VEHICLE CYBER SECURITY

SECURE ELEMENTS

INTEGRATING SECURE MOBILITY SOLUTIONS

Key Findings E

SECURE ‘

How the methodology enhances the comprehensiveness of TARA

B The application of LLMs in Threat Assessment and Risk Analysis (TARA) significantly enhances the comprehensiveness of threat identification.
By leveraging Al, the methodology can dynamically generate and analyze a broader spectrum of potential threats, including those that may not
have been previously considered.

B This approach allows for a more thorough exploration of vulnerabilities and potential attack vectors, leading to a more
robust risk management strategy.

Benefits of incorporating dynamic threat scenarios

B ncorporating dynamic and contextual threat scenarios generated by LLMs offers a more adaptable and responsive approach to systems
cybersecurity. These Al-driven scenarios can be continuously updated to reflect the latest trends in cyber threats, ensuring that the TARA process
remains relevant and effective.

B This adaptability helps organizations stay ahead of emerging threats, improving the overall security posture of
software-defined vehicles.

Impact on Cybersecurity for Software-Defined Vehicles

B Improved Resilience and Security



Case Study
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@ Threat Scenario Generator

% Enter an example cyber attack and specify how many similar descriptions you want to generate.

B Enter example cyber attack description

Attacker uses the OBD port and Local Diagnostics Write Function to Modify Existing ECU Firmware or configuration to alter availability of Pll or vehicle configuration to compromise availability

88 Number of attacks to generate

3

# Generate Attacks

@ Threat Mitigation
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Challenges &

Considerations
Challenges in the Implementation of GenAl LLMs for TARA:

Complexity of integrating Al-driven models into existing cybersecurity frameworks.

Need for substantial computational resources

Ensuring accuracy and relevance of generated threat scenarios

Data privacy and security concerns related to large datasets used for training.

Considerations for Organizations Looking to Adopt This Approach:

B Evaluating the cost-benefit ratio to justify the investment

B Need for skilled personnel to manage and interpret Al-driven outputs

B Ensuring long-term sustainability of Al models amidst evolving cyber threats.

B Developing strategies to integrate these tools into existing cybersecurity practices effectively.
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Future Directions E
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Possible enhancements to the LLM-driven approach

B Future iterations of the LLM (Large Language Model)-driven approach could incorporate real-time data integration, allowing the model to
continuously adapt to new and emerging threats. This dynamic capability would ensure that the TARA (Threat Assessment and Risk

Analysis) process remains effective and relevant as the cybersecurity landscape evolves

B Enhancements could also focus on improving the model's ability to analyze more complex, multi-layered threats,
thereby providing more granular and actionable insights for security teams.

Implications for future TARA assessments based on LLM's

B integrating LLM's could also pose a cybersecurity risk if poisoned data have been used for training LLM's, there by generating false outputs.
Usage of LLM’s always do require human oversight to ensure TARA robustness and data accuracy. Merely relying on LLM generated outputs can

compromise TARA outputs.

B Over the long term, the continuous training and improvement of LLM models , LLM’s privacy preservation qualities could lead to more
comprehensive and effective cybersecurity frameworks, not only for software-defined vehicles but also for other technology-adjacent sectors.
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GenAl Based TARA Tools
I TARA becomes a static dynamic document
B cCapability to generate / auto complete threat scenario(s)

Results

— B Auto complete relationship between Threat scenarios and Mitigations
Al/LLM based TARA can assist engineers , , ) ) )
to complete TARA with human oversight B Reduces labor, increasing speed of performing TARA thereby increasing

productivity.
+ B Steps beyond R155 and looks at wide areas of Attacks (Subject to Model Training)

Reduced Labour/Cost/Time
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