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Automotive Ethernet Security 
Revisited: New Protocols, New 
Attacks, and Advanced Scapy
Techniques
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Present: 

- SecOC evolving
- Automotive Ethernet
- DoIP
- SOME/IP
- Automatons

Past: 

- Enable Scapy for Automotive 
Networks (CAN)

- CANFD / ISOTP / UDS
- Protocol scanners
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Scapy
Scapy is a powerful interactive packet manipulation library written in Python:

Craft:

Send:

Show all:



dissecto

Scapy in 2018

Ethernet

IPv4 IPv6

TCP UDP

TLS

DNS

ICMP

ARP

DHCP HTTP

Network

Transport

Application
Features: 

▪ Reading and Writing PCAP
▪ Sending and Receiving Packets 
▪ Matching Answers
▪ ….

Incomplete Stack: Many more protocols are supported!!!!

CAN

802.1Q

Missing: 

▪ No CAN Sockets / Interface support
▪ ….
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Automotive protocols – First Steps

Ethernet

IPv4 IPv6

TCP UDP

TLS

DNS

ICMP

ARP

DHCP HTTP

Network

Transport

Application
Features: 

▪ CANSockets
(SocketCAN / PythonCAN)

▪ candump support
▪ Signals (DBC)
▪ CCP
▪ ISOTP 
▪ ISOTPSockets

(SocketCAN / PythonCAN)
▪ ISOTPUtils

(fragment / defragment CAN)
▪ OBD
▪ UDS
▪ GMLAN
▪ ENET
▪ SOME/IP

Incomplete Stack: Many more protocols are supported!!!!

CAN

802.1Q

ISOTP
Sockets

Utils

Socketscandump

Signals

UDS

ENET

CCP

OBD GMLAN

SOME/IP

Socket
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CANFD

Automotive Scanners and Protocols

Ethernet

IPv4 IPv6

TCP UDP

TLS

DNS

ICMP

ARP

DHCP HTTP

Network

Transport

Application

Incomplete Stack: Many more protocols are supported!!!!

CAN

802.1Q

ISOTP
Sockets

Utils

Socketscandump

Signals

UDS

HSFZ

CCP

OBD GMLAN

SOME/IP

Socket

ISOTP-FD

Features: 

▪ CANFD
▪ ISOTP over CANFD
▪ KWP2000
▪ ENET -> HSFZ
▪ DoIP
▪ DoIP Sockets
▪ XCP
▪ XCPScanner (Basic)
▪ GMLAN Utils
▪ ISOTP Scanner
▪ UDS Scanner / States
▪ OBD Scanner
▪ GMLAN Scanner / States
▪ VW / BMW definitions
▪ ECU Utils

o Stateful parsing
o Simulation

KWP200

DoIP
Socket

XCP

Utils

Scanner

ScannerScanner

Scanner

Scanner

States

States
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CANFD

Recent Changes

Ethernet

IPv4 IPv6

TCP UDP

TLS

DNS

ICMP

ARP

DHCP HTTP

Network

Transport

Application

Incomplete Stack: Many more protocols are supported!!!!

CAN

802.1Q

ISOTP
Sockets

Utils

Socketscandump

Signals

UDS

HSFZ

CCP

OBD GMLAN

SOME/IP

Socket

ISOTP-FD

Features: 

▪ DoIP over TLS
▪ SOME/IP Rework
▪ AUTOSAR PDUs
▪ AUTOSAR SecOC PDUs
▪ SecOC over CANFD
▪ ECU-Simulation w. Automatons

KWP200

DoIP
Socket

XCP

Utils

Scanner

ScannerScanner

Scanner

Scanner

States

States

PDUs SecOC

TLS

SecOC-FD
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Ethernet vs Automotive Ethernet
- Ethernet 8 Cables (OBD-II: 4)
- Automotive Ethernet 2 Cables

Automotive Ethernet needs Adapter to be 
connected to PC:
- USB to Eth-T1 (HydraLink Mouser)
- Media Converters (T1 to Eth)

For OS: Both are Ethernet, all Ethernet Tools can 
be used (Scapy, nmap, ...)
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Common Ethernet 
Architecture

High-Speed Data Backbone:
- Enables fast communication for ADAS, cameras, infotainment

D
a
t
a
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Common Ethernet Issues:
FloodingCAN-FD

- Data Speed: Up to 10 Mbit/s
- Topology: Multiple ECUs share the same bus
- 100% bus load can occur normally under certain conditions
- ECUs tested against high Busload

Ethernet
- Data Speed: Up to 100–1000 Mbit/s
- Topology: Point-to-point communication
- Potentially up to 100× more packets compared to CAN-FD
- Packets are not Broadcasted: Operating conditions are under maximum speed
- Small ECUs are often not designed to receive large volumes of data
- Consequence: These ECUs are much more vulnerable to crashes caused by flooding
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Scapy – DoIP vs DoCAN

ISOTP UDS

Ethernet 802.1Q IPv4 / IPv6 TCP / UDP DoIP UDS

ARP TCP 
Handshake

Routing 
Activation

CAN
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Common Ethernet Issues
Maturity Gap:
- CAN stacks have been tested and refined. In contrast, Automotive Ethernet stacks are relatively new and 

still evolving, leading to less field-proven reliability.

Larger Stack, More Complexity:
- Ethernet stacks are significantly more complex than CAN. This larger codebase increases the chance for 

implementation bugs, integration issues, and vulnerabilities.

Error Potential:
- With more features (e.g., IP, TSN, diagnostics), Ethernet stacks introduce a broader surface for configuration 

errors and misbehavior.
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Scapy – DoIP TLS vs DoCAN

CAN ISOTP UDS

Ethernet 802.1Q IPv4 / IPv6 TCP / UDP DoIP

ARP TCP 
Handshake

Routing 
Activation

Ethernet 802.1Q IPv4 / IPv6 TCP TLS UDSDoIP

Port 13400

Port 3496

TCP 
Handshake

TLS 
Handshake
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Scapy – DoIP
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Common Ethernet Issues
DoIP over TLS:

Security goals of TLS:
- Confidentiality
- Integrity
- Authenticity

Security goals of UDS:
- Confidentiality (0x84)
- Integrity (0x84)
- Authenticity (0x27 / 0x29 / 0x84)

Responsibility boundaries within the communication stack can become unclear, and the role of TLS/UDS must 
be clearly defined.
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Malicious OTA Update 
Servers- ECU Simulations can also be used to simulate "bad" ECUs or attack other ECUs.

- Example OTA update by ECU with update files hosting an HTTP server.

- Simulate ECU which answers HTTP requests and sends malicious update files.
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SOME/IP / Autosar PDUs
- Example Server to attack SOME/IP 

- SOME/IP and Autosar PDU support in Scapy

- Simulate ECU which answers SOME/IP subscribe and 
sends malicious Autosar PDUs
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Common Ethernet Issues
Proprietary SOME/IP Protocols:
- CAN over SOME/IP
- ISO-TP over SOME/IP
- OTA over SOME/IP
- SecOC over SOME/IP
- Key Exchange over SOME/IP
…

These extensions increase the attack surface and introduce room for misconfiguration and integration errors.

https://www.synacktiv.com/sites/default/files/2024-
05/tesla_0_click_rce_cellular_network_offensivecon2024.pdf
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Hot Topic - SecOC

The Standard (An ideal world):

- Clear definitions
- Three different crypto-profiles
- Well defined "FreshnessValue"
- Well defined "FreshnessValue" exchange.
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Hot Topic - SecOC

The Reality:

- Unclear MAC generation
o Is the CAN-ID part of the PDU
o What about the PDU ID
o And the length field?
o Is padding used?

- Custom Freshness Values
o And custom sync-protocols

- TFV roll-over-handling
o Custom Authenticator

- Custom reset values for FV
- What about keys?

o PDU-ID <-> Key mapping
o FV Sync-Key
o Custom Key-Derivation
o Key-Storage
o Key-Update
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Customization

Problems: 

- OEM variations can't be 
implemented (NDAs)

- Generic implementations:
o Don’t work OOTB
o Manual work

- Are Code-Generators a 
solution?

- Code Generators for 
custom SecOC-Automatons 
(RBS) -> hard work....

BUG
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UDS Authentication Service
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UDS Authentication Service
Reality with Scapy:
- Connect to APIs of OEM tools to get cert / solve challenge
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UDS Authentication Service
Risks of an X.509 Certificate Parser
• Complexity of the X.509 Standard

• Implementation errors due to complexity and ambiguities can lead to inconsistent validation and 
misinterpretation.

• Parsing Vulnerabilities
• Buffer Overflows: Large fields can cause overflows, leading to code execution or system crashes.
• Memory Leaks: Poor memory handling may result in denial-of-service (DoS) attacks.
• Integer Overflows: Vulnerabilities in handling numerical fields can bypass verification.

• Certificate Validation Issues
• Improper Chain Validation: Forged intermediates may allow malicious certificates.
• Revocation Check Failures: Ignoring revocation can lead to acceptance of compromised certificates.
• Weak Signature Algorithms: Accepting outdated algorithms can lead to certificate forgery.

• Poor Error Handling
• Inadequate error handling can lead to crashes or undefined behavior, compromising the system.
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UDS Authentication Service
Modern cryptography can be vulnerable if the random generator has weaknesses:

Automotive Example:
https://github.com/bri3d/Simos18_SBOOT

-> RSA broken by weak randomness

How to test UDS SA / Auth:
- Get a lot of Challenges of the ECU over UDS Auth
- Analyse their Randomness

https://github.com/bri3d/Simos18_SBOOT
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UDS Authentication Service
Use Scapy with Other OpenSource Tools for specialized Security Testing:

Certgenerators:
Frankencert
https://github.com/sumanj/frankencert

Random number tests suites:
NIST Statistical Test Suite
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software

https://github.com/sumanj/frankencert
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
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Common Ethernet Issues
New Roles of HSM (not only Ethernet):

- Key / Certstore
- Functions for Key / Cert handling
- Randomness

Fuzzing / Testing the ECU also tests the HSM:
- HSM crashes: ECU non recoverable
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Thank you for 
your patience! 

Support us at crowdsupply:
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