Automotive Ethernet Security
Revisited: New Protocols, New
Attacks, and Advanced Scapy
Techniques
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Past:

- Enable Scapy for Automotive
Networks (CAN)

- CANFD /ISOTP / UDS

- Protocol scanners

Present:

- SecOC evolving

- Automotive Ethernet
- DolP

- SOME/IP

- Automatons

Outline
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Scapy

Scapy is a powerful interactive packet manipulation library written in Python:

Craft:
pkt = Ether() / IP(dst="github.com") / ICMP()

>>> pkt.show()

Send: ###[ Ethernet 1###
dst = None
. . " . e = e0:0a:f6:7c:1a:5d
resp = srpl(pkt, iface="ethl") type = Ipva SCa py
###[ IP 1###
version =4
ihl = None
Show all: tos = 0x0
len = None
id = il
flags =
frag =0
e = 64
proto = icmp
chksum = None
src = 192.168.139.190
dst = Net("github.com/32")
\options \
###[ ICMP 1###
type = echo-request
code =0
chksum = None diSSECtO
id = 0x0
seq = 0x0
unused =Alh*



Scapy in 2018

Application - DHCP HTTP

Features:

= Reading and Writing PCAP

= Sending and Receiving Packets
Transport —— " Matching Answers

Missing:
= No CAN Sockets / Interface support
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Incomplete Stack: Many more protocols are supported!!!!



Automotive protocols — First Steps

o Features:
Application DNS DHCP HTTP

""""""""""""""""""""""""""""""""" =  CANSockets
(SocketCAN / PythonCAN)
= candump support
= Signals (DBC)
= CCP
= |SOTP
= |SOTPSockets
(SocketCAN / PythonCAN)
= |SOTPUtils
(fragment / defragment CAN)
= OBD
= UDS
= GMLAN
= ENET
= SOME/IP

Utils

Sockets

Network Ethernet

candump

dissecto

Incomplete Stack: Many more protocols are supported!!!!



XCP

Scanner

Automotive Scanners and Protocols

UDS KWP200

States Scanner

SOME/IP

Features:

States

Application DNS DHCP HTTP OBD GMLAN

Scanner | Utils

= CANFD

= |SOTP over CANFD
= KWP2000

= ENET -> HSFZ

= DolP

= DolP Sockets

= XCP
= XCPScanner (Basic)

= GMLAN Utils
= |SOTP Scanner
=  UDS Scanner / States
= OBD Scanner
=  GMLAN Scanner / States
= VW /BMW definitions
= ECU Utils
o Stateful parsing
o Simulation

Scanner IS

NEGES

Network Ethernet CAN CANFD

candump Sockets

Incomplete Stack: Many more protocols are supported!!!!



XCP

Scanner

SOME/IP

States

cores | UDS KWP200
OBD GMLAN

Application DHCP HTTP
Scanner gyl Scanner | Utils

Transport
NEGES

Network Ethernet CAN CANFD

candump Sockets

Incomplete Stack: Many more protocols are supported!!!!

Recent Changes
Features:

= DolP over TLS

= SOME/IP Rework

= AUTOSAR PDUs

= AUTOSAR SecOC PDUs

= SecOC over CANFD

= ECU-Simulation w. Automatons



Ethernet vs Automotive Ethernet

- Ethernet 8 Cables (OBD-II: 4)
- Automotive Ethernet 2 Cables

Automotive Ethernet needs Adapter to be
connected to PC:

- USB to Eth-T1 (Hydralink Mouser)

- Media Converters (T1 to Eth)

For OS: Both are Ethernet, all Ethernet Tools can

I be used (Scapy, nmap, ...)
3: ethl: %=
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AN

Common Ethernet
Architecture

(|
- High-Speed Data Backbone:
DC - Enables fast communication for ADAS, cameras, infotainment
Switch
-Illl- -IIII-
:llll: :llll:
ECU1 ECU2
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Common Ethernet Issues:
CAN-FD Flooding
- Data Speed: Up to 10 Mbit/s
- Topology: Multiple ECUs share the same bus
- 100% bus load can occur normally under certain conditions
- ECUs tested against high Busload

Ethernet

- Data Speed: Up to 100-1000 Mbit/s

- Topology: Point-to-point communication

- Potentially up to 100x more packets compared to CAN-FD

- Packets are not Broadcasted: Operating conditions are under maximum speed

- Small ECUs are often not designed to receive large volumes of data

- Consequence: These ECUs are much more vulnerable to crashes caused by flooding

pktlist = Ether() / IP(dst="192.168.42.1") / TCP(sport=RandShort(), dport=range(1l, 20000), flags="S")
sendpfast(pktlist, iface="ethl", pps=100000)

dissecto



Scapy — DolP vs DoCAN

CAN ISOTP UDS

Ethernet 802.1Q IPv4 / IPv6 TCP / UDP

ARP TCP

Handshake Routing

Activation
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Common Ethernet Issues
Maturity Gap:
- CAN stacks have been tested and refined. In contrast, Automotive Ethernet stacks are relatively new and
still evolving, leading to less field-proven reliability.

Larger Stack, More Complexity:
- Ethernet stacks are significantly more complex than CAN. This larger codebase increases the chance for

implementation bugs, integration issues, and vulnerabilities.

Error Potential:
- With more features (e.g., IP, TSN, diagnostics), Ethernet stacks introduce a broader surface for configuration

errors and misbehavior.
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Scapy — DolP TLS vs DoCAN

CAN ISOTP UDS

Port 13400

Ethernet 802.1Q IPv4 / IPv6 TCP / UDP

ARP Tep Routing

Activation

Handshake

Port 3496
Ethernet 802.1Q IPv4 / IPv6 TCP TLS

TCP TLS
Handshake Handshake dissecto



Scapy — DolP

from scapy.all import *

import socket as socketlib

from scapy.contrib.automotive.doip import *

from scapy.contrib.automotive.uds import UDS, UDS_RDBI

from concurrent.futures import ProcessPoolExecutor

def connect_DoOIP_TCP():
socket = DoIPSocket("127.0.0.1")
pkt = DoIP(payload_type=0x8001, source_address=0xe80, target_address=0x1000) / UDS() / UDS_RDBI(identifiers=[0x1000])
resp = socket.sri(pkt, timeout=1)
print("Received response:", resp)

def connect_DoIP_TLS():
# Create client-side SSL context
context = ssl.SSLContext(ssl.PROTOCOL_TLS_CLIENT)

# This disables hostname verification
context.check_hostname = False

# This disables server certificate validation entirely.
context.verify_mode = ssl.CERT_NONE

# Load client certificate and key required by the server
context.load_cert_chain(certfile="client-cert.pem", keyfile="client-key.pem")

socket = DoIPSocket(ip="127.0.0.1", tls_port=4433, force_tls=True, context=context)

pkt = DoIP(payload_type=0x8001, source_address=0xe80, target_address=0x1000) / UDS() / UDS_RDBI(identifiers=[0x1000])
rep = socket.sri(pkt, timeout=1)

print(repr(rep))
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Common Ethernet Issues
DolP over TLS:

Security goals of TLS:
- Confidentiality

- Integrity

- Authenticity

Security goals of UDS:

- Confidentiality (0x84)

- Integrity (0x84)

- Authenticity (0x27 / 0x29 / 0x84)

Responsibility boundaries within the communication stack can become unclear, and the role of TLS/UDS must
be clearly defined.
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Malicious OTA Update
- ECU Simulations can also be used to simulate "bad" ECUs or attack other ECUs. Servers

- Example OTA update by ECU with update files hosting an HTTP server.

- Simulate ECU which answers HTTP requests and sends malicious update files.

def get_http_response(self, pkt):
if not pkt:
return None
if pkt.Path == b"/CAFE.flashfile" and pkt.Method == b"HEAD":
file_stats = os.stat("../http/CAFE.flashfile")
return HTTPResponse(Content_Length=str(1))
if pkt.Path == b"/CAFE.flashfile" and pkt.Method == b"GET":
with open("../htttp/CAFE.flsahfile", "rb") as f:
return HTTPResponse() / (f.read()*20)
return HTTPResponse(Status_Code=b"404", Reason_Phrase=b"Not Found") /
("<'!doctype html><html><body><h1>404 - Not Found</hl></body></html>")
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- Example Server to attack SOME/IP
- SOME/IP and Autosar PDU support in Scapy

- Simulate ECU which answers SOME/IP subscribe and
sends malicious Autosar PDUs

def get_someip_response(self, pkt):
# receive Subscribe packets and answer with a subscribe ack

subs_pkt_entry_array = [copy(p) for p in pktsd.entry_array if p.type == 6]

for p in subs_pkt_entry_array:
p.type = 7

ECU1

SOME/IP / Autosar PDUs

Subscribe(Event x)

ECU2

SubscribeAck

Notification(Event x, Value y)

k

print(f"Creating Subscribe ACK for Service {p.srv_1id}, InstanceID {p.inst_id}, Event_ID {p.eventgroup_id}\n")

if subs_pkt_entry_array:

sd_pkt = SD(flags="REBOOT+UNICAST", entry_array=subs_pkt_entry_array, option_array=self.sd_options)

ack_pkt = (Ether(dst="12:34:56:78:90:12") /
Dot1Q(vlan=42) /
IP(dst=pkt[IP].src, src="123.123.123.123") /
UDP(sport=50000, dport=50000) /

SOMEIP(srv_id=0x1000, sub_1i1d=0x1000, client_id=0x0, proto_ver=0x01, iface_ver=0x01) / sd_pkt)

sendp(ack_pkt, iface="ethl")
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Proprietary SOME/IP Protocols:

CAN over SOME/IP

ISO-TP over SOME/IP

OTA over SOME/IP

SecOC over SOME/IP

Key Exchange over SOME/IP

Common Ethernet Issues

Infotainment

Connectivity card Ethernet switch

VLAN 20 etho-2 vtap
192.168.20.2 19716826+
192.168.10.2 192.168.10.1 Forward
NAT
etho eth0.2

192.168.90.60 192.168.90.100

UDP to CAN filter

+ proxy ]
192.168.90.102

Security Gatewa

https://www.synacktiv.com/sites/default/files/2024-
05/tesla_0_click_rce_cellular_network_offensivecon2024.pdf

These extensions increase the attack surface and introduce room for misconfiguration and integration errors.
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Sender

Receiver

Secret
Secret key K |,
key K ¢
Input data
(arbitrary MAC verification
length) . | MAC generation —l A A A
Last rcv. |
T full MI-}C counter
Monotonic (12_8 B ¥ CNT
Gt —> CNT MAC Monotonic
counter
Truncation | sync
v ¥ A

B

m ‘m

Hot Topic - SecOC

The Standard (An ideal world):

- Clear definitions

- Three different crypto-profiles

- Well defined "FreshnessValue"

- Well defined "FreshnessValue" exchange.
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MSB LSE MSB LsB
Feshness Value Authenticator
SecOCFreshnessValueTxLength SecOCAuthinfo TxLength
. Truncated Truncated
GO L Freshness Value Authenticator
[ r 3
v
Secured I-PDU
MSB LSB
SecOCFreshnessValuelength
MSB LSB
A
Trip Counter Reset Counter Authenticator
Freshness Value
Message Counter Y Y Y
Trip Counter Reset Counter Reset Flag
MsgCntUpper MsgCntLower i
. . TripCntLength ResetCntLength SecOCAuthinfoTxLength
V‘T Y d i -‘.- .
TripCntLength ResetCntLength MsgCntLl‘epgth ResetFlagLength /
i.
SecOCFreshnessValueTxLength



Sender

Receiver

B

Secret
Secret key K |,
key K ,}
Input data OK
(arbitrary MAC verification
length) . | MAC generation —l A A A NOK
Last rcv. |
T full MI-}C counter
Monotonic fi=s B ¥ CNT
Gt —> CNT MAC Monotonic
counter
Truncation | sync
v ¥ A

m ‘m

m

The Reality:

Unclear MAC generation
Is the CAN-ID part of the PDU
What about the PDU ID
And the length field?

Is padding used?
Custom Freshness Values

©)
©)
©)
©)

Hot Topic

Ms8 LSBE MsB Lsa
: ] o And custom sync-protocols
Feshness Value Authenticator .
- ] - TFV roll-over-handling
— e ’ o Custom Authenticator
SecOCFreshnessValueTxLength ~ SecOCAuthinfoTxLength
l l - Custom reset values for FV
- What about keys?
Authentic -PDU Freshnoss Value |  Authenticator o PDU-ID <-> Key mapping
. , o FV Sync-Key
Secured |-PDU o Custom Key-Derivation
o Key-Storage
Visa SecOCFreshnesIsVaIueLength 5B 0O Key_ U p d ate
Freshness Value MSB LSB
Message Counter
Trip Counter Reset Counter Reset Flag
| MsgCrilpper | MagCritower Trip Counter Reset Counter Authenticator
TripCntLength ResetCntlength MsgCntLl‘e\r‘mgth § RE,SEtF‘aELEﬂgth_,": \ Y A Y Y J
\/ TripCntLength ResetCntLength SecOCAuthInfoTxLength

SecOCFreshnessValueTxLength

- SecOC
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# The following code is pseudocode and only for explanatory purposes.

Customization

class My_SecOC_CANFD(SecOC_CANFD): Problems:

def get_secoc_payload(self) -> bytes:
o - OEM variations can't be
This method is used by 'get_message_authentication_code' :
to get the payload including SecOCDataID for MAC computation. Impleme_nted (NDAS)_
Wi - Generic implementations:
secoc_data_id = self.identifier # CANFD identifier o Don’t work OOTB

payload = self.pdu_payload
-m raise bytes(secoc_data_id) + bytes(payload) o Manual work

def get_secoc_key(self) -> bytes: - Are Code-Generators a

mmn
. _ L : solution?
This method can be used to provide an individual secret key for every secoc_data_id

secoc_data_id = self.identifier - Code Generators for
secoc_key = GLOBAL_KEYS[secoc_data_id]

e sEree m custom SecOC-Automatons

(RBS) -> hard work....

def get_secoc_freshness_value(self) -> bytes:

mmn

This method is used to provide the full freshness value for MAC computation
mmn
freshness_value = trip_count + reset_counter + message_count + self.tfv

return bytes(freshness_value) dissecto



Backend Tester Vehicle

. . . UDS Authentication Service
HTTP Diagnostic Certificate

N

29 01 00 Diagnostic Certificate

N

69 01 11 ECU Challenge
k

HTTP ECU Challenge

HTTP Proof of Ownership

N

29 03 Proof of Ownership

N

q? 03 12 ECU Challenge Responge
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UDS Authentication Service
Reality with Scapy:

- Connect to APIs of OEM tools to get cert / solve challenge

# Get Cert from Backend API

cert = get_cert_from_api()

# Send Cert to ECU

resp = sock.sr1(UDS() / UDS_AUTH(subFunction=1, certificateClient=cert))

if not (resp.service == 0x69 and resp.subFunction == 0x3):
print("Authentication fatilure, Cert not accepted")

# Send Challenge to Backend and get Solution

proofOfOwnership = solve_challenge(resp.challengeServer)

# Send proofOfOwnership to ECU

resp = sock.sr1(UDS() / UDS_AUTH(subFunction=3, proofOfOwnershipClient=proofOfOwnership))

if resp.service == 0x69 and resp.subFunction == 0x3:
print("Authentication Success")

else:
print("Authentication failure, proofOfOwnership not accepted")
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UDS Authentication Service

Risks of an X.509 Certificate Parser
* Complexity of the X.509 Standard
* Implementation errors due to complexity and ambiguities can lead to inconsistent validation and
misinterpretation.
e Parsing Vulnerabilities
» Buffer Overflows: Large fields can cause overflows, leading to code execution or system crashes.
 Memory Leaks: Poor memory handling may result in denial-of-service (DoS) attacks.
* Integer Overflows: Vulnerabilities in handling numerical fields can bypass verification.
e Certificate Validation Issues
* Improper Chain Validation: Forged intermediates may allow malicious certificates.
* Revocation Check Failures: Ignoring revocation can lead to acceptance of compromised certificates.
* Weak Signature Algorithms: Accepting outdated algorithms can lead to certificate forgery.

e Poor Error Handling
* Inadequate error handling can lead to crashes or undefined behavior, compromising the system.
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UDS Authentication Service
Modern cryptography can be vulnerable if the random generator has weaknesses:

Automotive Example:
https://github.com/bri3d/Simos18 SBOOT

-> RSA broken by weak randomness
How to test UDS SA / Auth:

- Get a lot of Challenges of the ECU over UDS Auth
- Analyse their Randomness
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https://github.com/bri3d/Simos18_SBOOT
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UDS Authentication Service
Use Scapy with Other OpenSource Tools for specialized Security Testing:

Certgenerators:
Frankencert
https://github.com/sumanj/frankencert

Random number tests suites:
NIST Statistical Test Suite
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
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https://github.com/sumanj/frankencert
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
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https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software
https://csrc.nist.gov/projects/random-bit-generation/documentation-and-software

Common Ethernet Issues
New Roles of HSM (not only Ethernet):

- Key/ Certstore

- Functions for Key / Cert handling
- Randomness

Fuzzing / Testing the ECU also tests the HSM:
- HSM crashes: ECU non recoverable
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Thank you for
your patience!

Support us at crowdsupply:

https://www.crowdsupply.com/dissecto/hydralink dissecto
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