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The quantum threat
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Example communication flow for a future average car
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Options for handling the quantum threat
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When do we handle the situation?

1)  now

2)  later

3)  not at all

How can we handle the situation?

1) Develop new asymmetric algorithms (hard task!)

− Extensive research 

→ NIST Competition

− National recommendations

2) Migrate existing security systems      (hard task!)

− Analysis of individual needs

− Setup of migration strategy

The quantum threat

− Classical symmetric algorithms are weakened (e.g., AES)

→ Increase the key size (e.g., AES-256)

− Classical hash functions are weakened (e.g., SHA-3)

→ Increase the hash size (e.g., SHA-3 to 512 Bit)

− Asymmetric algorithms are obsolete (e.g., RSA, ECC)

× Underlying mathematical problems solvable!

How can we handle the quantum threat?

Post-Quantum Cryptography
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Expert opinions on breaking RSA-2048 with quantum computers [1]

(Universities, Companies, Research Centers)

A view at the market

When do we handle the situation?

2021

6

„Samsung SDS to join NIST‘s post-quantum 
cryptography project“ (2022)

„China breaks RSA encryption with a quantum computer, 
threatening global data security“ (2025) 



© 2023 ETAS GmbH. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as wel l as in the event of applications for industrial property rights.

ETAS-SEC/XPC-Bo1 | 2025-07-04

7

Act now!

− First standardized algorithms are available

−  NIST standards of encryption and signature schemes (2024)

−  Early selection of stateful signature schemes

− Recommendations of national institutes already exist
− BSI Handlungsempfehlung / Technische Richtlinie [2][3]

− EU Roadmap for Transition to PQC [4]

− NIST Migration Project [5]

− Remaining problems
− Algorithm selection is ongoing and difficult, there is no scheme that fulfills all requirements

− General confidence in cryptography can only grow over the years

A decision based on speculations

When do we handle the situation?

Recommendation:

“Act now and wait”

2035: NIST will not approve RSA, 

ECDSA, etc. anymore [8]

Security shelf life (x) Migration time for PQC solution (y) 

Time until scalable QC exists (z)

now
t

Risk from 

quantum threats!

Mosca’s Theorem: Time to react (t)

− Your product lifetime (x) and migration time (y) is foreseeable

− Time until scalable Quantum Computing exists (z) is uncertain

Do not let quantum technology get ahead of your timeline!
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Standardization 

− Find candidates in two groups: Key Encapsulation Mechanism (KEM) and Digital Signature Schemes

− Novel algorithms are based on quantum robust mathematical primitives (Hash, Lattices, Linear Codes, …)

NIST competition (since 2016 [1])

− Boost research on replacements for classical computers

− Gain confidence in security and improve performance

− Provide parameter sets for comparable 128-, 192-, 256-bit security (level of security)

National competitions (e.g., in Korea) offer further alternatives

Standardization of PQC Algorithms

How do we handle the situation?

[1] https://csrc.nist.gov/projects/post-quantum-cryptography

Standards in 2024 Early selection in 2019 Further candidates in 2025 New submissions in July 2023

ML-KEM (FIPS 203)

− CRYSTALS-Kyber

ML-DSA (FIPS 204)

- CRYSTALS-Dilithium

SLH-DSA (FIPS 205)

− SPHINCS+

DSA (draft FIPS 206)

− FALCON

Digital Signature Scheme

(stateful)

− XMSS

− LMS

KEM

− HQC (FIPS coming)

− Classic McEliece 

(Shelved due to ISO Standard)

Digital Signature Scheme

Number of candidates: 40

Round 2 (Oct’24): 14

The optimal choice depends on your application!
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PQC Algorithms are not easily applicable

−  Resource intensive with different attributes

−  Various advantages and disadvantages

Considerable attribute differences in:

−  Runtime

−  Key size

−  Code size

−  Stack consumption

−  Signature size 

PQC is young, confidence in its security will increase over time.
− Potential problems can be found in the future

− Preparing fallback solutions is beneficial

The reason for multiple standards

How do we handle the situation?

For each application, an in-depth use case analysis is required 

to make the right decision.

− What kind of hardware is used?

− How high is the workload of the application?

− Is there a crucial timing requirement?

− …

https://doi.org/10.13154/294-10394
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Secure Boot

− ensures software integrity and authenticity during the boot process.

− can be realized using a digital signature scheme.

Transitioning to PQ schemes

− Will (most likely) increase the (secure) memory consumption

− Will (m.l.) increase the boot duration (which is very critical to ECU startup)

Comparison of FALCON and CRYSTALS-Dilithium:

− FALCON is faster in verification of signatures

− FALCON requires less RAM

− FALCON is slower in signature generation

− Secure boot requires fast verification on ECU with limited resources

Use Case Example: Secure Boot

How do we handle the situation?

Sign software

using a private key 

Verify software signature with

public key during boot process

In this use case FALCON would be the preferred choice.
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Example: Key and signature sizes

What PQC algorithm to choose?
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Make use of the best from both worlds: Classical and Post-Quantum

PKI Migration

Parallel PKI

− Setup a second PKI in parallel operation

− Let the classical PKI “fade-out”

Mixed PKI

− Only Root-CA uses PQC

− Entities on lower level still rely on classical algorithms

Hybrid PKI

− Allow hybrid certificates

− Concatenated vs. nested

Hybrid solutions for migration

How do we handle the situation?

Root
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CA

cert cert cert
PQ-
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cert

PQ-
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Make use of the best from both worlds: Classical and Post-Quantum

PKI Migration

Parallel PKI

− Setup a second PKI in parallel operation

− Let the classical PKI “fade-out”

Mixed PKI

− Only Root-CA uses PQC

− Entities on lower level still rely on classical algorithms

Hybrid PKI

− Allow hybrid certificates
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Hybrid solutions for migration
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Make use of the best from both worlds: Classical and Post-Quantum

PKI Migration

Parallel PKI

− Setup a second PKI in parallel operation

− Let the classical PKI “fade-out”

Mixed PKI

− Only Root-CA uses PQC

− Entities on lower level still rely on classical algorithms

Hybrid PKI

− Allow hybrid certificates

− Concatenated vs. nested

Hybrid solutions for migration

How do we handle the situation?
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„Feasibility of replacing and adapting cryptographic schemes in software, hardware and infrastructures […] without interrupting the 

flow of a running system“ [6]

Protocol Agility

−  Allow multiple cryptographic algorithms in protocol standards

−  E.g. TLS negotiation mechanism and X.509 digital certificate flexibility

Crypto Agility for migration

How do we handle the situation?

„Hello, Algorithm XY“ + Key

„Hello, Okay“ + Key

[secure communication]

TLS handshake for cipher negotiation
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„Feasibility of replacing and adapting cryptographic schemes in software, hardware and infrastructures […] without interrupting the 

flow of a running system“ [6]

Protocol Agility

−  Allow multiple cryptographic algorithms in protocol standards

−  E.g. TLS negotiation mechanism and X.509 digital certificate flexibility

Design Agility

− Establish crypto-agility though adapted system design

− E.g. algorithm independent design and update mechanisms

Crypto Agility for migration

How do we handle the situation?
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„Feasibility of replacing and adapting cryptographic schemes in software, hardware and infrastructures […] without interrupting the 

flow of a running system“ [6]

Protocol Agility

−  Allow multiple cryptographic algorithms in protocol standards

−  E.g. TLS negotiation mechanism and X.509 digital certificate flexibility

Design Agility

− Establish crypto-agility though adapted system design

− E.g. algorithm independent design and update mechanisms

Hardware Agility

− Make use of accelerators and use synergies between similar PQC schemes

− E.g. instruction-set architecture for lattice based crypto

Crypto Agility for migration

How do we handle the situation?

„A Unified Cryptoprocessor for Lattice-Based 

Signature and Key-Exchange“ [11]

[9] Joppe W Bos, Joost Renes, and Christine van Vredendaal. “Post-Quantum Cryptography with Contemporary Co-Processors”

[10] Christof Paar et al. “Algorithm-agile cryptographic coprocessor based on FPGAs”. In: Reconfigurable Technology: FPGAs for Computing and Applications

[11] A. Aikata et al., "A Unified Cryptoprocessor for Lattice-Based Signature and Key-Exchange," in IEEE Transactions on Computers, 1 June 2023

[12] Deshpande, S., Xu, C., Nawan, M., Nawaz, K., Szefer, J. (2024). Fast and Efficient Hardware Implementation of HQC

[13] Favour, Akintan Abiodun, Abass Henry, and Badmus John. "Hardware Acceleration of PQC using ML-Based Optimizers." (2025).

“Hardware Acceleration of PQC using ML-Based Optimizers”[13]
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„Feasibility of replacing and adapting cryptographic schemes in software, hardware and infrastructures […] without interrupting the 

flow of a running system“ [6]

Protocol Agility

−  Allow multiple cryptographic algorithms in protocol standards

−  E.g. TLS negotiation mechanism and X.509 digital certificate flexibility

Design Agility

− Establish crypto-agility though adapted system design

− E.g. algorithm independent design and update mechanisms

Hardware Agility

− Make use of accelerators and use synergies between similar PQC schemes

− E.g. instruction-set architecture for lattice based crypto

API Agility

− Agile cryptographic libraries and APIs

− E.g. exchange algorithms with a pug-in structure, highly abstracted cryptographic APIs

Crypto Agility for migration

How do we handle the situation?

void Sign() 

{…}

Dilithium ECDSA SPHICS+
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Analysis of cryptographic inventory
− Use case analysis

− Analyse the requirements and find suitable PQC algorithms

− Risk assessment 

− Determine urgency of migration by analysing potential damages

− Consider that you could be already vulnerable to future attacks (“store-now decrypt later”)

− Hardware replacement

− Early consideration of increased resource needs

− Plan with long development of hardware components and accelerators

Evaluate possible solutions
− Use pre-shared keys

− Avoid asymmetric cryptography and explore symmetric solutions

− Hybrid solutions

− Protection with a combination of classical and PQC cryptography 

− Overcome distrust of new algorithms while using it

− Crypto agility

− Be able to make quick transitions of algorithms in case of new security doubts

− Flexible adaptation of security levels with as less effort as possible

Migration planning step by step [4][7]

How do we handle the situation?

Prioritization

Detection

Approach

Integration

Migration
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Determine a general strategy

Procedural
– Setup a plan of procedure

– Re-evaluation schedule

– Basis for decision-making to start migration

– Allocate resources for the transition

– Generate or adjust processes & policies

– Alignment with suppliers for joint transition

– Consider certification schemes

Technical
– Implement proof of concepts

– Increase expertise

– Gain confidence about migration costs

– Setup testing infrastructures

Migration planning step by step [4][7]

How do we handle the situation?

Prioritization

Detection

Approach

Integration

Migration
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Summary

Post-Quantum Cryptography

Recommendation: “Act now and wait“

Plan your migration based on existing solutions, overcome 

current challenges and be ready for the quantum threat.

− Analyze your cryptographic inventory

➢ Use case analysis to carefully evaluate suitable PQC algorithms

➢ Risk assessment to determine criticality and urgency of migration

➢ Hardware replacement for increased resource needs

− Determine strategies most suitable for you

➢ Utilize pre-shared keys to avoid challenging asymmetric PQC

➢ Crypto agility strategy for quick adaptation with minimal effort

➢ Hybrid solutions to be harden against classical and quantum 

adversaries



dennis.naujoks@etas.com

Thank you!
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