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Key-facts

— Work experiences in multiple industries from logistic, telecommunication,
medical, defense, automotive and startups (focus IT, embedded,
cybersecurity, wireless networks)

— Since 2014 in Continental - now AUMOVIO
— 10+ years experience in Automotive Cybersecurity & Privacy
— 2 years as CEO Assistant

— Current role: Chief Product Security & Privacy Officer (CPSO), Product
Safety & Product Al Governance

Over 15+ years’ cyber security & privacy experiences in cross-divisional
organizations with 8+ years in management positions incl. C-Level experiences.
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New company: AUMOVIO
Result of Continental group sector Automotive spin-off

— New founded, independent
company

. — >86k employees
More than 100 locations in 25
Tires ContiTech | Automotive AUMOVIO countries
— ~€20bn sales
‘ — Business structure:
- Autonomous Mobility (AM)

 Architecture and Networking
Solutions (ANS)

- Safety and Motion (SAM)
- User Experience (UX)

Continental Group
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Disclaimer

Information on contract level are not explicitly
linked to a specific customer. The information
shown are on general purpose.
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Leading the way towards software-defined vehicles
Complexity & functional growth with current approach reaching its limits

Up to now

@?
g

Patchwork Architecture Function-defined Architecture
— Up to ~100 ECUs — Few high-performance computers & zones
— Limited compute power — Significant compute power (more processor cores)
— Functionality isolated in ECUs — Functions defined by software (hardware abstraction)
— Lots of wires — ~50% reduction of wires
— Limited cloud-based functionality — Always connected

User Expectation: Pleasure, Safety & Comfort User Expectation: Smart |oT device
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From hardware to software product solutions
Enable. Develop. Integrate.

Function development stops at SOP?

Function
development
Hardware and

function coupling - Software Development
software combined SW Integration [ I EE |

with hardware TRADITIONAL CAR

SOP? EOP? EOL3

Function development continues after SOP?

Function

HW and SW development

decoupling -
S Software Development Middleware adaption including Maintenance and lifetime
Software updates . ) .
) SW Integration security and safety support security and safety support

and maintenance

New functions and services

across lifecycle

SOP! EOP? EOL3

1SOP: Start of production, 2EOP: End of production, 3EOL: End of life
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Security attacks on Automotive
~92% of all attacks were remote in 2024

ILllustration highlights the key attack vectors and their

— Th ti f incidents with a “high”
percentage of total Incidents in 2024 © Proporiion of ncidems wtna iga  or

“massive” impact increased to over 60%
of all incidents

Telematic and application servers [ AR , L
— Telematics and application server attacks

Ap [ 17 increased from 43% in 2023 to 66% in 2024
Infotainment system _ 14

— In 2024, increase of ~41% in critical
ECUs (incL.TCU, GW, etc.) [l 8

automotive - related vulnerabilities

EV charging 6 )
— Increase in Black Hat Hackers each year
Third party services - 5
GPS/GNSS navigation system [l 5 * 63% Black Hat (+1%),
Intelligent Transportation systems . 4 «  359% \White Hat (_10/0)’
Mobile applications 3
CANbus [JJ 2 — ~=92% (-3%) of all attacks were remote in
2024, whereas 84% of those were long-
0 10 20 30 40 50 60 70 range

Source: Upstream Global Automotive Cybersecurity Report 2025
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Scope

What we want to do? How the reality looks like

Pictures are Al generated
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Automotive cybersecurity and privacy
Drivers for our actions

Technological Need External Demand
Constant developing domain Regulations, Customer Expectations

01010 ‘&§/

RS @
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Self-Commitment

Policies, Manuals,
Technical compliance

—V
—V
—V
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Ensuring technical compliance
Differentiation to organizational and technical requirements

&Y

Technical Regulation

&3

System Brodiot } Process-related

Hardware Cybersecurity & Privacy Standards requirements m

¥}

Software
Services

7

Internal Rules

Product Q Product-related
Intellectual Conformity Product requirements
Property Environmental
Compliance Contractually Agreed

Self-Commitments
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Major external regulations on Vehicle Cybersecurity
Multiple horizontal regulation are coming

New:
— Radio Equipment Directive Key facts:
— European Cyber Resilience
Act (CRA) — Major automotive markets
— Product liability directive (w/0 USA) have or planning
(2024/2853) vehicle cyber security
, regulation
. — Majority of countries covered by
UN ECE R.155 reqgulation (red)
P ﬁ:j;:rgy :\tt;t:g;?(tjwe — New horizontal regulationin EU
» Enforcement 10/2027 P e.g., EU CRA and new EU

Product liability directive
demands stricter cybersecurity
maintenance efforts

G ~Securing the Information and
Communications Technology

and Services Supply Chain” ’

Enforcement: Jan. 2025

— Cybersecurity argumentation
used to enforce more
. , protectionism - region specific
od g platform approaches required

National Type Approval
Regulation

— New vehicle types: 01/2026
— All vehicles' types: 01/2028
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Cybersecurity regulations and standards
UNECE R155 & ISO 21434 V/.S. Chinese standards

Regulation and standards Comparison
UN ECE R.155 () CsSMS:
* H .
OISO RS ERTB L, b FEAR CleTTe /L Similar Requirements. China has higher expectation
- CSMS GB has more requirement in vulnerability management
> L I e L L CEL LT
— Vehicle T A L(VTA . .
_§ ehicle Type Approval (VIA) (2) VTA and Technical Requirements:
-g Chinese GB 44495-2024 ) Chinese standard has more specific requirements
c .
@ * Vehicle Category: M, Nl and Partly O — Scope: GB only focuses on vehicle while UNECE
= — CSMS consider additional aspects such as back-end.
—  Vehicle Type Approval (VTA) Details: GB requirements includes more detailed
. . specification than UN ECE R.155
— Technical requirements
. Details: GB provides the detailed testing methods
— Testing methods : : :
regarding technical requirements
e Same requirements
a ISO/SAE 21434 q
§ ) — Both are guidance for CSMS compliance
o Chinese GB/T Road vehicles - — Chinese GB/T provides one more example - TARA for
= Cybersecurity engineering (Draft) gateway
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Cybersecurity regulations and standards
AlS 189: India's Automotive Cybersecurity Regulation

Key elements:
— Mimics UN ECE R.155 and ISO/SAE 21434

— Directed at OEM incl. supply chain risk
management

— Focus on vehicles categories

« M, N, Tif fitted with at least (ECU), L7 if
equipped with automated driving
functionalities from level 3 onwards

— Full enforcement October 2027
— CS Type-approval of vehicle
— SW update management system (AIS 190)
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European market: obligations
Ongoing activities to ensure compliance and harmonization

Product Liability

L. | ENX TISAX VCS ASPICE fo_r Directive Machinery NIS 2.0

| ISO/SAE PAS 8475 | Cybersecurity 2024/2853 Regulation National
e 1 Road vehicles — National 2023/1230 Implementation:
o CAL/TAF | Implementation:
T 0 L | redundant to some references, EU Approval and -
[ e _- - = o= o= g ¥ partly contradictory market surveillance Cyber Solidarity Act| | Produkthaftungs- IT-SiG 3.0
- ;
N 2 I ISOISAE PWI 8477 | 1SO PAS 5112 of motor vehicles gesetz

X ] . 2018/858
g g | Roadvehicles Road vehicles - Audit
O£ I Cybersecurity V&V Guidelnes
o e _
nh_ T baseline for amending
amending implements
ISO/SAE 21434:2021
Road vehiclt?s -
> Cybersecunty EEsssEEssmssssszaaEE. excludes
T LT Engineering UN Regulation :EU Approval of 2-,3-: | EU General Safety
artly deviating No. 155 :  wheelersand : Regulation
[ =g e e o . uadricycles H 2019/2144 - em o Em Em oEm omm
/S0 24882 Agricultural, - 1 reference P q 168 12(3;1 3 : — "Regulation on CAV § e,
M ractors - ' caviromchina ! implementation = : Al Products from '

Act (CRA) 3 i

. Regulations Countries of GDPR v2
Cybersecurity ¢ Annex 5 2024/2847 Concerns
Engineering

Cybersecurity Act
CEN/CLC/JTC 13/WG 8 Radio Equipment

Special Working G RED " : CEN/CLC/JTC 13/WG 9 5 Artificial
pecia o_r |r!g roup Directive (RE-D) Special Working Group on || Intelligence Act
Euro NCAP Standardization Request Framework

Delegated Act Cyber Resilience Act
Cybersecurity EN 13031‘: ég‘; _138031‘2' EN 2022/30 tod.

Cybersecurity Act
Implementing Act
2024/482 (EUCC)

M Regulation [ Standard [ Others — Final --Draft - Revision
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European regulations & standards
The “Digital Omnibus”

§ comprehensive legislative package §

Scope:

— streamline and harmonize complex landscape of EU digital legislation to regain competitiveness!
— CRA is at the center of this activity!

CRA: Cyber Resilience Act | DSA: Digital Services Act | GSPR: General Data Protection Regulation
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Evolution of automotive cybersecurity
From best practices to regulations

1990¢th 2010 2014 2016 2021 2022-24 2026 +
Start of electronic C2C comm. Own PKiIs for NHTSA UN ECE R.155 UN ECE R.155in Global Cyber
immobilizer Standards + PKI Vehicle-Wide Cybersecurity Best & most countries  Standards: UN R.155,
Protection Practices ISO/SAE 21434 applicable GB (China),
release AIS 189 (India)
Scene L
@ ® @ 3 ® @ ® @

2015 Jeep Cherokee
Hack (Miller & VValasek)
Industry

Technical product req.

+ General security best practices

SO/SAE compliance + many individual req.

Long term maintenance & multiple regulations

+ more OEM individual Req.

C2C: Car-to-Car Communication | PKI: Public Key Infrastructure | NHTSA: National Highway Traffic Safety Administration | GB: short for Guobiao, meaning “national standard” | AIS: Automotive Industry Standard

#« AUMOVIO
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OEM requirements landscape

Generalized
a Applicable for the whole legal company — Cybersecurity requirements often
General terms distributed across mu[tiple
documents

)

Engineering statement of work - on different level

m
(%)
©)
=

Cybersecurity agreements / (Product and often un-aligned

partially IT focus)

()

* no clear differentiation

between enterprise & product
ClAs (Cybersecurity interface agreement) - cybersecurity

mostly project specific

CS Agreement

» partially separate documents
purely for software

() 2(n)

Cybersecurity checklist / assurance / audits /

P questionnaires capability assessments
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OEM requirements landscape
Data analysis of contracts

The data analysis contained

/) ~80 cybersecurity related
& documents from

@ ~30 OEMs with overall

O ~1800 requirements

Requirement have been tagged to topic clusters.
One requirement might be counted to multiple
clusters.
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Analysis of cybersecurity contracts
Focus on organizational cybersecurity management

Management system

Remedial & retention plah\
organization

Communication pla 5%
0,
Information sharing S

policy 6%

(o)
Quality management 8%

system (QMS)

Audit plan & repor

492%

11%

Information security

#« AUMOVIO

© AUMOVIO SE

Tool-management

Rules, Processes, Policy

Responsibility matrix

~ Culture, Competence
& Resource plan

SOS 2025

Nearly half (46%) of all cybersecurity
management related requirements are
covering the aspects of:

a. Rules, Processes, Policy
Culture, Competence & Resource planning
c. Responsibility matrix

Aspects of Information security included in
contracts (e.g., TISAX compliance)

18. September 2025
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Analysis of cybersecurity contracts
Reference to external standards and regulations

ISO PAS 5112

UN ECE R.156

1. ISO/SAE 21434 is the most common standard
ASPIC 4% OEM contracts are referring to

2. I1SO PAS 5112 is not well
established/accepted yet

UN ECE R.155
3. Referring to UN ECE R.155 or R.156 quite
ISO/SAE 21434 common while supplier are not directly
affected
I TISAX: Trusted Information Security Assessment Exchange | ASPICE: Automotive Software Process Improvement and Capability Determination | PAS: Publicly Available Specification
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Increasing complexity in the supply chain
Trust along the value chain of benefit

Traditional View Contractual Complexity Legal Approval Complexity
. Vehicle Qf ’_X Vehicle
r‘/‘/lq Vehicle Manufacturer rWI,] Manufacturer |/VV| Manufacturer

[lzf \ lls,_:l <[> Somponen \ ‘Q, 8] oing one

Tier-1 Supplier System Supplier \@ System Supplier 4___J

e Systems System Integrator System Integrator i

444 YY) :

o Takes 5 o i

l@" \ ‘@ 2-3 years Q/ i

Q . . 2 Component ° Component
o o Tier-2 Supplier : o _ . . (
Componen?sp />Supp||er </>Supp||er(s) ===

Hardware, Software Hardware, Software

|’“’!’ Contract Req./Agreements @ Software Hardware
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Proposed principles of ethical cybersecurity testing
Sharing common understanding builds trust.

1. Act legal compliant and ensure approval

2. Perform tests in a responsible way and with
Integrity

3. Ensure quality by qualification of personnel
4. Ensure confidentiality and privacy

5. Plan timely communication and reporting
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Cybersecurity contracts
\Wishes how to design

Picture is Al generated

1. Reduce duplicates and conflicting requirements

3. Differentiate between Enterprise IT Security and Product Cybersecurity.
4. Differ from international standards and regulations only if necessar

5. Balance legal risks - the supply chain cannot cover all legal risksz==
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Achieving a compliant system
Aligning external and internal demands

External and Internal Requirements Analysis and Evaluation Regulatory Fulfillment

| | [ I | |

Contracts ‘ ~ @ 1. Product O @

— State-of-the-art Self- related . . ;
Commitments Requirements Gap Analysis Implementation Com pl_|ance

- Standards 2. Process

— LTRs related

LTRs: Legal Technical Regulations
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Key takeaways

1. Harmonized regulations and
standards are a joint effort.

2. Simplify contractual complexity to reduce
deviations from standards and regulations.

&L/

3. Balance legal risks and focus on those points which
really matter.

4. Align external and internal demands to achieve a compliant
cybersecurity management system.

Picture is Al generated

\
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for your presence.

r. Mlathias Dehm
hief Product Security & Privacy Officer (CPSO)
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