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Introduction to
Automotive
Cybersecurity

Modern Vehicles as
Cyber-Physical Systems

Today's vehicles rely heavily on
software and electronic control
units (ECUs) to manage
everything from engine
performance to advanced driver-

assistance systems.

Regulatory Framework

Growing Cybersecurity
Challenges

With increasing complexity and
interconnectivity, the automotive
industry faces new cybersecurity
risks that must be addressed at
every stage of the vehicle's
lifecycle.

Standards such as ISO/SAE 21434 and UNECE Regulation No. 155 now

mandate robust cybersecurity measures for vehicle type approval.



Research Hypothesis and Questions

Automating the conversion of TARA data to the openXSAM format will significantly improve the efficiency, accuracy, and

standardisation of cybersecurity data exchange in the automotive industry, enhancing compliance with international

cybersecurity standards.

Key Research Questions:

« How can the automation of TARA data conversion to openXSAM be effectively implemented in the automotive industry?
« Where do the current limitations in openXSAM format hinder its widespread adoption, and how can these be addressed?

« Whatinsights do industry professionals provide about the practical challenges and benefits of automating TARA data

conversion processes?



TARA Methodologies in Automotive
Cybersecurity

TARA has become a cornerstone in automotive cybersecurity due to the increasing complexity and connectivity of modern
vehicles. Various methodologies have been developed, yet many face challenges when addressing the dynamic nature of cyber
threats.

Existing approaches often struggle with:

« Adaptability to rapidly changing threats
« Scalability and real-time detection
« Resource-intensive implementation

« Integration into fast-paced development cycles



Gaps in Current TARA Methodology

I

Lack of Empirical Validation

Existing methodologies often lack real-world validation,
creating a disconnect between theory and practice.

%

Fragmented Approach

TARA practices are often isolated from other development
activities, failing to account for interconnected vehicle

systems.

9,

Narrow Focus on External Threats

Current research overlooks internal threats such as
compromised software components or insider threats.

&

Limited Anticipation of Emerging Threats

Current methodologies struggle to anticipate threats related
to new technologies like autonomous driving and V2X

communication.



Data Standardisation
Challenges

CAN BUS PROTTOCOLS

Legacy Systems

The industry's reliance on legacy systems and proprietary data formats hampers the
seamless adoption of new standards.

Diverse Stakeholders

The automotive supply chain involves numerous stakeholders with different data
management practices and cybersecurity requirements.

Even when standardised formats like openXSAM are adopted, inconsistent
implementation practices lead to interoperability issues.

Hardware Integration Complexity

Integrating standardised data formats with existing hardware components creates
vulnerabilities that are difficult to detect and mitigate.

| Inconsistent Implementation




Data Conversion Methodologies

Converting TARA data from proprietary formats to standardised formats presents
significant challenges

Current approaches include:

« Machine learning techniques that map data fields between formats

« Hybrid approaches combining automated tools with manual oversight

« Frameworks focused on maintaining data consistency and accuracy

However, these approaches face limitations:

« Dependence on large training datasets
« Resource-intensive processes
« Lack of standardised testing protocols

« Risks to data integrity during conversion



Research Methodology

Convergent Parallel Mixed Quantitative: Survey

Methods
_ o \LJ Structured online questionnaire with
Collecting both quantitative and Q , o
o 22 questions distributed to
qualitative data concurrently, ﬁ@

_ professionals in automotive and
analysing them separately, and o _
_ cybersecurity industries.
merging the results.

Qualitative: Literature

Data Analysis @\ Review

Extensive review of academic papers, i , _ _
|l Extensive review of academic papers,

industry reports, and technical _ ,
industry reports, and technical

documentation. _
documentation.

This approach provides comprehensive understanding, triangulation of findings, and addresses both quantifiable metrics and

qualitative experiences.



Survey Demographics

B Tier 1/2 Suppliers [ OEMs

B Other

U University

B Consultancies

Respondent Roles

« Cybersecurity Engineers/Management: 76.7% (23)
« Consultants: 13.3% (4)
- Project Managers: 3.3% (1)

Software Engineers: 3.3% (1)
Academic: 3.3% (1)

The survey gathered responses from 30 professionals
across the automotive and cybersecurity industries, with
the majority directly involved in cybersecurity roles.



TARA Implementation and Familiarity

4.43 3.67 3.60

Familiarity with Standards TARA Effectiveness Threat Coverage
Average rating out of 5 for familiarity with  Average rating out of 5 for effectiveness  Average rating out of 5 for how well TARA
ISO/SAE 21434 and UNECE Regulation in identifying and mitigating addresses both internal and external
No. 155 cybersecurity threats threats

While industry professionals are highly familiar with relevant standards, there is room for improvement in the effectiveness and
comprehensive coverage of TARA methodologies.



TARA Challenges

e Data Gathering o Skills Shortage
Difficulties 43.3% reported limited access
56.7% of respondents cited to skilled personnel or expertise
%;\ difficulty in gathering accurate as a significant barrier.
Eé S and relevant data as a major
S challenge.
e Risk Assessment e Evolving Threat
Complexity Landscape
40.0% struggled with the 33.3% found it challenging to
complexity of risk scoring and keep up with rapidly evolving
prioritisation in TARA processes. cyber threats in the automotive

sector.




Time-Consuming Aspects of TARA

Data gathering
Cross-team coordination
Updating with new threats
Threat modelling
Identifying scenarios

Risk scoring

0 20 40 6!

Data gathering and cross-team coordination emerge as the most time-consuming aspects of TARA processes, highlighting the need for improved
data collection methodologies and collaboration tools.



Importance of Data Standardisation

Perceived Importance

Standardized
data formats

Respondents rated the importance of data standardisation (e.g., using
formats like openXSAM) at an average of 3.87 out of 5.

Distribution of Ratings

« Veryimportant (5): 43.3%
« Important (4): 30.0%

« Neutral (3): 3.3%

« Lessimportant (2): 16.7%
« Notimportant (1): 6.7%

While 73.3% of respondents consider data standardisation important or

very important, 23.3% may not fully recognize its value.



Data Standardisation Challenges

Lack of Universal Standards Inconsistent Data Formats

66.7% cited the absence of a universal standard or 63.3% reported inconsistent data formats used by different
framework accepted by all stakeholders as a major suppliers or partners as a significant barrier.

challenge.

Data Integrity Issues Stakeholder Resistance

50.0% struggled with maintaining data accuracy and 50.0% encountered resistance to change or lack of buy-in
integrity across different platforms. from some stakeholders in the supply chain.

These challenges highlight the multifaceted nature of data standardisation issues in the automotive cybersecurity industry.



Data Integrity and Compatibility Issues

AUTOMOTIVE DATA TRANSFER

When asked about experiencing data integrity or compatibility issues when sharing cybersecurity data
across different platforms or stakeholders:

36.7% 33.3%

Yes Sometimes
Regularly experienced issues Occasionally encountered problems
No N/A
Did not experience issues Not applicable to their context

A significant majority (70.0%) have encountered data integrity or compatibility issues to some degree.



Methods for Ensuring Data Consistency

Standardized formats
Manual verification
Regular training
Dedicated team
Automated tools

No formal process

While standardised formats are the most common method, there is still significant reliance on manual verification, highlighting an opportunity for greater automation.



Familiarity with openXSAM

OpenXSAM Format
Documentation
and Implementation

Awareness of openXSAM Format

When asked about familiarity with the openXSAM format for data sharing in
cybersecurity:

* Yes:36.7% (11 respondents)

« Somewhat: 20.0% (6 respondents)

« No:43.3% (13 respondents)

This indicates that while openXSAM is gaining recognition, there is still a

significant portion of the industry that is not familiar with this standardised

format.

The subsequent question about openXSAM benefits and challenges were
only answered by the 11 respondents who were familiar with the format.



Benefits of openXSAM

Simplified Collaboration Improved Interoperability
100% of respondents familiar with openXSAM cited 90.9% reported improved interoperability between
simplified data sharing and collaboration with suppliers systems and tools across the supply chain.

and partners as a key benefit.

Enhanced Data Consistency Streamlined Processes

54.5% noted enhanced data consistency and accuracy in 36.4% experienced streamlined TARA processes when
cybersecurity reporting. using openXSAM.



Belief in Automation's Efficiency

Respondents rated their belief that automating TARA data conversion can
significantly improve efficiency at an average of 4.07 out of 5, indicating strong
confidence in automation's potential benefits.

Current Data Conversion Practices

« Manual conversion: 53.3%

e Custom-built scripts/tools: 46.7%
« No formal process: 30.0%

e Third-party software: 20.0%

« Dedicated team: 3.3%

The reliance on manual processes and

custom-built tools highlights a significant
opportunity for standardised automation
solutions in the industry.



Conclusion and Recommendations

Develop Robust Automation Promote Industry-Wide Provide Training and
Tools Standardisation Support
Create user-friendly tools for Encourage broader adoption of Address resistance to change
automated TARA data conversion standardised formats like openXSAM through comprehensive training
that support multiple input formats through industry collaborations and programmes and support resources
and include automated validation. educational initiatives. for implementation.

Enhance Security Measures

Develop robust security protocols to address concerns about data confidentiality during conversion processes.

By addressing these challenges and leveraging automation's potential, the automotive sector can enhance cybersecurity practices,

improve compliance with international standards, and create more secure vehicle systems.



Thank You / Q&A

TARA is essential, but it's only as good as the data behind it. Standardisation is
the foundation, automation is the accelerator, and collaboration is the glue.

» Thank you for attending
» Open to questions and collaboration

» Contact: s21005158@mail.glyndwr.ac.uk or sergio.scabar@gmail.com

» Research paper available on: (PDF) Automotive Threat Analysis and Risk
Assessment: Data sharing using openXSAM format
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